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Certification

I declare under penalty of petjury that this inventory is correct and was returned along with the original warrant to the
designated judge.

Date: ”/15/‘2016 L
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UNITED STATES DISTRICT COURT
for the

District of Hawaii

In the Matter of the Search of

(Briefly describe the property fo be searched
or identify the person by name and address)

Building #314, Room #218,
Fort Rucker, Alabama 36362

Case No. Mag. No. 16-1337 KJM

R N .

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Middle District of Alabama

(tdentify the person or describe the property to be searched and give its location):

Building #314, Room #218, Fort Rucker, Alabama 36362.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or property
described above, and that such search will reveal (identify the person or describe the property to be seized):

identified in Attachments "A" and "B".

YOU ARE COMMANDED to execute this warrant on or before (not to exceed 14 days)
[ in the daytime 6:00 am. to 10:00 p.m.  (J at any time in the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the
person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where the
property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an inventory
as required by law and promptly return this warrant and inventory to KENNETH J. MANSFIELD

(United States Magistrate Judge)

property, will be searched or seized (check the appropriate box)
a for days fnot to exceed 30) ¥ until, the facts justifying,

Date and time issued: /{/3//@ ((//Dth

City and state: Honolulu, Hawaii
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ATTACHMENT A

Property to be searched

The property to be searched is Building #314, Room #218, Fort Rucker, Alabama 36362,
further described as a unit in a multi-apartment dwelling. Building #314 is located on Fort
Rucker, on the southeast corner of Dust Off Street and Sixth Avenue. The building has the
numbers “314” on the western end of the building. Building #314 is a two-story, red brick
structure with stairé leading to the second story in the middle of the building and on both ends of
the building. The building consists of multiple units with white doors and windows that face the
exterior of the building. Unit #218 is located on the second floor of Building #314, and is the
third unit from the northwest corner of the building. The front door to Unit #218 has the
numbers “218” written in white on a black placard, which is located in the center of the upper

portion of the door.

ATTACHMENT B

Property to be searched or seized

1. Photographs of all records relating to violations of 18 U.S.C. § 2339B (Providing,
or attempting, or conspiring to provide Material Supportt to a Foreign Teﬁorist Organization);
§ 1113 (Attempt to commit murder within the special maritime and territorial jurisdiction of the
United States); 18 U.S.C. § 1114 (Attempt to kill any officer or employee of the United States);

“and 18 U.S.C. § 115 (Threatening a federal official), those violations involving IKAIKA ERIK

KANG, including:
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a. Physical handwritten or printed diaries, journals, notebooks, composition books,

scrap paper, and printouts;

b. Textbooks, books, pamphlets, and printed or published information regarding

radical Islam or terrorist organizations;

c. Handwritten notes containing information regarding passwords, online identities,
email addresses, Facebook addresses, Twitter accounts, Instagram accounts or any

other information regarding alias online identities;

d. Any records regarding past or future travel by Ikaika Erik Kang, including
schedules of past or future travel, airline or ground transportation tickets, bills, or

receipts;

e. Waybills, air bills, bills of lading, receipts, delivery notices, and other shipping
documentation from the U.S. Postal Service, small package carriers, or common
carriers which indicate the shipment of packages and parcels to and from the
Mainland U.S. and Hawaii, or to or from the United States and any foreign

country;
f. Records and information relating to KANG’s e-mail accounts;

g. Records and information that KANG has saved on his computer or cellular phone
regarding ISTL tactics and techniques, any information provided to KANG by

ISIL, or records of communication between KANG and ISTL;
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h. Records and information relating to KANG?’s search history and downloads;

2, Photographs of any and all docuﬁlents, magazines, newspapers, web pages,
writings, postings, photographs, videos, or other materials, in electronic or digital format, related
to ISIL, terrorist organizations, firearms, weapons of mass destruction, and the reporting about (or
advocacy of) any acts of violence, as well as any such materials that show KANG’s state of mind
as it relates to the crime under investigation. Weapons, firearms, ammunition, and any related
paperwork (including licenses, permits, receipts, shipment-related documents, addresses, phone
numbers, or any other identifying information);

3. Photographs of components used to create an improvised explosive device or

improvised weapon, and any grenades or explosive materials;

4'. Photographs of documents and articles of personal property showing (or
containing data showing) the identity of persons occupying, possessing, residing in, owing,
frequenting, or controlling the premises to be searched or property therein, including keys, rental
agreements and records, property acquisitions records, utility and telephone bills and receipts,
photographs, telephone answering pads, storage records, vehicle or vessel records, canceled mail
envelopes, correspondence, opened or unopened, financial documents such as tax returns, bank
records, safety deposit box records, canceled checks, and other records of incomes and

expenditures, credit card, and bank records;

5. Photographs and seizure by copying of computers, cellular telephones, or storage
media used as a means to commit the violations described above, including any threats against

federal officials made via computer-based communications;
3
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6. Photographs and seizure by copying of any computer, cellular telephone, or
storage medium whose seizure is otherwise authorized by this warrant, and any computer,
cellular telephone, or storage medium that contains or in which is stored records or information

that is otherwise called for by this warrant (hereinafter, “COMPUTER AND ELECTRONIC

DEVICES”):

a. evidence of who used, owned, or controlled the COMPUTER AND
ELECTRONIC DEVICES at the time the things described in this warrant were
created, edited, or deleted, such as logs, registry entries, configuration files, saved
usernames and passwords, documents, browsing history, user profiles, email,

email contacts, “chat,” instant messaging logs, photographs, and correspondence;

b. evidence of software that would allow others to control the COMPUTER AND
ELECTRONIC DEVICES, such as viruses, Trojan horses, and other forms of
malicious software, as well as evidence of the presence or absence of security

software designed to detect malicious software;
c. evidence of the lack of such malicious software;

d. evidence indicating how and when the COMPUTER AND ELECTRONIC
DEVICES were accessed or used to determine the chronological context of
COMPUTER AND ELECTRONIC DEVICES access, use, and events relating to
crime under inlvestigation and to the COMPUTER AND ELECTRONIC

DEVICES user;
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e. evidence indicating the COMPUTER AND ELECTRONIC DEVICES user’s

state of mind as it relates to the crime under investigation;

f  evidence of the attachment to the COMPUTER AND ELECTRONIC DEVICES

of other storage devices or similar containers for electronic evidence;

g. evidence of counter-forensic programs (and associated data) that are designed to

eliminate data from the COMPUTER AND ELECTRONIC DEVICES;

h. evidence of the times the. COMPUTER AND ELECTRONIC DEVICES were

used;

i. passwords, encryption keys, and other access devices that may be necessary to

access the COMPUTER AND ELECTRONIC DEVICES;

j. documentation and manuals that may be necessary to access the COMPUTER
AND ELECTRONIC DEVICES or to conduct a forensic examination of the

- COMPUTER AND ELECTRONIC DEVICES;

k. records of or information about Internet Protocol addresses used by the

COMPUTER AND ELECTRONIC DEVICES;

1. records of or information about the COMPUTER AND ELECTRONIC
DEVICES’ Internet activity, including firewall logs, caches, browser history and
cookies, “bookmarked” or “favorite” web pages, search terms that the user

entered into any Internet search engine, and records of user-typed web addresses;

5
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m. Contextual information necessary to understand the evidence described in this

attachment;

7. Routers, modems, and network equipment used to connect COMPUTER AND

ELECTRONIC DEVICES to the Internet;

As used above, the terms “records” and “information” includes all forms of creation or
storage, including any form of computer or electronic storage (such as hard disks or other media
that can store data); any handmade form (such as writing); any mechanical form (such as printing
or typing); and any photo gréphic form (such as microfilm, microfiche, prints, slides, negatives,

videotapes, motion pictures, or photocopies).

The term “COMPUTER AND ELECTRONIC DEVICES” includes all types of
electronic, magnetic, optical, electrochemical, or other high speed data processing devices
performing logical, arithmetic, or storage functions, including desktop computers, notebook

computers, mobile phones, tablets, server computers, and network hardware.

The term “‘storage medium” includes any physical object upon which computer data can
be recorded. Examples include hard disks, RAM, floppy disks, flash memory, CD-ROMs, and

other magnetic or optical media.



