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ATTACHMENT A

Property to be searched

The property to be searched is a Dell Inspiron Laptop, Serial Number: 9QCHPRI1, and
External Seagate Hard Drive (SN: NA7GT233).
ATTACHMENT B

Property to be searched

1. All electronic records relating to violations of 18 U.S.C. § 2339B (Attempting to
provide Material Support to a Foreign Terrorist Organization); involving IKATKA ERIK KANG,

including:

a. Electronic textbooks, books, pamphlets, and printed or published information

regarding radical Islam or terrorist organizations;

b. Electronic records containing information regarding passwords, online identities,
email addresses, Facebook addresses, Twitter accounts, Instagram‘ accounts or any

other information regarding alias online identities;

c. Any electronic records regarding past or future travel by Ikaika Erik Kang,
including schedules of past or future travel, airline or ground transportation

tickets, bills, or receipts;

d. Electronic waybills, air bills, bills of lading, receipts, delivery notices, and other

shipping documentation from the U.S. Postal Service, small package carriers, or
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common carriers which indicate the shipment of packages and parcels to and from

the Mainland U.S. and Hawaii, or to or from the United States and any foreign

country;

e. Electronic records and information relating to KANG’s e-mail accounts;

f. Electronic files that KANG has saved on his computer or external hard drive
regarding ISIS tactics and techniques, any information provided to KANG by

ISIS, or records of communication between KANG and ISIS;

g. Electronic records and information relating to KANG’s search history and

downloads;

2. Any and all files, magazines, newspapers, web pages, writings, postings,
photographs, videos, or other materials, in electronic or digital format, related to ISIS, terrorist
organizations, firearms, weapons of mass destruction, and the reporting about (or advocacy of)
any acts of violence;

3. Any electronic storage medium that contains or in which is stored records or
information that is otherwise cailed for by this warrant (hereinafter, “COMPUTER AND

ELECTRONIC DEVICES”):

a. Electronic evidence of who used, owned, or controlled the COMPUTER AND
ELECTRONIC DEVICES at the time the things described in this warrant were

created, edited, or deleted, such as logs, registry entries, configuration files, saved
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usernames and passwords, documents, browsing history, user profiles, email,

email contacts, “chat,” instant messaging logs, photographs, and correspondence;

b. Electronic evidence of software that would allow others to control the
COMPUTER AND ELECTRONIC DEVICES, such as viruses, Trojan horses,
and other forms of malicious software, as well as evidence of the presence or

absence of security software designed to detect malicious software;
c. Electronic evidence of the lack of such malicious software;

d. Electronic evidence indicating how and when the COMPUTER AND
ELECTRONIC DEVICES were accessed or used to determine the chronological
context of COMPUTER AND ELECTRONIC DEVICES access, use, and events
relating to crime under investigation and to the COMPUTER AND

ELECTRONIC DEVICES user;

e. Electronic evidence indicating the COMPUTER AND ELECTRONIC DEVICES

user’s state of mind as it relates to the crime under investigation;

f. Electronic evidence of the attachment to the COMPUTER AND ELECTRONIC

DEVICES of other storage devices or similar containers for electronic evidence;

g. Electronic evidence of counter-forensic programs (and associated data) that are
designed to eliminate data from the COMPUTER AND ELECTRONIC

DEVICES;
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h. Electronic evidence of the’ times the COMPUTER AND ELECTRONIC

DEVICES were used;

i. Electronic passwords, and encryption keys that may be necessary to access the

COMPUTER AND ELECTRONIC DEVICES;

j- Electronic documentation and manuals that may be necessary to access the
COMPUTER AND ELECTRONIC DEVICES or to conduct a forensic

examination of the COMPUTER AND ELECTRONIC DEVICES;

k. Electronic records of or information about Internet Protocol addresses used by the

COMPUTER AND ELECTRONIC DEVICES;

1. Electronic records of or information about the COMPUTER AND ELECTRONIC
DEVICES’ Internet actiﬁty, including firewall logs, caches, browser history and
‘cookies, “bookmarked” or “favorite” web pages, search terms that the user
entered into any Internet search engine, and records of user-typed web addresses;

and

m. Electronic contextual information necessary to understand the evidence described

in this attachment.





