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ADA) (Btey. 117133 Scaach and Scizure Waniant

UNITED STATES DISTRICT COURT
for the

Easter District of Pennsylvania REDACTED

{Bricyly desoribe the property 00 be searched
or hiensifyy the person: by newe: oo ddress)

PA

CascNo. T, q/-M-|

et w’ e e’

: )
SEARCH AND SEIZURE WARRANT
To:  Any authorized law enforcement officer
An application by a federal law enforcement officer or an attorney for the govemment requests the search .

uf the following person or propenty located in the Eastam District of _ Pennsyivenia
’W*E""",,*""" she properiy hwwmaw
PA as more fully described in Atlachmant A.

1 find that the affidavis(s), or any recorded testimony, establish probable cause to search and seize the person of property
deseribed above, and that such scarch will reveal Gdondfs the persan or deseribe the praperty i be seizedl:
Sea Altachment B

YOU ARE COMMANDED to execute this warant on or before o {50t 1o exexed 14 dunyx)
& in the daytime 6:00 am. to 10:00 p.n. 3 at any time ia the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy ol the warrant and a receipt for the property taken to the
person (rom whom, or from whose promises, the property was taken, or leave the copy and receipt at the place where the
property was taken,

The officer executing this warrant, o an officer present during the execution of (he warmant, must prepase 3 inventory
as required by law and prompity return this warrant and inventory to the duly magisirate.

O Pursuant to (8 U.S.C. § 3103a(b), ! find 1hat immediate notification may have an adverse result listed in 18 U.S.C.
§ 2705 (except for delay of trial), and authorize the officer execuling this warrant to delay nutice 1o the person who, or whose
property, will be searched or scixed foheck tar qppropwrice bax)

O for ______days tsi wexcond 30 O3 until, the facts justitying, the later specilic date of i

Date and time issued: il_?l/_'-f_ _:{._-_2.—5) _—

City and state: Philadeiphia, PA

o ——— ———t . — tn > r— 4 b0 ———
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AL193 {Kov. 1113} Seach and Seirure Wosrt (Page 2)

Retarn

Cass No.: Date and time warrant executed: Copy of warrant and inventory lefi with:

Invenlory made in the presence of :

Inventory of the property taken and aanse of any person(s) seized:

—Certifieation

t dectare under penalty of pesjury that this inventory is correct and was returned along with the original warrant to the
desigrated judge. '

Execwiing officer’s sipnotarc

Prinied nosw: aaud title
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, Place (o ed
The residence located al PA isa

house, with the number  * afTixed to the wall of the home's extesior.
!
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ATTACHMENT B I
lMems to be Seizei . Q“"”‘*’*'Q o provide,

L ord pas roey to
1. All records relating to violations of 18 U.S.C. § 2339B (pm_,&"w

support to a designated foreign terrorist organization), including:

a. Any records or information, in whatever form, rclating to ISIS mud any other
{errorist organization or group.

b. Records and information relating to the use of Faccbook, Twitter, or any other
ouline facility. |

c. Records of names, addresscs, telephone numbers, c-mmil nddresses, lists, mailing
lists, appointment books, diarics, logs, ledgers, notebooks, mailing and shipping records, and
encryption “keys.”

d. Financial records and information, including but not limited to bank and tinancial
cecords, negotiated and non-negotiatcd checks, moncy orders, cash. and records rogarding sny
bank accounts or safcty deposit boxes.

2 Calendars both in written form and/or clecironic form.

3. All information relating to travel, potential travel. rescarch about travel or
geographic arcas outside of Philadelphia, and any and all maps arVor documents showing
geographic Jocations.

4. Any locked closet, drawer, filing cabinet, suitcase, briclcase, safc or lockbox

which may contain any of the nbove items. Authorized officers of the United States are further
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authorized to open and search and remove, if necessary, any safc or other locked receptacle or

‘compartment, as some or ail of the items described above may be maintained therein.
AM officers of the United States are further authorized to open and scarch any locked
rooms, storerooms, or other storage arcas, as some or all the items described above may be
maintained therein, And authorized officers of the United Staies are authorized 1o use the
services of locksmiths, who may not neccssarily be federal law enforcement officers. in order to
properly open and scarch any safe or other locked receplacle or compartment on the premises, or
off the premises, if necessary, for the purposc of obtaining any items described in this search
warrant, provided that such focksmiths operate under direction, control and supervision of any
authorized oflicer of the United States.

5. Any and all computers or storage media which may have been used as a means to
commit the violations described above or which may contain evidence, [ruits, and
instrumentalities of said violations. For any computer or storage medium whose seizure is
otherwise authorized by this warrant, and any computer or storage medium that contains or in
which is stored records or information that is othenwise called for by this warrant (hereinafier,
“COMPUTERD), the following items may also be scized:

a. evidenee of who used, owned, or controlled the COMPUTER at the time
the things described in this warrant were created, edited, or deleted, such as logs, registry entries,
configuration files, saved uscrnames and passwords, documents, browsing history, user profiles,
email, email contacts, “chat,” insiant messaging logs, photographs, and correspondence;

b. evidence of software that would allow others to control the COMPUTER,
such as viruses, Trojan horses, and other forms of malicious soflware, as well as evidence of the

presence or absence of security soflware designed to detect malicious software;
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c. evidence of the lack of such malicious soflware;

d. evidence indicating how and when the computer was accessed or used o
determine the chronological context of computer access, use, and events relating to crime under
investigation and to the computer user,

c. cvidence indicating the computer user’s state of mind as it relales to the
crime under investigation; |

f. evidence of the attachment to the COMPUTER of other storage devices or
similar containers for clectronic cvidence;

g cvidence of counter-forensic programs {and associated dnta) that arc
designed to eliminate data from the COMPUTER;

h. cevidence of the times the COMPUTER was uscd;

i. passwords, encryption keys, and other access devices that may be
 nccossary 1o access the COMPUTER;

i documesitation and manuals that may be necessary to access the
COMPUTER or to conduct a forensic cxamination of the COMPUTER;

k. records of or infonnation about Intemet Protocol addresses used by the
COMPUTER,;

1. pecords of or information about the COMPUTER's Intemet activity,
including firewall logs, caches, browser history and cookics, “bookmarked™ or “favorite” web
pages, search terms that the user entered into any Internet scarch cngine, and records of user-
(yped web addresses; |

6. contextual information necessary to understand the evidence described in this

altachment.
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7. Routers, modems, and network equipment used 1o connect computers o the
Internet.

As used nbove, the terms “records” and “information” includes all forms of creation or
storage; including any form of computer or elcctronic storage (such as hard disks or other media
that can store data); any handmadc form (such as writing); any mechanical form (such as printing
or typing); and any photographic form (such as microfilm, microfiche, prints, slides, negatives,
videotnpes, motion pictures, or photocopies).

The teem “computer” includes all types of clectronic. magnetic, optical, clectrochemical,
or other high speed data processing devices performing logical, arithmetic, or storage functions,
including desktop cdmputers, notebook comf:ums. mobilc phones, tablets, server computers, and
network hardware.

The term “storage medium” includes any physical object upon which computer data can
be recorded. Examples includc hard disks, RAM, floppy disks, flash memory, CD-ROMs, and

other magnetic or optical media.
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AO9) (Rev 1209) Scarch anl Scinme Wartasd
UNITED STATES DISTRICT COURT
for the
Eastera District of Pennsylvania

In the Matter of the Scarch of

{Brisfly desoribe the propuriy to be searche]
ar kdetify the persom by name awd oddress)

Information associaied with the
follewing Twitter accouats:
+  @KiilafahAk
+  @Soajkiah-llik; and
s any and all accounts resolving to ' ' T
1P sdfdress 71.23.230.0
SEARCH AND SEIZURE WARRANT

Cnse No.,

15-31-1-3

e

To:  Any authoriaxd lnw ehforcement officer

An application by a federal law enforcement officer oc an almmcy for Ihc gnvemmem requusts the scarch
of the following person or property located in the Eastern-Disirjet-of Pepnsvive
f&wﬁ*mr*xﬁh*mmhw-ﬂwhw

Twilter accounts @KhilnfakAl @Sanjidabullife, snd any and all accounts resolving to [P address
71.23.230.0, a3 more fully described in Alinchment A.

The person or property to be searched, deseribed above, is belicved to conceal fidenrisi the person ar deseribe the
properly to be zeized))

See Attachment B.

{ find that the affidavii{s), or any rccorded lestimony, establish probable cause to scarch and scize the person or
property.

YOU ARE COMMANDED fo exceute this warmnton o before April 10,2005
faul te exceed 1 daye}
Ein the daytime 6:00 a.m. 10 10 p.m. L any time in the day or night as | find reasonable cause has been
established,

Unless delaved notice is authoriand below, you must give a copy of the warrant and a receipt for the property taken 1o the
person from whom, or from whose premises, the property was taken, or icave the copy and receipl a1 the place where the property
was faken

The officer cxecuting this warrant, or an officer present durisg the excention of the warrant, must prepare an inventory

as required by kaw and promptly retum this warrant and iaventory to United States Magistrate Judge
Honomble Elizabeth T. tiey

(noma)

C I find that immediate notification may have an adverse result listed in t8 U.S.C. § 2703 (except for delay
- of mial); and suthorize the officer cxecuting this-warrmnt wrdekry notice to the persorwhoor-whose property; will-besearchod o ————
seized fcheck the appropriate bax) Dotor _ days fnot mexcewd 30)

T until, the facts justifying, the later 5

Date and tinw issued: __13/2‘”“’ S tXxd em ) ?
7 ’ S dndge s sigrunnre |

City and state: _ﬁlxiladﬂlﬂu]\ [/ _ Honorable Elizabeth T. Hey
Prinsed mime aved it
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A0 9} (Rev. 12.09) Srarch ad Seczare Warrost (Page 2)

Return

Cuse No.: Date il tie warrant execited: Copy of warrait and inventory left with:

Iaventory madde in the presence of

Invewtory of tie praperty taken and name of any persois) selzed:

Cenlification

1 declare under penalty of perjury it this inventory is correct ol was returied along with the original
warrus to the designated judge. .

Date:

Execnting officer's siguotwee

“Prited name and title |
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ATTACHMENT A

LOCATION TO BE. SEARCHED:
Twitler accounis:
o @KhilafohAl;
» (@Saajidahdlifc;
‘ » any and all accounts resolving to I’ address 71.23.230.0;

stored at premiscs controlled by Twitter, 1355 Market Street, Suito 900, San Francisco,
CA 94103.
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ATTACIIMENT B

Part Onc: ITEMS TO BE SEIZED:
(TO BE PROVIDED BY TWITTER)

All posts and communications, records, files, logs, or information, including those items that
have been deleted but are still available to Twitter, or have been preserved pursusnt to 2 request
made under 18 U.S.C. § 2703(f), dated from Junc 2013 through the present, including:

A, The contents of all posts and communications associated with the aforementioned
accounts, including stored or preserved copics of posts and communications sent 1o and
from the accounts, the source and destination addresses associaled with cach post and
communication, the date and time at which each was sent. ad the size and fength of
cach:

B. Al records or other information regarding the identification of the accounts, to include
full name, physical address, telephone numbers and other identificrs, records of scssion
times and durations, the datc on which cach account was creaicd, the length of service,
the types of service wtilized, the 1P address used to register the account, fog-in IP
addresses associated with scssion times and dates, account status, altemative ¢-mail
addresses provided during registration, methods of connecting, log files, ond means and
source of payment (including any credit or hank account numbers):

C. Al records or other information stored at any time by an individual using the accounts,
including address books, contact und buldy lists, calendar data, pictures and files; and

D. Al records pertaining 1o communications between the aforementioned accounts and any
person regarding the accounts, including comacts with support scrvices and records of

actions taken,
, atepiiy Yo fmv%l
and consriraci o frﬂvﬁg,
Part Two: ITEMS TO BE SEIZED: .

(TO BE EXECUTED BY LAW ENFORCEMENT AGENTS)

Al information and data described above thas constilute fruits, evidence, contraband
and/or instrumentalitics of violations or attempis to violate 18 U.S.C. § 23391 (providin
material support to a designated foreign terrorist organization), along with any evidence that
 _ would tend Io show the true identitics of the pessons committing thisoffepses. . .

All available log files showing dates, times and 1P addresses for aceess o thesc accounts.



Case 2:15-cr-00171-MMB Document 102-1 Filed 04/03/17 Page 12 of 52

Records relating to who created, used, or communicated with the accounts described
above, including records aboul their identities and whercabouts.
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-\D‘!.l ﬂk\ lm:m:imm Winam .

UNn‘éD STATES DISTRICT COURT
for the
Lastem Disirict of Pennsylvania

In the Matter of the Searchof
Bricly dearibe e property 1o e sparciud
ar ickentifyy the person by acune and oddress)

fnformulion nszocinied with the
fallowing Fucebook necounts: !
o FamyatAlKhiafak .
= ol.kifah.3:
» abRifah9; and
» any and ofl accotmis resolving to
IP address 71.23.2)0.0

SEARCH AND SEIZURE WARRANT

Case Nu.
1S3 -1 2-

e et St el Yeagt '

. . -
To:  Any authoriacd law enlorcement olticer

An application by a federal law enforeement oflficer or an attomey for the govenunent requesis the scarch

of the following person or property located in the Basigys Dissietof Pennsylvania
tisdoutify the persos or describe Hie property to be seorciwed aud give its location).

Fucchook nccounts Falaynti;\ll(hihfui. aLkifah.3, aLkifah.9, and any and all accounts resolving 1o 1P
atddress 71.23.230.8, as more fully described in Altachment A.

The person oc propesty to be searéhed. describod above, is belicved 10 conceal fideatifs she persos ar describe the
property o b seizedy:

Sce Atlachmend B.

1 find that the affidavit(s). or any reconted testimony, establish probable cause to search and scize the person or
property.

YOU ARE COMMANDED to cxccute this wamait on or before April 19, 2015
. ot 10 exceed 14 doys)
E inihodaytime 6:00nm.10 10po. - af any time in the day or night as | find reasonable cause has been

Unless delaved notice is uthorized belaw, you must give 2 copy of the warmant and a recvipt for the property taken to the

person from whom, or from whose premises, {he propenty was taken, or leave the copy and receipt at the place where the property
was kaken.

The officer exceuting this warrant, or an officer present during (e excoution of the warrant, iust prepare an inventory
nmﬁdbthmdmlymdmmmmdlnmnm&mhhgﬂmh@
tionorable Elizabeth T. Hey

(haine)

T} find thiat inumedione nonification snay hawe an adverse sesult listed in 18 U.S.C. § 2705 (exce for deay
of wial), and anthorize the officer excouting this wamrant to delay notice 1o the person who, or whose property, will be searched or

scized (check the appropriats bax) L for days (o 1o excend 30).
T smil, the facts justifyi

Dste and time issucd: 3!2‘)!11’ -‘ﬁldpm

City mint state: __fl_‘ 1lﬁdﬂ{ﬂiu\- /A. L __Honorable Llizabeth T, Hey
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AU 3 R, 1309 Search and Scizere Warsnast (Fage 3)
' Return

Case No.: Dute and li;ne warran! executed: Copy of warrani and inventory lefi with:

Inventory mauke in the presence of

liventory of the property taken aid name qf amy person(s) seized:

—

Certification

{ declure wider penaliy dpedwﬁduw this inventory is correct amd was returned aloug with the originagl
warrent lo the designated judge.

Exventing officer's shpanere

FPrinted nawe owd title
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ATTACHMENT A

carr A

s
!

Faecbook accounts:

L

Fatayal AlKhilafeh;
al.kifzh3;

LOCATION TO BE smnc:HEnz
|
]
!
i

al.kifuh.9;

e e 515 s

any and all accoants ms:olving to IP address 71.23.230.0;

stored at premises controlled by Facebook, 1601 Willow Road, Menlo Park, CA 94025

i
f
I

o em ——— e s o

sm———————-r we
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ATTACHMENT B

Part Onc:  ITEMS TO BE SEIZED:
(TO BE PROVIDED BY FACEBOOK)

Al posts and communications, rcconds, files, logs, or information, including those items that
have been deleted but are still dvailable to Facebouk, or have been preserved pursuant to a
request made under 18 U.S.C. § 2703(1), dated from Junc 2013 through the present, including:

A.  The contents of all posts and communicalions associated with the aforementioned
accounts, including stored or preserved copivs of posts and communications sent 1o and
from the accounts, the source and destination associated with each post and
communication, the date and rime at which cach past and communication was scnt, and
the size and lengtieol’ cach post and comnaunication:

B. Al records or other infonmation regarding the identificalion of the accounts, to include
full name, physical address, lclephone numbers and other ideatificrs, records of session
times and durations, the date on which each account was created, the length of scrvice,
the types of service uuli»:d, the 1P address uscd to register the account, log-in IP
addresses associated with session times and daics, account stalus, aliernative c-mail
addresses provided during registration, methods of connccting, log files, and means and
source of payment (inchading any credit or hank account numbers);

C.  Allrecords or other information stored at any time by an individual using the accounts,
including address books, contact and buddy lists. calendar data, picturcs and Ffiles; and

D. Al records periaining to comaunications between the aforementioned accounts and any
person regarding the nccomus, including contncts with support scrvices and records of
actions taken.

; aHeughig do o vide,
ond wn':fiﬁ:a "oprove(e

Part Two: ITEMS TO BE SEIZED: . R SV,
(TO BE EXECUTED BY LAW ENFORCEMENT AGENTS)

Afl information and data described above that constitute fruits, evidence,
anc/or instrumentalitics of violntions or attempts to violate 18 U.S.C. § 2339B (providing
material support to a designated forcign tcrrorist organization), along with any cvidence that
would tend Lo show the true idéntitics of the persons committing this offenses.

All available log files sﬁowing datcs, times and 1P addresses for nceess Lo these accounts.
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Records relating to who erealed, used, or communicated with the accounts described
above, including records about their identitics and whereabouts.
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[~ 571-H

AFFIDAVIT IN SUPPORT OF
AN APPLICATION FOR SEARCH WARRANTS

1, Martin McDonald, being first duly sworn, hercby depose and state as follows:
Intraductivn

1, | make this afTidavit in support ol applications under Rule 41 of the Federal Rules
of Criminal Procedure for warras to scarch:
a. The residence located at PA
including any and all computers, hard drives, and clectronic storage devices
contained therein;
b. The following accounts, associated with the following online facilitics:
i. Facebook:
¢ Fatayat. AlKhilafuh;
o alkifah.3;
s alkiloh.9;
e Any and all accounts associated resolving to 1P address 71.23.230.0:
ii. Twitter:
s  @KhilafahAl;
*  (@Sanjidahdlife;
e Any and all accounts resolving to I address 71.23.230.0,
Apeat Bac uud
2, I am a Special Agent with the Federal Burcau of Investigation (“FBI™) within the
meaning of Tiile 18, United States Code. Scction 3052, and as such | am an ofticer of the United
States who is authorized to investigate laws of the United States and 1o exceute warrants issued

under the authority of the United States. [ have been employed as an FBI Specinl Agent since
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November 2010. [ am currently assigned to Counter-Terrorisim Squad CT1 of the FBI's |
Philadclphia Division. and | work Nationa) Securily matiers. | have participated in the exccution
of numcrous search and arrest warrants during my carcer to date. [ have also been involved in
investigations of numerous types of offenses against the United States, including crimes of
terrorism such as material support of forcign lerrorist organizations, and other violations as sel
forthin 18 US.C. § 2331, ct seq.

3 The facts in this affidavil come from my pursonal observations, my training and
expericnce, subpoenaed records, and information oblained from other agents and wilnesscs. This
affidavit is being submitled for the limited purpose ol oblaining scarch warrants. 1t does not
contain every fact known to the United States about this matter.

Appli W

4. Title 18, United States Code, Section 2339B (“Providing material support or
resources 10 designated foreign terrorist organizations™) provides that, “[w]hocver knowingly
provides material support or resources to a forcign terrorist organization, or attempis or conspires
to do so, shali be fincd under this title or imprisoned not more than 15 years, or hoth.”

5. Pursuant to Federal Rule of Criminal Procedure 41 (“Search and Seizure™), “a
- magistrate judge - in an investigation of domestic terrorism or international terrorism — with
authority in any district in which activitics related (0 the testorism may have occurred has
suthority to isstuc a warrant for a person or property within or outside that districl.™ Fed, R.
Crim, P. 41{b)(3). As sct forth below, activities related to international terrorism occurred within
the Eastern District of Pennsylivania. Thercfore, an Eastern District of Pennsylvania magisirate
has authority to issuc ail related scarch warrants,
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Techpics Teyms
6. Based on my lraining and experience, | use the [ollowing technicul terms to
convey the following mcanings:

a IP Address: The Internet Protocol address (or simply “IP address™) is o
ustique numeric idress used by computers on the Intlemet. An IP wddress looks like a series of
four numbers, each in the range 8-255, separated by periods (¢.g., 121.56.97.178). Every
computer atlached to the internet must hc assigned an [P oddress so that Intemet imafTic sent from
and dirceled to that computer may be directed properly from its source Lo its destination. Most
Intermet service providers contrel a range of [P aklresses. Some computers have static—that is,
long-term—IP addresses, while other computers have dynamic—that is, frequently changed—{P
addresses.

b. Intemet: The Intemet is a global network of compuiers end other
clectronic devices that communicate with cach other. Due to the struciure of the Internct.
connections belween devices on the Intemet often cross state and international borders, cven
when the devices communicating with cach ather are in the sume state,

c Storage medium: A storage medium is any physical object upon which
computer data can be recorded. Examples include hard disks, RAM, floppy disks, Nlash memory,
CD-ROMs, and other magnctic or optical media.

Statenient of Probhable Cause
7. Bascd on my irining and experience and the facts as sct forth in this affidavit,
therc is probable causc to belicve that evidence, contraband, fruits, and instrumentalitics of
violations of Title 18, United States Code, § 23398 (pmﬁdfnm:;;::r‘mg%’é

designated (oreign termrorist organizations) will be found in the following locations: m.M .

- —— e — o - - ——
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o  The residence located at PA )
including any and all computers, hard drives, and electronic storage devices
contained therein;

b. The following online [acilities, regarding the following usernames, user [Ds
and accounts:

i. Faccbook:

¢ Fatayat. AlKhilafah;

» alkifah.3;

* alkifah.9;

s Aay and all accounts resolving 1o IP address 71.23.230.0; and
fit. Twitter:

¢ @KhilafahAl;

¢ (@Saajidahdlife;

» Any and alf accounts resolving to IP address 71.23.230.0.

8. The FBI is conducting an investigation locused on the use of the Internet by Al
Qacda-affiliated terrorists and other terrorist groups (o promote violent jihad. 1am assigned to
this investigation and have been investigating this activity since July o£ 2013, Over the course of
this investigation, the FBI has identificd specific individuals who usc electronic communications
and social networking websiles to radicalize, recruit and provide material support 1o those who
desire to participate in violent jilad and support the terrorist group the islamic State of Iraq and
al- Sham (1SIS), in violation of 8 U.S.C. § 2339B.
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A. te of Irmg and IS1
9. On October 15, 2004, the Uniled States Scerciary of State designated al-Qa'ida in Irag (AQH),
then known as Jam’at al Tawhid wa'al-Jihad, as a Forcign Terrorist Orpanization under Section 219 of the
Immigration and Nationality Act, and as a Speciatly Designated Global Terrorist under section
Ik} of Executive Order 13224,

10.  On May [5, 2014, the Secretory of State amended its AQI designations 10 add the
alius “Islamic Statc of fraq and the Levant™ (ISIL) as its primary nome. The Secrctary atso added
additional aliases to the listing, including “the Islamic State of fraq and al-Sham™ and “the
fslamic State of Iraq and Syria™ (ISIS).

1l. Asnconsequence uf these Depariment of State designations, there is a prohibition
agninst knowingly praviding, or attempting or conspiring 1o provide, material support or
resotirces to, or engaging in transactions with ISIS.

{2 Onorabout August 19, 2014, ISIS claimed responsibility for the vidcotaped
beheading of an American aid M«. On or about Scpiember 9, 2014, ISIS claimed
responsibility for the videotaped beheading of another American aid worker. On or about
Scptember 13, 2014, ISIS claimed responsibility for the videotaped beheading of a British aid
worker. On or about October 3, 2014, ISIS claimed respousibility for the videotaped behending
of another Brilish aid worker. On or about February 3, 2015, ISIS released a video of a caplured
Jordanian Air Force Pilot being bumed alive in a cage. On or about February 15, 2015, ISIS
released a video of the beheading of 21 Coptic Christians in Libya. On or about February 24,
2013, ISIS kidnapped approximalely 70-100 Assyrian Christians located in Northeast Syria,

including men, women, and children.
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B.  Kconna Thomas. afida “Fatavat Al Khilafah," residing at
. PA

13. Kconna Thomas first came to the aitention of the FBI in the Sumuner o 2013,
based on her public online postings expressing support for violent jihad.

14.  Investigation has confirmed that Keonna Thomas, a/k/a “Fatayat Al Khilaloh,”
resides at _ | ) PA, whichisa o home more fully
described in Attachment A.

a In February 2015, Keonna Thomas submitted an application for a United
States Passport, listing her home address as - . - PA 7

b. Documents produced by an Internet Service Provider reveal that intermet
service is provided to Kconna Thomas, at - PA _ , and that
her account is associated with IP address 71.23,230.0, as well as with various oaline accounts
using username “Falayat Al Khilafah,”

c. Over the course of this investigation, IP address 71.23.230.0 has never
been found to resolve anywhere other than to the address | 7 | -

5.  Public records searches and surveillance indicate that Kconna Thomas resides
with oaly a few people, all of whom arc close family, including two young children.

C. f Online Co n F; b Tho
“Fatavat Al fah,"{e Provide Muoterial S fo of IS

6.  Assct forth below, there is probablc causc (o belicve Keonna Thomas, a/k/a
“Faiayat Al Khilafah,” is using and/or has uscd Twitter and Facebook to connect and

communicalc with other ISIS supporters, as well as to provide material support for ISIS in the
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form of recruiting, fundraising, cncouraging martyrdom, and making plans to travel overseas in
order personally Lo achieve martyrdom for ISIS.
i Twitter accounts
a.  @KhilalahAl

t7.  Twitter account @KhilalahAl was assigned Lo a T'witter subseriber with the
usermame “Fatayat Al Khilafah.”

I8.  in response to a grand jury subpouna, Twitter produced records revealing that the
@KhilafahAl account was associnled with [P address 71,23.230.0, which as sct forth abave

resolved to Keonna Thomas, - PA. Twitter account @KhilafohAl is
o longer aclive.

19.  Between Angust 2013 and December 2014, Twitter account @K hilafahAl
tweeted repeatedly in support of ISIS and its mission of violence, including messages indicating
a plan fo encourage and achicve martyrdom for ISIS. The government has had an oppontunity to
see these Twitter posts because they were posted in a manner that allowed the public (o view
them:

i On August 14, 2013, @KhilafahAl posted on Twilter the following
statement: “We love to dic for Allah the way you love to live for shaytaan [Satan).”

b. On or about August 18, 2013, @KhilalchAl re-posted on Twittera
photograph of a young male child wearing fircarm magazine pouches and camouflage attire, with
the following caption: “Ask yourselves, while this young man is holding magazines for the
Islamic state, what arc you daing for it? #1S1S."

c On or abowt October 1, 2013, @KhilafahAl posted on Twitter a
photograph of’ l'um‘u:r al-Qa’ida in the Arabian Peninsula feader Anwar Al Awlaki aiming an
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AK-47, with the following caption: “My beloved sheikh Rahimahulish {Allah have mercy on
him].”

d On or about October 16, 2013, @KhilafahAl posted on Tiwitter a picture
of U.S. Currency, with the following captions; “US Dollar notes donated by Kuwait nationals 1o
the ISIS brothers;™ and “Allahu Akbar [God is grent]t! Support the Mustims by giving sadaqah
[charity].”

e On or about December 9, 2013, @KhilafahAl posted on Twitter the
foliowing statement: “Currently listening 2 virtues of mariyes by Sheikh Al Mujahid [violent
jihadi fightcr] Anwar Al Awlaki (RH).™

L. On or about December 14, 2013, @KhilafahAl re-posted on Twitter the
following statcment by another Twitter user; “"Happincss is the day of my martyrdom’ ~ Sheikh
Khalid al Husainan.”

g  Onoraboul December 23, 2013, @KhitafshAl re-posied on Twitter a
video along with text advising that the video constitutes “g message (0 #fmuslims in the west
from a British brother with #ISIS #Mujahideen #Syrin.” The video is titled, “A message from a
mujahid,” and is sccompanicd by the following description: “|SIS mujahid gives some advice.
Rayat al Tawheed. Official Media of the mujahideen.”

h On or about January 1, 2014, @KhilafahAl posted on Twitter the
following statement: *1 sce why the mujahideen [violent jihadi tighters] Sacrifice Dunya [lilcon
carth] for Akhirah [the aflerlife] there's no comparison.”

" “Virtues of Martyrs” is known to be a lecture by Anwar Al Awlaki, available online,
during which he describes the spiritual rewards to be attained through engaging in violent jihad
and dying as a martyr. Among other things, Awlaki stresses during this lccture that jihadist
martyrs arc held in the highest regard by Allah, and therefore that cngaging in violent jihad and
dying as a martyr is the most rightcous path that a Muslim can take.
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i On or about January 1, 2014, @KhilafahAl re-posted on Twitier the
following statement by another Twitter user: “Than why not come to the path of jihad which is
more rewarding than any other acts that we can do. 1t’s about time we stop being cowards,”

} On or about January 3, 2014, @KhilafshAl posted on Twitter the
following statement: “Only thing I'm jealous of is when | see the smiles of shuhadaa [manyrs).”

k. On or about January 15, 2014, @KhilafahAl posted on Twitter a
photograph with the following text: “By the Lord of the Kaaba [a shrine in Mecca) | have
succeeded.” Accompanying this photograph, @XKhilafahAl posted the following statement: “I
wanl these (o be my last words.”

L On or about January 30, 2014, @KhilafahAl re-posted on Twitlera
photograph of an individunl carrying an AK-47 weapon, with the following text: “Sponsor a
Mujahid [violent jihadi Gghter).” Accompanying the photograph, @KhilafahAl re-posted the
following statement by another Twitter user: “Did you know... For as littic as $100 you can
provide a #Mujahid with his basic necessitics for | month?”

m.  Onorabout February 23, 2014, @KhilafahAl re-posted on Twitier the
loliowing statement by another Twitler user: “[t's so ajech [miraculous| when u sce so called
jihadis speaking against sistcrs who make Hijra {travel] 4 jihad as if females sahaba [associates
of the prophet Mubammad) never fought [i subilillah {in the way ol God.”

n On or about March 9, 2014, @KhilafuhAl posted on Twitter an image
containing the following phrase: “KEEP CALM SUPPORT ISLAMIC STATE IRAQ AND
SHAAM.™ Accompanying this post, @KhilafahAl posted the following statement: ~Support
dawla [referring to ISISL"
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o, On or about March 19. 2014, @KhilafahAl re-posted on Twitker the
following statement by another Twitter user: “Imagine receiving glad tidings of Janaah
[paradisc] . . . . Come to Jihad and maybe this will be a reality.”

p- On or about March 23, 2014, @KhilnfahAl re-posted on Twitier the
following stalement by another Twitter user; “If you long for #imartyrdom then be extra kind 1o
orphans. Perhaps one day you will leave some behind.”

| q. On or about April 10, 2014, @KhilafahAl posted on Twitter the following
statement, followed by images of a skull, flames, and a gun: “1 necd a permancent vacation that
cast only mean onc thing.” In responsc, another user of Twitter posted the following statement:
“istishhaadi [martyrdom).”

r. On or about April 27, 2014, @KhilnfahAl posted on Twitter the following
statement regarding her history of being deleted from Facchook: “1 would prefer the shahada
[martyrdom] of being in the bodics of green birds’ but I'B shahada [Faccbook martyrdom] means
your doing something right lol.”

5. On or about Junc {3. 2014, @KhilafahAl posted on Twitter the following
statement: “For every violent action there's a violent reaction.”

L On or about Junc 23, 2014, @KhilafahAl posted on Twitter the following
statement: “When you're a mujahid [violent jihadi fighter} your death becomes a wedding.
#HoorAlAyn [pleasurcs in pardise).”

w On or about Scpiember 24, 2014, @KhitafahAl posted on Twitier the
following statement: “Dawah [a call o Islam} & jihad gocs hand and hand.”

! Basced on my experience and expertise, the Affiant knows that a green bird is an Islamic
symbol of mariyrdom.

10
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v On or about October 9, 2014, @KhilafahAl posted on Twitter the
following statement: “For u lo dic as a Muslim is a great blessing.”

w. On or about October 10, 2014, @KhilafahAl posted on Twitter the
following siatement: “May Allah Ta Ala {God| give victory to the Muj | violent jihedi fighters]
& destroy the kulTar & munabiigeen {infidels & hypourites| Ameen,™

| X Onor about November 15, 2014, @KhilafahAl re-posted on Twitter the
following advice from another Twitter uscr about communication sceurity: “Important: To alt
RlslamicState supporters Stop using Kik messenger n whalsapp Try chatsecure and cryplocat
instead.”

y. On or about December 6, 2014, @KhilafahAl re-posted on Twittera
photograph of a small male child with an AK-47 assault rific around his neck, containing the
following ststement: “And if | were in Shoam [greater Syria], | wouldn't be pleased till | became
soldier of the Islamic State,”

20.  The profile page associated with Twitier aceount @KhilafohAl bas displayed an
image of clouds and the text:  “Fly with me As a green bird,” As sct forth above, @KhilafahAl
also tweeted about l&w@m for martyrdom in the form “of being in the bodies of preen birds.”

b.  (@Sasiidahdlife

21, Inresponse to a grand jury subpoena, Twilter associated sccount @Soajidah4lifc

with P address 71.23.230.0, which as set forth above resolved to Keonna Thomas,

PA. In addition, the profile piciurcs associated with Twilter account

@SaajidalMlifc arc known to be associaled with Keonna Thomas.

-1
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22.  Asrecently as December 2014, Twitter account @ Saajidahdlife communica;cd
with 2 known overseas ISIS fighter about her desire to travel and evade the attention of law
cnforccment.

a.  Onorabout December 2, 2014, the fighter posted a public tweet 1o Twitter
account @Saajidahdlifc, stating: i arrived and now going through training. Follow on this
accoun! until | get my phone.” Twiller account @Saajidahdlife responded with the public tweet,
“"'m so happy for u.” In response, the ISIS fighter sent a message to Twitter account
{@Saajidalvilife stating, “You have no iden the blessing is it is to be in Raqqa [a city in Syria}." to
which Twitter account @Szajidahdlifc responded, “alhumduiflnh Rabil Alameen [Thanks be to
God]."

b. On or about December 2, 2014, Twitter account @Saajidabdlife reccived a
public tweet from this lighter stating, “chikiren of the syrians is the future generation mujahidin
[violent jihadi fighters]. Walaah They love Dawla {[SIS]."

c. On or about December 2, 2014, Twitter account @Ssajidahdlife received a
public tweet from this fighter, stating. “trust me u haven't secns anything yet, U need 10 be here
to see iL.”

2 Facehook accounts

23.  Investigation has uncovered at least three Facebook accounts that appear 1o
belong to the same “Fatayat Al Khilafah™ who subscribes to the aforementioned Twilter
accounts, including: (a) Fatayat. AlKhilafah; (b) al.kifoh.3; and (c) al.kifah.9, These accounis
not only usc similar usernames, but all are identificd by Facebook as belonging 1o a subscriber
named “Fatayal Al Khilafah,” they trace back to the same subscriber home address, and in some

12
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instances they have been ideatificd to contain simifar pro-1SIS content revealing an intent to
travel overseas, evade government scrutiny, and accomplish martyrdom for ISIS.

24, For cxample, from December 2013 - January 2014, onc Facebook account
belonging to subscriber “Fatayat Al Khilafah™ exchanged a series of' miessages with another
Facebook user who identified himsclf as a “mujahid |violent Jihadi lighter],” and who is known
to be a Somalia-based violent jihadi fighter originally from Minnesota. The government has had
an oppartunity to sce these Faccbook posts because they were produced to the government by
Facebook in responsc to other lnwful scarch warrants. In these messages, Facebook uscr
“Fatayat Al Khilafah™ discussed her jealousy of the lighter's status as a violent jihadi fighter, her
desire to travel oversens, and her desire to cvade law enforcement because she has “moves (o
make™:

a, On or about May 25, 2014, Facebook user “Fatayat Al Khilafah™ sent a
message to the fighter stating: [ need to ask a question how is the situation for the mujajirecn
{emigrants) there.” In responsc, the fighter responded, “Jihad is hard but you always need sabr
[paticnce or endurance] and to be firm.”

b. On or about December 12, 2013, Facebook user “Fatayat Al Khilafah”
sent a message 1o this fighter advising that she should be “able to trave! [ should be pesting some
money soon.”

3 On or about December 13, 2013, Facebook uscr “Falayat Al Khilafah™
senl 2 message lo this fighter advising that and that she “plan['nod] to leave liue land of kufr [non-
belicvers]." but cautioning that “{s]peaking here [on Fncebook] about certain things is not . . .

wise,”

13
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d. On or about December 17, 2013, Facebook Facebook user “Fatayat Al
Khilafah" sent a message to this ﬁgl;lcr advising, “I have moves to make so I will be spending
lesstime on here .. ..

e On or about December 31, 2013, Facebook user “Falayat Al Khilafah”
senl a message (o this fighter advising tiug she fecks “inore comlonable to spenk freely” on
Paltalk, because “They don’t monitor it.”

I On or about Jenuary 8, 2014, Facebook uscr “Fatayat Al Khilafoh" sent a
message to this fighter advising that she is “jealous™ because her associate is “chilling like a
Mujahid.”

e On or about January 11, 2014, Facebook user “Fataynt Al Khilafuh" sent o
message 1o this fighter advising that she is trying “to watch what [ post here also giving my
situation nnd what [ want to do it’s not good to draw attention to yoursell.” Facebook account
Fatayat. AIK hilafah further explnined that some people who “try to make moves™ are
unsuccess{ul because they put “their self out there,™

. Fatavat.AlKhilafah

5. Faccbook account Fatayat AlKhilafab is identified on Facchook as belonging to a
subscriber named “Fatayat Al Khilafah (Al Kifah)." The government has had an opportunity 1o
see some of the Facebook posts by Fatayat AiKhilafah because they were made publicly
viewable, ‘

26.  Onorabout December 31, 2013, Facebook account Fatayat. AlKhilafah posied the
image of clowds, along with the text “Fly with me Asa green bird™ (which is also displaycd by
Twitter accownt @KhilafahAl). This posting caused another Facebook user to respond: “In the

promised land, where our mission is 10 join the caravim of martyrs. May Alloh choose us,

14
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amen.” Faccbook account Fatayat. AlKhilafah responded with an Araic phrase expressing
agreement.

27.  Onorabout August 24, 2014, Facebook uscr “Fatayat Al Khilafah™ posted on
Faccbook the following statement: “yes im married 1o the geehad [jihad)."

28.  The Facebook page for the Fatayat AlK hilafah account has publicly displayed
numerous pholographs of people who appenr to be women on battleficlds armed with AK-47
weapons, captioned with the text: “Supporting the Fighters in the Battleficld.”

b, al.kifgh.3
29.  Faccbook account “al kifah.3" is identificd by Faccbook as belonging to a
- subscriber named “Fatayat Al Khilafah.” _

30.  Inresponse (o o grand jury subpoena, Faccbook produced records revealing that
the al kifah.3 account is associated with IP address 71.23.230.0, which is the samc IP address
used by Twitter account @KhilafahAl. 19 address 71.23.230.0 resolved to Keonna Thomas,

-
e  ubkifah9

31.  Faccbook account “al.kifah.9” is identified by Facebook as belonging to a
subscriber named “Fatayat Al Khilafah.” |

32.  Inresponsc to o grand jury subpoena, Fuccbook produced records revealing that
alkifah.9 is associated with phone number . _ . A follow-up grand jury subpocna to
the telephone company (Sprint) revealed that phone number | _ is associated with

7 _pa, whichisthe sume lust nome and home
address associated with IP address 71.23.230.0, Twitter account @KhilafahAl, and Faccbook

account al.kifah.3.
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33.  The al.kifah.9 Facebook account not only sharcs a similar account name and
usenante as the aforementioned Twitter and Facebook accounts, but its Facebook page includes
similar postings, fricnds and foflowers.  For example, the al.kifah.9 Faccbook page has “liked™
the Facebook page named “We are all Islamic State of lraq & Shjaam - ISIS.” In addition, the
al.kilah.9 Facebuok profile page has displayed the lext: =1 dan’t trust wonds, | trust actions.
Keep calm and marry a Salafi Jibadi {member of the Silali Muslim movement espousing vioknt
jihad].”

3. Other Accounts Belonging 1o Keonna Thomas, a/lda “Fatavat
Al Khilafah,"” and/or resolving to IP Address 71.23.238.0

34,  Bascd on the information contained in this Affidavit, the FBI is requesting
authorily to scarch all Twitter and Faccbook accounts associated with Kconna Thomas's known
IP address 71.23.230.0. Thomas “met” her associates and developed her plans online, boih by
way of email communications and social media postings. During discussions with her
associates, Thomas maintained multiple online accounts and discussed with her associates the
nced to vary their account usc in order to evade government scrutiny. Thus, FBI has probable
causc to belicve thal evidence related to Thomas's eriminal activity may reside on one or
multiple Thomas accounts. Further, the mosi reliable way lo establish Thomas’s ownership of
undiscovered accounts possibly containing cvidence is by scarching for accounts associated with
her known 1P address. [ would therefore request that the search warrants direct providers to
accounts linked to Thomas's known [P address, cven if the user or chonnel names are not

specified.

16
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D. Last-Minute Purchase of Tickets to Travel Overseas
35. In February 2015, Keonna Thomas submitted an application for a United States

Passport. Prior to this, Thomas had never before possessed a United States Passport. In this
Passport application, Thomas lisicd her home address as - . . PA.

36.  Onorubow March 26, 2015, Keoma Thomas purchased airdine tickets to fly on
March 29, 2015 (three days later), [rom Philadelphia Intemational Airport, (o Barcelona, Spain,
retuming (o the United States on April 15, 20185,

37, Incarly 2015, iSIS published an advice manual designed 1o help individunls
cvade detection when traveling (o Syria and frg in order (o join ISIS. Step-by-step travel
instructions contained therein advise such travelers to purchase round-trip tickets to popular
vacation spots, specifically suggesting Spain, and to purchase a ticket to their final destination
ONCe Overseas.

38.  The ISIS manual further advises travelers 1o use various scoure communication
methods, such as Chat Secure, which Keonna Thomas has recommended 10 her associates.

Backergund about Facehoak

39.  Faccbook is a company located al 160} Willow Road, Menlo Park, CA 94025,

40.  Faccbook owns and operutes a frec-access social networking website of the same
name that can be accessed at hitp://wwiw.facchook.com. Facebook allows ils users to establish
accounts with Facebook, and users con then usc their accounts 1o share written news,
photographs, videos, and other information with other Facchook uscrs, and sometimes with the
general public.

4l.  Facebook asks uscrs 1o provide basic contact and personal identifying information

to Faccbook, cither during the registrtion process or thereafier. ‘This information may include

17
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the user’s full mame, birth date, gender, contact e-mail addresses, Facebook passwords, Facebook
sccurily questions and answers (for password retricval), physical address (including city, state,
and zip code), telephone numbers, screen names, websites, and other personal identitiers,
Facebook also assigns a user identification number 1o cach account.

42.  Fucebook users may join onc or more groups or networks 1o connect and interact
with other users who are members of the same group or network. Facebook assigns a group
identification number to cach group. A Facebook user can also connect dircctly with individual
Facchook users by sending each user a “Friend Request.” Ifthe recipient of a “Friend Request™
uccepls the request, then the two users will become “Facebook Friends™ for purposes of
Faccbook and can exchange communications or view information about cach other. Each
Facebook user’s account includes a list of that user's “Faccbook Friends™ and a “News Feed,”
which highlights information about the uscr's “Friends,” such as profile changes, upcoming
events, and birthdays.

43.  Faccbook users con sclect different levels of privacy for the communications and
information assaciated with their Facebook accounts, Ry adjusting these privacy scilings, a
Facebook user can make information availnbic only 10 himself or hersclf, to particular Facebook
users, or to anyonc with access to the Intemnct, including people who are not Facebook users. A
Facebook user can also create “lists” of Faccbook friends to facilitate the application of these
privacy seltings. Facchook accounts also include other account scitings that users con adjust to
control, for example, the types of notifications they receive from Facebook.

44.  Focebook uscrs can create profiles that include photographs, lisis of personal
interests, and other information. Facebook users can also post “stalus™ updates abowt their
whercabouts and actions, as well as Iin!:s to videos, pholographs, articles, and other items

18
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available clsewhere on the Intemet. Faccbook users can also post information aboul upcoming
“events,” such as social occasions, by listing the cvent’s time, location, hos, and guest list. In
addition, Faccbook uscrs can “check in” 1o particular locations or add their geographic locations
to their Faccbook posts, thereby rovealing their geographic locations at particular dates and
limes. A particular user's profile page also includes a “Wall * which is a space where the uscr
and his or her “Facebook Friends™ can post messages, altachments, and links that will typically
be visible to anyone who can vicw the uscr's profile.

45, Taccbook allows users 1o upload photos and videos. It also provides users the
ability fo “tag™ (i.c., label) other Facebook users in g photo or video. When a user is laggedina
photo or video, he or she receives a notification of the tag and a link to see the photo or video.
For Facebook™s purpeses, the photos and videos associnted with a user's account will include ali
photos and videos uploaded by thal user that have not been deleted, as well as all photos and
videos uploaded by any user that have that user tagged in them.

46. Faccbook users can cxchange private messages on Facebook with other uscrs,
These messages, which are similar to c-mail messages, are seat to the recipient’s “Inbox™ on
Facebook, which also stores copies of messages sent by the recipient, as well as other
information. Faccbook users con aiso post comments on the Facebook profiles of uther users or
on their own profiles; such comments are typically associated with a specific p@m or item on
the profile. In addition, Faccbook has a Chat feature that allows users to send and receive instang
messages through Facebook. These chat communications are stored in the chat history for the
account. Facebook also has a Video Calling feature, and although Facebook does not record the
calls themselves, it does keep records of the date of cach call,

19
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47,  if a Faccbook user docs not want to interact with another user on Facebook, the
first user can “block™ the second user from sceing his or her account.

48,  Faccbaok has a “like” featurc that allows uscrs to give positive feedback or
connect 10 particular pages. Faccbook uscrs can “like” Facebook posts or updates, as well as
webpages or content on thind-party (i.e., non-Faccbook) websites. Facebook users can also
become “fans™ of particular Faccbook pages.

49.  Facchook has a scarch function that crables its users to scarch Facebook for
keywords, uscmames, or pages, atnong other things.

50.  Each Faccbook account has an activity log, which is a list of the uscr’s posts and
other Faccbook activities from the inception of the account 1o the present. The activity log
includes stories and photos that the uscr has been tagged in, as well as connections made through
the account, such as “liking a Facebook page or adding somcone as a friend. The activity log is
visible to the user but cannot be viewed by people who visit the user's Facebook page,

5k.  Faccbook Notes is a blogging feature available fo Faccbook users, and it enables
uscrs Lo write and post notes or personal web logs (“blogs™), or to import their blogs from other
services, such as Xanga, LiveJournal, and Blogger‘.

52.  The Facebook Gifts fenturc allows uscers 1o send virlual “gifts™ to their friends that
appear as icoas on the recipient’s profile page. Gills cost moncy to purchase, and a personalized
message can be attached 1o cach gifl. Facebook uscrs can also send each other “pokes,” which
are [rec and simply result in a notification to the recipient that he or she has been “poked” by the
sender,

53.  Faccbook also has a Marketplace {eaturc, which allows users to post free
classified ads. Users con post items for sale, housing, jobs, and other itcms on the Marketplace,

20
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54.  Inaddition lo the applications described above, Faccbook also provides its users
with access 1o thousands of other applications on the Facebook platfornt. When a Facebook user
aoucmsorusesoneofﬂmapplica&ions.mupdateabout that the user's access or usc of that
application mﬁy appear on the user’s profile page.

55.  Somwe Faccbook pages are affiliated with groups ol users, rather than one
individual user. Membership in the group is monitored and regulated by the adminisirator or
head of the group, who can invite new members and reject or accept requests by users (o enter,
Facebook can identify all users who are currently regisicred to a particular group and can
identify the administrator arxl/or creator of the group. Faccbook uses the term “Group Contact
Info” 1o describe the contact information for the group's creator and/or administrator, as well as a
PDF of the current status of the group profilc page.

56.  Faccbook uses the term “Neoprint™ to describe an expanded view of a given uscr
profile. The “Neoprint™ for o given user can include the following information from the uscr's
profile: profile contact information; News Feed information; siatus updates; links to videos,
photographs, articles, and other items; Notes; Wall postings; friend lists, including the friends’
Facebook user identification numbers; groups and networks of which the user is a member,
including the groups' Faccbook group identification numbers: future and past cvent postings;
rejecied “Friend” requests; comments; gifts; pokes; tags; and information about the user's access
and use of Facebook applications.

57.  Every device that conncets to the Internet must usc an IP address. Therefore, IP
address and log information can help to idenlify which compuiers or other devices were used to
access the Intemet at any given time, Facebook retains IP logs for each username and 1P

address. These logs may contain information about the actions taken by the uscrname or 1P
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address on Facebook, including information sbout the type of action, the date and time of the
action, and the uscmame and 1P address associated with the action. For examplc, if a user views
a Facebook profile, that uscr’s IP log would reflect the fact that the user viewed the profile, and
would show when and from what [P address the user did so.

58.  Social networking providers like Faccbook typically rotain sditions information
about their users” accounts, such ay information about the length of scrvice (iucluding start daie),
the types of service utilized, and the means and source of my payments associnted with the
service (including any credit card or bank account number). In some cases, Facebook uscrs may
commumicate directly with Facebook about issucs relating to their accounts, such as lechnicﬂ
problems, billing inquiries, or complaints from other usérs. Social networking providers like
Faccbook typicaily retain records about such communications, including records of contacts
between the user and the provider's support services, as well as records of any actions taken by
the provider or user as a result of the communications.

59.  Youraffiant is aware that social networking, such as the use of Facebook, is an
increasingly cominon way for persons to commmicate. Your afliant is further awere that
Facebook users ofien use the Facebook messaging and posting function;s to pravide onc another
altcn)ate contact information, such as additional Faccbook accounts, c-mail accounts, phanc
numbers, and/or other social networking comact information in order to continuc and facilitate
their communications privatcty,

60.  Therefore, the computers of Facebook are likely to contain all the material
described above, including stored clectronic communications and information concerning
subscribers and their use of Faccbook, such as account access information, tmnsaction

information, and other account information.
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Backeround about Twitter

61.  Twilter, a business located at 1355 Market Strect, Suite 900, San
Francisco, CA 94103, owns and aperates a frec-iaceess social-networking website of
the same name that can be accessed at hip/Avww iwitier,com. Twitter allows cach
uscr 1o creale their own profile page, which cun include 1 short biography, o pholo of
themselves, and location information. Twilter also pemits users create and read 140-
character messages called “Tweets,” and to rustrict their “Tweets” to individuals
whom they approve. Thesc fealurcs are described in more detail below.

62.  Upon creating a ‘T'witler account, o Twitler user must create a unique Twitter
usemame and an account password, and the uscr may also sclect a different name of 20
characters or fewer to identify his or her Twitter account. The Twitter uscr may also change this
usemame, password, and name wilhou; having to open a new Tiwvitter account,

63.  Twitter osks users o provide basic identity and contact information, either during
the registration process or thercafier. This information may include the user’s full name, e-mail
addresscs, physical address (including city, statc, and 7ip codc), date of birth, gender, hometown,
occupation, and other personal identifiers. For cach user, Twitter may retain information about
the datc and Lime at which the user’s profile was created, the datc and time at which the account
was created, axd melPaddrusatmcﬁnwofsignqnp.Bmmecvcrydevieelhmemwswmc
Internet must use an |? address, 1P address information can help o identify which computers or
other devices were used 10 access a given Twitter account.

64. A Twilter user can post a personal photograph or image {also known as an
“avatsr™) to his or her profilc, and can also change the profile background or theme for his or her
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account page. In addition, Twitter users can post “bios” of 160 characters or fewer to their profile
pages.

65.  Twitter also kecps IP logs for cach user. These logs contain information about the
uscr's logins (o Twitker including, for cach access, the 1P address assigned 10 the user and the
datc stamp at the lime the user accessed his or her profile,

66.  As discussed above, Twitler users can use their Twilter accounts 1o post “Tweets™
of 140 characters or fewer. Each Tweet includes a timestamp that displays when the Tweet was
posted to Twitter, Twitter users can also “favorite,” “re-tweet.” or reply to the Tweets of other
users. {n addition, when & Tweet includes a ‘Twitter usemame, often preceded by the @ sign,
Twitter designates that Tweet a “mention” of the identified user. In the “Connect™ tab (or each
account, Twitter provides the user with a list of other users who have favorited or re-tweeted the
user’s own Tweets, as well as a list of all Tweets that include the user's usemame (i.e., a list of
all “mentions” und “replies™ for that username),

67.  Twitter users can include photographs or images in their Tweets. Each Twilter
account also is provided a uscr gallery that includes images that the user hus shared on Twitter,
including imapes uploaded by other services.

68.  Twitter wsees can also opt to include location data in their Tweets, which will
reveal ihe users’ locations ot the time they post each Tweet, This “Tweet With Location™
function is off by default, so Twitier users must opt in to the scrvice. In addition, Twitter users
may delete their past Jocation data.

69.  When Twilter users want to post a Tweet that includes a link to g website, they
can use Twitier's link service, which converts the fonger website link into a shortencd link that

begins with hup://1co. This link service measurcs how many 1imes a link has been clicked.
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70. A Twitter user can “follow” other Twitter users, which means subscribing to
those users’ Twects and site updates. Each user profile page includes a list of the people who are
following that user (i.e., the user's “followers™ list) and a list of people whom that user follows
(L.e., the user’s “following” list). Twitters users can “unfollow” users whom they previously
lollowed. and they can also adjust the privacy settings for their profile so that their Tweets are
visible only to the people whom they approve, rather than to the public (which is the default
* selting). A Twitter user can also group other Twitter users into “lists™ that display on the right
side of the user's home page on Twitter. Twilter also provides users with a list of “Who to
Follow,” which includes a few recommendations of Twitter accounts that the user may find
interesting, based on the types of accounts that the user is already lollowing and who these
peopic follow.

71.  In addition to posting Twects, a Twitter user can also send Direct Messages
(DMs) 1o onc of his or her followers. These messages are typically visible only to the sender and
the recipicnt, and both the sender and the recipient have the power to delete the message from the
inboxes of both users. As of Januery 2012, Twitler displayed only the last 100 DMs fora
particular uscr, but older DMs are stored on Twitter's databasc

72, Twitter users can configure the seitings for their Twilter accounts in numerous
ways. For example, a Twitter user can configure his or her Twitter account 1o send updates to the
user's mobilc phone, and the user can also set up a “sleep time™ during which Twitter updates
will not be scrt to the user’s phone.

73.  Twitter includes a scarch function that enables its users to search all public
Tweets for keywords, usemames, or subject, among other things. A Twitter user may save up to

25 past searches.
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74.  Twilter users can connect their Twitier accounts to third-party websites and
applications, which may grant these websites and applications access to the users' public Twitter
profiics.

75.  HaTwitter user does nol want to interact with another user on Twitter, the first
user can “block™ the sceond user fromn following his or her account.

76.  Insome cases, Twitter uscrs may communicale directly with Twitter about issues
rclating to their account, such as technical problems or complaints. Social-networking providers
like Twiter typically retain records about such communications, including records of contacts
between the uscr and the provider’s support services, as well as records of any actions aken by
the provider or user as a result of the communications. Twitter may also suspend a particular user
for breaching Twitter's terms of scrvice, during which time the Twitter user will be prevented
from using Twitter's services.

77.  Your affiant is aware that social nctworking, such as the use of Twiiter, is an
increasingly common way for persons to communicate. Your afliant is further aware that
“Twitter users often use the Twitier messaging and posting functions 1o provide onc another
alternative cotact information, such as additional Twitter accounts, ¢-mail accounts, phone
numbers, and/or other social networking contact information in order to continuc and facilitate
their commamications privaicly.

78.  Thercfore, the computers of Twilter are likely to contain all the material described
above, including stored clectronic communications and information concemning subseribers and
their use of Twitter, such as account access information, ransaction information. and other

account information.
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Co 0 nd Fo c
79.  Asdescribed above aml in Attachment B, this application secks permission to
scarch for reconds that might be found at: PA (e
“premiscs”), in whatever form they are found. One form in which the records might be found is
data stored on a computer's hard drive or other elecironic storage media, because voluminous
relevant and inculpatory electronic communications have been identificd during the course of

this inmign_lion which resolve 1o IP address 71.23,230.0, associated with Keonna Thomas,

o - PA Thus, the warrant applied for woukd authorize the
scizare of clectronic storage media or, potentially, the 6opying of clectronically stored
information, all under Rule 4 1(e)2)(B).

80.  Probable cause. | submit that if 1 computer or storage medium is found on the
premises, there is probable causc to belicve those records will be stored on that computer or
storage medium, for at lcast the foliowing rcasons:

a. Based on my knowledge, training, and expericnce, | know that computer
files or remnants of such files can be recovered months or even years afier they have been
dovwnloaded onto a storage medium, deleted, or viewed via the Internet. Electronic files
downloaded to o storage medium can be stored for years at litlle or no cost. Even when files
have been deleted, they can be recovered months or ycars later using forensic tools. This is so
because wiich a person “deletes” a file on a computer, the data contained in the file does not
actuslly disappear; rather, that data renizins on the storge mediuﬁ: until it is overwritten by new
data,

b. Therclore, deleted files, or remnants ol deleted files, may resik: in frec

spacce or slack space—that is, in space on the storage medium that is not cumently being used by
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an active filc—for long periods of time before they are overwritten.  In addition, 8 computer’s
operating system may also keep a recard of deleted data in a “swap™ or “recovery™ file.

c. Wholly apart from nser-gencrated liles, computer storage media—in
panicular, computers’ internal hard drives—contain electronic evidence of how a computer has
been used, what it bas been used for, and who has used @t. To give o few examples, this forensic
evidence can take the form of operating system configurations, artifacts from operating system or
application opcration, file system dala structures, and virtual memaory “swap” or paging files.
Computer users typicatly do not crasc or delete this cvidence, because special software is
typically required for that task. Howecver, it is technically possible to delete this information.

d. Similarly, filcs that have been vicwed via the Intemet are somelimes
automatically downloaded into a temporary Intemet directory or “cache.”

81.  Forensic evidence. As lurther described in Attachunent B, this application sceks
permiission {o locale not only computer files thal might serve as direct evidence of the crimes
described on the warrant, but also for forensic electronic evidence that esiablishes how
computers were used, the purpose of their use, who used them, and when. There fs probable
cause to believe that this forensic electronic evidence will be on any storage medium in the
premises because:

a Data on the storage medium can provide evidence of a file that was once
on the storage medium but has since been deleted or edited, or of 2 deleted portion of a file (such
as a paragraph that has been deleted from a word processing file). Virtual memory paging
systems can leave fruces of information on the storage medium that show whmltasks amd
processes were recenlly active. Web browsers, e-mail programs, and chat programs store
configuration information on the storage medium that cun reveal information such as online
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nicknames and passwords, Operating systems can record additional information, such as the
attachment of peripherals, the atiachment of USB {lash storage devices or other exiemal storage
wiedin, and the times the computer was in use. Computer filc systems can record information
about the dates files were created and the sequence i which they were crealed, although this
infonnation can Inter be falsificd.

b. As explained herein, information stored within a computer and other
clectronic storapge media may provide crucial cvidence of the “who, whai, why, when, where,
and how” of the criminal conduct under investigation, thus cnabling the United States to
cstablish and prove cach element or alternatively, to exclde the innocent [rom further suspicion.
In my troining and experience, information stored within a computer or storage media (c.g.,
registry information, communications, images and movics, transactional information, records of
session times and durations, intemet history, and anti-virus, spyware, and matware detection
programs) can indicale who has used or controlled the computer or storage media. This “user
autribution™ cvidence is analogous fo the scarch for “indicia of occupancy™ while cxecuting a
scarch warrant al a residence. Tiwe existence or abscnce of anfi-virus, spyware, and malware
detection programs may indicate whether the computer was remotely accessed, thus inculpating
or cxculpating the computer owner. Further, computer and stormgc media activily can indicate
how and when the compuler or storage media was accessed or used. For example, as described
herein, computers typically contain information that log: compulter user account session times
and durations, computer activily associated with user accounts, clectronic storage media that
connected with the computer, and the 1P addresses through which the computer accessed 7
nelworks and the internet. Such information allows invesligators to understand the chronological

context of computer or clectronic storage media aceess, use, and cvents relating to the crime
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under investigation. Additionally, some information stored within a computer or clecironic
storge media may provide crucial evidence relating to the physical location of other evidence
and the suspect. For cxample, images stored on a computer may both show a particular tocation
and have geolucation information incorporated into its file data. Such file data typically also
contains information indicating when the file or image was created. The existence of such image
fites, along with external device connection logs, may also indicate the presence of additional
clectronic storage media (.., a digital camera or cellular phone with an incorporated camer).
The geographic and timeline information described hercin may cither inculpate or exculpate the
computer uscr Last, information stored within a computer may provide relevant insight into the
computer user’s state of mind as it relates to the offense under investigation. For example,
information within the computcr may indicate the owner’s motive and intent to commil a crime
(¢.8.. internet searches indicating criminal planning), or consciousness of guilt (e.g., running a
“wiping" program 10 destroy cvidence on the computer or password protecting/cncrypting such
evidence in an effort to conceal it from law enforcement).

c. A person with appropriate familiarity with how a computer works can,
after examining this forensic evidence in its proper context, draw conclusions about how
compuiers were used, the purpose of their use, who used them, and when.

d. The process of identifying the exact files, blocks, registry entries, logs, or
other forms of forensic evidence on a storage medium that are nccessary o draw an accurate
conclusion is a dynamic process. While it is possible to speeify in advance the records to be
sought, computer evidence is not always data that can be merely reviewed by a review team and
passed along o investigators. Whether data stored on a computer is evidence may depend on

other information stored on the computer and the application of knowledge about how a
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computer behaves. Therefore, contextual information necessary 1o understand other evidence
also falls within the scope of the warrant.

c. Further, in linding cvidence of how a computer was used, the purpose of
its use, who used it, and when, sometimes il is necessary to establish that a particular thing is not
present on a storage medium, For example, the presence or absenee of counter-forensic
programs or anti-virus programis (and associated data) may be relevant to establishing the user’s
intent,

82, Necessity of seizing or copying entire computers or storage media. In most cases,
a thorough scarch of'a premises for information that might be stored on storage media often
requircs the scizure of the physical storage media and later offsite review consistent with the
warrant. In licu of removing storage media [rom the premises, it is sometimes possibic to make
an image copy of storage medin. Generally speaking, imaging is the taking of n complete
clectronic picturc of the computer’s data, including all hidden sectors und deleted files. Either
seizure or imaging is oflen necessary 10 casure the accuracy and completeness of data rocorded
on the storage media, an& to prevent the loss of the data cither from accidental or intentional
destruction. This is truc because of the following:

a.  The time required for an cxamination, As noted above, not all evidence 1akes
the form of documents and files that can be casily viewed on site. Analyzing cvidence of how a
computer has been used, what it has been used for, and who has used it requires considerable
lime, and taking that much time on premiscs coukd be unreasonable. As explained above,
beenuse the warmnt calls for forensic clectronic cvidence, it is exceedingly likely that it will be
necessary o thoroughly examinc storage media to obtain evidence, Storage media can store a

targe volume of information. Revicwing that information for things described in the warrant can
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take weeks or months, depending on the volume of data stored, and would be impractical and .
invasive to altempt on-site,

b, Technical requircments. Computers can be configured in several different
ways, fcaluring a varicty of different operating sysiems, application software, and configurations.
‘Therelore, scarching them somectinics requires fools or knowledge that might not be presemt on
lﬁc search site. The vast array of computer hardware and sofiware available makes it difficuit to
know before a scarch what tools or knowledge will be required to analyzc the system and its data
on the Premises. However, taking the storage media off-site and reviewing it in a controlled
environment will allow its examination with the proper tools and knowledge.

c. Variety of forms of clectronic media. Records sought under this warrant
could be stored in a varicty of storage media formats that may require off-site revicwing with
specialized forensic tools,

83.  Nafure of examination. Based on the foregoing, and consistent with Rule
41(c)}2XB), the warrant | am applying for would permit seizing, imaging, or otherwisc copying
storage media that reasonably appear to contain some or all of the eviklence described in the
warrant, and would authorize a later revicw of the media or information consistent with the
warrant. The later review may require |cchni§ucs, inchding but not limited 1o computer-assisted
scans of the entire medium, that might expose many parts of a hard drive to human inspection in
order to determine whether it is evidence described by the wamant.

84.  Because several people share the premiscs as a residence, it is possible that the
peemises will contain storage media that are predominantly used, and perhaps owned, by persons

who arc not suspected of a erime. [Fit is nonetheless deternmined that that it is possible that the
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things described in this warrant could be found on any of thosc computers or storage media, the
warrant applied for would permil the scizure and review of those items as well.

Legal Discussion Reganding Ounline Accounts
85.  Under 18 U.S.C. § 2703(p), a law enforcement ofTicer does not have fo be present

for cither the service or exccution ol the warrant. It is sullicient for us lo serve il by fax or by
mail upon Facebook and Twitter (“the Providers™), which host and operate the accounts that are
the subject of these scarch warrants. § request that the Providers be required 1o produce the
clectronic communications and other information identificd in Attachment A and Part Onc of
Attachment B hereto. Becasusc the Providers are not aware of the facts of this investigation, their
employees are not in a position to search for relevant evidence. In addition, roquiring the
Providers 1o perform the scarches would be a burden upon them. I the Providers arc asked to do
is produce al} the files in the accounts, an cmployee can da that easily. Requiring the Providers o
search the materials to detcrmine whnt content is relevant would add to their burden.

86.  With regard to the online nccounts being searched, [ request that the Court
authorize law enforecment agents to scive only thosc items identificd in Part Two of Atlachment
B, from what is produced by the Providers pursuant to lht; search warranis. In reviewing these
items, [ will treat them in the same way as if' | were searching a file cabinet for certain
documents. liems will be scanned quickly to determine if they are relevant 10 my scarch. I they
are, they will be read. i1 determine that they are not relevant, I will put them aside without
reading them in full. This method is similar to what a law enforcement officer would do in the

scarch of a filing cabinct or a scized computer.
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87.  Under 18 U.S.C. § 2703(b)1XA), notice to the customer or subscriber is not
required when the government obtains the contents of electronic communications using a search
warrant.

88.  Under 18 US.C. §§ 2711(3) and 3127, this Coun has the authority to issue this
warrant dirceting the Providers, cven though they are not loeated in this district, because the
Court has jurisdiction over the offense being investigated.

89. [ also ask that the warrant direct the Providers to produce records and other
informalion periaining to the alorementionced accounts. The government may obtain such records
cither by filing a motion under 18 U.S.C, § 2703(d), or by micans of & scarch warrant under
§ 2703(cX1)(A). Since § need a scarch warrant (o obtain the clectronic communications anyway,
1 am proceeding in the request for recends by search warrant as well, The facts set forth above 10
show probable cause also constitute specific and articulable facts, showing that there are
reasonable grounds to belicve that the records and other information sought are relevant and

material to an ongoing criminal investigation, as required by 18 U.S.C. § 2703(d).
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N SION
90. Thereis thus probable cause to belicve that the aforementioned premises and
online accounts, as deseribed in Attachment A, contain evidence, contraband, fruits, and
instrumentalities of violations of Title 18, United States Code, Section 2339B (providing

uerial support 1o a designated foreign terrorist orgnn_i_g:_x_tjgg):é_&_:_l'l'pnh in Attachiment B.
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A0 93 (Rev. 12:09) Search and Seizure Warrant

—————— ——————————————————

UNITED STATES DISTRICT COURT

for the

l:astern District of Pennsylvania R E D A CTE D
In the Matter of the Search of’

(Briefly describe the properiy ta be searched
or identify the person by name and address)

CaseNo. |J&g - (_{.-—;7
Information associated with the
following Google, Inc. accounts:

e Almuhajir84@gmail.com;

e KThomas2984@gmail.com; and

¢ any and all accounts resolving to
IP address 71.23.230.0

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attomney for the government requests the search
of the following person or property located in the Eastern-Distrietof Pennsylvania

tidentifv the person or describe the property 1o be searched and give its location).

Google Inc. accounts Almuhajir84@gmail.com; KThomas2984@gmail.com; and any and all accounts resolving
to 1P address 71.23.230.0, as more fully described in Attachment A.

The person or property to be searched, described above, is believed to conceal (identify: the person or describe the
properiy ta be seized):

See Attachment B.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and scize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before May 1. 2015
(not 1o exceed 14 days)
Z in the daytime 6:00 a.m. to 10 p.m. T at any time in the day or night as [ find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken 1o the

person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where the property
was taken.

The officer executing this warrant, or an officer present during the exccution of the warrant, must prepare an inventory
as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Honorable

(name)

T 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial). and authorize the ofTicer executing this warrant to delay notice to the person who. or whose property, will be searched or

seized (check the appropriate box) » for days (ot 1v exceed 3()).

T until, the facts justifying, tlyé later spem date of

3 : AAA
Date and time issued: Z\‘{lﬂl '7. HH 2.4 [f)m h"'

Judgc s signature

Printed name and title

City and state: ‘]Q Lt/\ (C« C(Lﬁlﬂ I’ na ‘64" Honorable Richard A. Lloret
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A2 93 (Rev. 12090 Search and Seizure ll'un_'rmr Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property tuken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original
warrant to the designated judge.

Date:

Executing officer’s signature

Printed name and title
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ATTACHMENT A

LOCATION TO BE SEARCHED:

Google, Inc. accounts:

¢ Almuhajir84@gmail.com;

o KThomas2984@gmail.com; and

¢ Any and all accounts resolving to [P address 71.23.230.0

stored at premises controlled by Google, Inc., 1600 Amphitheatre Parkway, Mountain View,
California, 94043



Case 2:15-cr-00171-MMB Document 102-2 Filed 04/03/17 Page 5 of 20

ATTACHMENT B

Part One:  ITEMS TO BE SEIZED:
(TO BE PROVIDED BY GOOGLE, INC.)

All communications, records, files, logs, or information, including those items that have been
deleted but are still available to Google, or have been preserved pursuant to a request made under
18 U.S.C. § 2703(P), dated from June 2013 through the present, including:

A. The contents of all communications associated with the aforementioned accounts,
including stored or preserved copies of communications sent to and from the accounts,
the source and destination associated with each communication, the date and time at
which cach communication was sent, and the size and length of each communication;

B. All records or other information regarding the identification of the accounts, to include
full name, physical address, telephone numbers and other identifiers, records of session
times and durations. the date on which each account was created, the length of service,
the types of service utilized, the IP address used to register the account, log-in [P
addresses associated with session times and dates, account status, altemative e-mail
addresses provided during registration, methods of connecting, log files, and means and
source of payment (including any credit or bank account numbers);

0 All records or other information stored at any time by an individual using the accounts,
including address books, contact and buddy lists, calendar data, pictures and files; and

D. All records pertaining to communications between the aforementioned accounts and any
person regarding the accounts, including contacts with support services and records of
actions taken.

Part Two: ITEMS TO BE SEIZED:
(TO BE EXECUTED BY LAW ENFORCEMENT AGENTS)

All information and data described above that constitute fruits, evidence, contraband,
and/or instrumentalities of violations or attempts to violate 18 U.S.C. § 2339B (providing,
attempting to provide, and conspiracy to provide material support to a designated foreign
terrorist organization), along with any evidence that would tend to show the true identities of the
persons committing this offenses.

All available log files showing dates, times and IP addresses for access to these accounts.

Records relating to who created, used, or communicated with the accounts described
above, including records about their identities and whereabouts.
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Is™~ 437
AFFIDAVIT IN SUPPORT OF
AN APPLICATION FOR SEARCH WARRANTS

I, Martin McDonald, being first duly sworn, hereby depose and state as follows:
Introduction

L. I make this affidavit in support of an application under Rule 41 of the Federal
Rules of Criminal Procedure for a warrant to search Google, Inc., for information from the
following accounts:
e  Almuhajir84@gmail.com;
e KThomas2984()gmail.com; and
e Any and all accounts resolving to IP address 71.23.230.0.
Agent Background
Z, I am a Special Agent with the Federal Bureau of Investigation (“FBI™) within the
meaning of Title 18, United States Code, Section 3052, and as such [ am an officer of the United
States who is aulhorizcd.lo investigate laws of the United States and to execute warrants issued
under the authority of the United States. I have been employed as an FBI Special Agent since
November 2010. I am currently assigned to Counter-Terrorism Squad CT1 of the FBI’s
Philadelphia Division. and [ work National Security matters. [ have participated in the execution
of numerous search and arrest warrants during my career to date. 1 have also been involved in
investigations of numerous types of offenses against the United States, including crimes of
terrorism such as material support of forcign terrorist organizations, and other violations as set
torth in 18 U.S.C. § 2331, et seq.
3. The facts in this aftidavit come from my personal observations. my training and

experience, subpoenaed records. and information obtained from other agents and witnesses. This
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affidavit is being submitted for the limited purpose of obtaining a scarch warrant. It does not
contain cvery fact known to the United States about this matter.
Applicable Law

4, Title 18, United States Code, Section 2339B (*Providing material support or
resources to designated foreign terrorist organizations™) provides that, “[w]hoever knowingly
provides material support or resources to a foreign terrorist organization, or attempts or conspires
to do so, shall be fined under this title of imprisoned not more than 15 years, or both.”

5. Pursuant to Federal Rule of Criminal Procedure 41 (*Search and Seizure™), “a
magistrate judge — in an investigation of domestic terrorism or intenational terrorism — with
authority in any district in which activities related to the terrorism may have occurred has
authority to issue a warrant for a person or property within or outside that district.” Fed. R.
Crim. P. 41(b)(3). As set forth below, activities related to international terrorism occurred within
the Eastern District of Pennsylvania. Therefore, an Eastern District of Pennsylvania magistrafe

has authority to issue all related search warrants.

Technical Terms
6. Based on my training and experience, | use the following technical terms to
convey the following meanings:
a. IP_Address: The Internet Protocol address (or simply “IP address™) is a

unique numeric address used by computers on the Internet. An IP address looks like a series of
four numbers, each in the range 0-255, separated by periods (e.g., 121.56.97.178). Every
computer attached to the Internet must be assigned an IP address so that Internet traffic sent from
and directed to that computer may be directed properly from its source to its destination. Most

Internet service providers control a range of IP addresses. Some computers have static—that is,
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long-term—IP addresses, while other computers have dynamic—that is. frequently changed—IP
addresses.

b. Internet: The Internet is a global network of computers and other
clectronic devices that communicate with each other. Due to the structure of the Internet,
connections between devices on the Internet often cross state and international borders, even
when the devices communicating with each other are in the same state.

Statement of Probable Cause

7. The FBI is conducting an investigation focused on the use of the Internet by Al
Qaeda-afTiliated terrorists and other terrorist groups to promote violent jihad. [ am assigned to
this investigation and have been investigating this activity since July of 2013. Over the course of
this investigation, the FBI has identified specific individuals who use electronic communications
and social networking websites to radicalize, recruit andr provide material support to the terrorist
group the Islamic State of Iraq and the Levant (ISIL), in violation of 18 U.S.C. § 2339B.

8. Based on my training and experience and the facts as set forth in this affidavit,
there is probable cause to believe that evidence, fruits, and instrumentalities of violations of Title
18, United States Code. § 2339B (providing, attempting to provide, and conspiracy to provide
material support or resources to a designated foreign terrorist organization) will be found at
Google, Inc. on the following accounts:

¢ Almuhajir84@gmail.com;
¢ KThomas2984@gmail.com; and

¢ Any and all accounts associated resolving to 1P address 71.23.230.0.
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A. Thg Islamic State of Iraq and the Levant (ISIL)

9. On October 15, 2004, the United States Secretary of State designated al-Qa’ida in Iraq (AQI),
then known as Jam’at al Tawhid wa’al-Jihad, as a Foreign Temorist Organization (“FTO™) under Section
219 of the Immigration and Nationality Act and as a Specially Designated Global Terrorist under
section 1(b) of Executive Order 13224,

10.  On May 15, 2014, the Secretary of State amended the designation of al-Qa’ida in
Iraq (*AQI™) as a Foreign Terrorist Organization ("FTO") under Section 219 of the Immigration
and Nationality Act and as a Specially Designated Global Terrorist entity under section 1(b) of
Executive Order 13224 to add the alias Islamic State of Iraq and the Levant (“ISIL™) as its
primary name. The Secretary also added the following aliases to the ISIL listing: the Islamic
State of Iraq and al-Sham (“ISIS”), the Islamic State of Iraq and Syria (*ISIS™), ad-Dawla al-
Islamiyya fi al-"Iraq wa-sh-Shan, Daesh, Dawla al Islamiya, and Al-Furqan Establishment for
Media Production. Although the group has never called itself “Al-Qaeda in Iraq (AQI),” this
name has frequently been used to describe it through its history. To date, ISIL remains a
designated FTO.

11.  Asaconsequence of these Department of State designations. there is a prohibition
against knowingly providing, or attempting or conspiring to provide, material support or
resources to, or engaging in transactions with ISIL.

12.  On or about August 19, 2014, ISIL claimed responsibility for the videotaped
beheading of an American aid worker. On or about September 9, 2014, ISIL claimed
responsibility for the videotaped beheading of another American aid worker. On or about
September 13, 2014, ISIL claimed responsibility for the videotaped beheading of a British aid

worker. On or about October 3, 2014, ISIL claimed responsibility for the videotaped beheading
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of another British aid worker. On or about February 3, 2015, ISIL released a video of a captured
Jordanian Air Force Pilot being burned alive in a cage. On or about February 15, 2015, ISIL
released a video of the beheading of 21 Coptic Christians in Libya. On or about February 24,
2015, ISIL kidnapped approximately 70-100 Assyrian Christians located in Northeast Syria,
including men, women, and children.

B. Keonna Thomas, a/k/a “Fatayat Al Khilafah,” a/k/a “YoungLioness”

13. Keonna Thomas first came to the attention of the FBI in the Summer of 201 3,

based on her public online postings expressing support for violent jihad. The FBI has since
identified many postings and communications by Thomas, on multiple online sites and facilities,
and under various aliases including “Fatayat Al Khilafah™ and “YoungLioness.”

14. Prior to her incarceration on or about April 3, 2015, investigation confirmed that

Keonna Thomas resided at Documents produced by an

Internet Service Provider reveal that internet service was provided to Keonna Thomas, at ;

. and that her account was associated with IP address
71.23.230.0.
15. Over the course of this investigation, IP address 71.23.230.0 has never been found

to resolve anywhere other than ta the address

C. Use of Online Communication Facilities by Keonna Thomas to

Provide Material Support to of ISIL

16.  There is probable cause to believe Keonna Thomas has used multiple online
accounts to connect and communicate with other [SIL supporters, as well as to provide material
support for ISIL in the form of recruiting, fundraising. encouraging martyrdom. and making

plans to travel overseas in order personally to fight with and achieve martyrdom for ISIL.
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17.  On April 3, 2015, Keonna Thomas was charged in a Criminal Complaint with
knowingly attempting to provide malterial support and resources, as defined by 18 U.S.C. Section
2339A(b), to a designated foreign terrorist organization, to wit: ISIL, in violation of Title 18,
United States Code Section 2339B. On April 9, 2015, the Complaint was upheld in a
preliminary hearing before a U.S. Magistrate Judge.

18.  The Affidavit attached to the Complaint alleges in relevant part as follows:

a. Onorabout August 18, 2013, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” re-posted on Twitter a photograph of a
young male child wearing firearm magazine pouches and camouflage attire.
with the following caption: “Ask yourselves, while this young man is holding
magazines for the Islamic state, what are you doing for it? #ISIS."

b. On or about October 16, 2013, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a *YoungLioness,” posted on Twitter a picture of U.S.
Currency, with the following captions; “US Dollar notes donated by Kuwait
nationals to the ISIS brothers;™ and “Allahu Akbar [God is great]!! Support
the Muslims by giving sadaqah [charity].”

¢. On or about December 12, 2013, KEONNA THOMAS, wk/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” sent an electronic communication to a
known Somalia-based violent jihadi fighter originally from Minnesota (Co-
Conspirator (CC) #1), who identified himself in his electronic
communications as a “mujahid [violent jihadi fighter].” In this message,
THOMAS stated that she should be *“able to travel I should be getting some
money soon.”

d. On or about December 13, 2013, KEONNA THOMAS, w/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” sent an electronic communication to CC#1
advising that she “plan[ned] to leave the land of kufr [non-believers],” but
cautioning that *“[s]peaking here [online] about certain things is not . . . wise.”

¢. On or about December 17, 2013, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” sent an electronic communication to CC#1
advising, “I have moves to make so [ will be spending less time on here ... ."

. On or about December 17. 2013, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,™” a/k/a *“YoungLioness,” re-posted on Twitter the following

statement by another Twitter user; "**Happiness is the day of my martyrdom’
— Sheikh Khalid al Husainan.”

g. On or about December 23, 2013, KEONNA THOMAS, a/k/a “Fatayat Al

6
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h.

Khilafah,” a/k/a “YoungLioness,” re-posted on Twitter a video along with
text advising that the video constitutes “a message to #muslims in the west
from a British brother with #ISIS #Mujahideen [violent jihadi fighter]
#Syria.” The video is titled, A message from a mujahid.” and is
accompanied by the following description: “ISIS mujahid gives some advice.
Rayat al Tawheed. Official Media of the mujahideen.”

On or about January 1, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a’k/a “YoungLioness,” posted on Twitter the following statement:
"I see why the mujahideen [violent jihadi fighters] Sacrifice Dunya [life on
earth] for Akhirah [the afterlife] there’s no comparison.”

On or about January 4. 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statcment:
*Only thing ['m jealous of is when [ see the smiles of shuhadaa [martyrs].”

On or about January 15, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statement:
“I want these to be my last words.” Accompanying this statement was a
photograph of the following text: “By the Lord of the Kaaba [a shrine in
Mecca] [ have succeeded.”

On or about January 30, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” re-posted on Twitter a photograph of an
individual carrying an AK-47 weapon, with the following text: “Sponsor a
Mujahid [violent jihadi fighter].” Accompanying the photograph, THOMAS
re-posted the following statement by another Twitter user; “Did you know...
For as little as $100 you can provide a #Mujahid with his basic necessities for
1 month?”

On or about April 10,2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statement,
followed by images of a skull, flames, and a gun: “I need a permanent
vacation that can only mean one thing.” In response, another user of Twitter
posted the following statement: “istishhaadi [martyrdom].”

. On or about April 27, 2014, KEONNA THOMAS, a/k/a “Fatayat Al

Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statement:
“I would prefer the shahada [martyrdom] of being in the bodies of green

birds.” Based on my experience and expertise, this is a reference to the belief
that the souls of martyrs are held in the hearts of green birds.

On or about June 23, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statement:
“When you're a mujahid [violent jihadi fighter] your death becomes a
wedding. #HoorAlAyn [pleasures in paradise].”

0. On or about October 10, 2014, KEONNA THOMAS, a/k/a “Fatayat Al

7
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q.

W,

Khilafah,” wk/a “YoungLioness,” posted on Twitter the following statement:
“May Allah Ta Ala [God] give victory to the Muj [violent jihadi fighters] &
destroy the kuffar & munabfigeen [infidels & hypocrites] Ameen.”

On or about December 2, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” posted on Twitter the following statement:
“If we truly knew the realities . . . we all would be rushing to join our brothers
in the front lines pray ALLAH accept us as shuhada [martyrs].”

On or about December 2, 2014, a known overseas ISIL fighter (CC#2) sent an
clectronic communication to KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a *YoungLioness,” stating “i arrived and now going through
training. Follow on this account until I get my phone.” THOMAS responded
with the electronic communication, “I’m so happy for u.” CC#2 responded,
“You have no idea the blessing is it is to be in Raqqa [a city in Syria],” to
which THOMAS responded. “alhumduillah Rabil Alameen [Thanks be 10
God]."

On or about December 2, 2014, CC#2 sent an electronic communication to
KEONNA THOMAS, a/k/a “Fatayat Al Khilafah,” a/k/a “YoungLioness,”
stating, “children of the syrians is the future generation mujahidin [violent
jihadi fighters]. Walaah They love Dawla [ISIL].”

On or about December 2, 2014, CC#2 sent an electronic communication to
KEONNA THOMAS, «/k/a “Fatayat Al Khilafah,” a/k/a “YoungLioness,”
stating, “"trust me u haven’t seens anything yet. U need to be here to see it.”

On or about December 6, 2014, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” re-posted on Twitter a photograph of a
small male child with an AK-47 assault rifle around his neck, containing the
following statement: “And if I were in Shaam [greater Syria], | wouldn’t be
pleased till | became soldier of the Islamic State.”

On or about January 30, 2015, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a’k/a *YoungLioness,” sent an electronic communication to a
radical Islamic cleric located in Jamaica (CC#3) stating, “i don’t want to say
much here . . .. as of now im still here in the states but will be leaving soon.”

On or about February 4, 2015. KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,™ a’k/a *YoungLioness,” submitted an application for a United States
Passport.

On or about February 14, 2015, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a *YoungLioness,” sent an clectronic communication to CC#3
stating, “deactivated my twitter till i leave for sham [greater Syria]. ... don’t
want to draw attention of the kuffar [non-believers] and it mess my plans and
they take my pass port and i get stuck here.”



Case 2:15-cr-00171-MMB Document 102-2 Filed 04/03/17 Page 14 of 20

19.

X. On orabout February 14, 2015, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” &/k/a “*YoungLioness.” sent an electronic communication to CC#3
advising that she sought help from CC#2 regarding “routes” and her “travel
plan.”

y. On or about February 17, 2015, CC#2 sent an electronic communication to
- KEONNA THOMAS, wk/a “Fatayat Al Khilafah,” a/k/a “YoungLioness,”
stating, “Even my wile. .. If she tumed out after all these yrs to be a spy |
will personally blow her brains all over the bedroom . . . Even to u if | married
U and u betrayed me . . .. But if my wife comes and it tumns out she was a
spy alter all these yrs .. . | will personally behead her.” In response,
THOMAS stated, “cutting head is more personal.”

z. On or about February 17, 2015, CC#2 sent an electronic communication to
KEONNA THOMAS, a/k/a “Fatayat Al Khilafah,” a/k/a “YoungLioness,”
stating, U probably want to do Istishadee [martyrdom operations] with me.”
In response, THOMAS stated, “that would be amazing. . . . a girl can only
wish.” CC#2 then responded, “I can make that wish come true.”

aa. [n February and March 2015, KEONNA THOMAS, a/k/a “Falayat Al
Khilafah,” &/k/a “YoungLioness,” conducted online research into various -
indirect travel routes to Turkey.

bb. On or about March 23, 2015, KEONNA THOMAS, a/k/a “Fatayat Al
Khilatah,” a/k/a “YoungLioness,” purchased an electronic visa, in her own
name, for travel to Turkey.

cc. Turkey is known to be the most common and most direct transit point for
individuals traveling from locations in Europe who are seeking to enter Syria
and join ISIL. In addition, an ISIL manual published in early 2015
recommends that ISIL recruits travel to Turkey in order to slip over the border
into neighboring Syria. This manual further advises such ISIL travelers to
purchase round-trip tickets to popular vacation spots, specifically suggesting
Spain, and to purchase tickets to the final destination once overseas.

dd. On or about March 25, 2015, KEONNA THOMAS, a/k/a “Fatayat Al

Khilafah,” a/k/a “YoungLioness,” conducted online research into “buses from
Barcelona to Istanbul.”

ce. On or about March 26, 2015, KEONNA THOMAS, a/k/a “Fatayat Al
Khilafah,” a/k/a “YoungLioness,” purchased airline tickets to fly on March
29, 2015 (three days later), from Philadelphia International Airport. to
Barcelona, Spain, returning to the United States on April 15, 2015.

E. Google Accounts Linked to Keonna Thomas

Investigation has revealed two different Google email accounts linked to Keonna
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Thomas. One such accou:{t (almuhajir84@gmail.com) is linked to her online alias
communications regarding violent jihad and ISIL. The other account
(KThomas2984@gmail.com) is linked to the travel arrangements she ultimately made in her true
name.

a. Almuhajir84@gmail.com

20.  InMarch 2014, the FBI received grand jury subpoena returns from Twitter which
revealed that Keonna Thomas's Twitter account was associated with email address
almuhajir84(@gmail.com, and IP address 71.23.230.0, which, as set forth above, resolved to
Thomas’s home.

21.  On or about March 27, 2015, U.S. Magistrate Elizabeth T. Hey signed a warrant
to search the home of Kconna Thomas. Agents conducting this search recovered a laptop
computer from Thomas's bedroom, on which had been preserved various electronic
communications and programs containing Thomas’s online discussions of her desire to achieve
martyrdom on behalf' of ISIL. A search of one such program’s publicly available directory
revealed that Thomas’s online account is associated with email address almuhajir84@gmail.com.

b. KThomas2984@gmail.com -

22.  When agents searched the home of Keonna Thomas, they recovered from her
person a smart phone containing a Google application accessing email address
kthomas2984(@gmail.com. Further analysis of the telephone revealed that Thomas had used this
gmail address to make travel plans to Spain and Turkey in her real name, as set forth in the
Complaint, including the following items recovered from the phone:

a. A receipt for Thomas’s airplane ticket to Barcelona, which was purchased

using cmail address kthomas2984@gmail.com.

10
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b. Thomas’s clectronic visa application, which was obtained using email
address kthomas2984(@@gmail.com.

Background About Google

23. Google Inc. (1600 Amphitheatre Parkway, Mountain View, California, 94043) is
an internet service provider that allows subscribers to obtain e-mail accounts at the domain
“gmail.com.”

24.  The computers of Google Inc. (“"Google™) often contain fruits, instmmentaiitics,
and evidence of crimes in which the participants are subscribers who communicate electronically
with one another:

a. Google's computers are likely to contain stored electronic
communications (including retrieved and unretrieved e-mail for their subscribers) and
information concerning subscribers and their use of Google. Inc.’ services. such as account
access information, e-mail transaction information, and account application information. In my
training and experience, such information may reveal the means, method, participants, and
occasions of committing criminal activity, and also can be \used to identify an account’s user or
users.

b. A subscriber can also store with Google files in addition to e-mails, such
as address books. contact or buddy lists, calendar data, pictures (other than ones attached to e-
mails), and other files, on servers maintained and/or owned by Google. In my training and
experience, evidence of who was using an e-mail account may be found in such address books,
contact or buddy lists, ¢-mail in the account, and attachments to e-mails, including pictures and
files.

c. In my training and experience, e-mail providers generally ask their

11
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subscribers to provide certain personal identifying information when registering for an e-mail
account. Such information can include the subscriber’s full name, physical address, telephone
numbers and other identifiers, alternative e-mail addresses. and. for paying subscribers, means
and source of payment (including any credit or bank account numbers). In my training and
experience, such information may constitute evidence of the crimes under investigation because
the information can be used to identify the account’s user or users.

d. In my training and experience, c-mail providers typically retain certain
transactional information about the creation and use of each account on their systems. This
information can include the date on which the account was created, the length of service, records
of log-in (i.e.. session) times and durations, the types of service utilized, the status of the account
(including whether the account is inactive or closed). the methods used to connect to the account
(such as logging into the account via the provider’s website), and other log files that reﬂeét usage
of the account. In addition, e-mail providers often have records of the IP address used to register
the account and the |P addresses associated with particular logins to the account. Because-every
device that connects to the Internet must use an [P address, IP address information can help to
identify which computers or other devices were used to access the e-mail account.

e. In my training and experience, in some cases, e-mail account users will
communicate directly with an e-mail service provider about issues relating to the account, such
as technical problems, billing inquiries. or complaints from other users. E-mail providers
typically retain records about such communications, including records of contacts between the
user and the provider’s support services, as well records of any actions taken by the provider or
user as a result of the communications In my training and experience, such information may

constitute evidence of the crimes under investigation because the information can be used to

12
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identify the account’s user or users.

Legal Discussion Regarding Online Accounts

-

25. Under 18 U.S.C. § 2703(g), a law enforcement officer does not have to be present
for either the service or execution of the warrant. [t is sufficient for us (o serve it by fax or by
mail upon Google, Inc.. which host and operate the accounts that are the subject of these search
warrants. | request that Google, Inc. be required to produce the electronic communications and
other information identificd in Attachment A and Part One of Attachment B hereto. Because
Google, Inc. is not aware of the facts of this investigation, their employees are not in a position
to search for relevant evidence. In addition, requiring Google, Inc. to perform the searches would
be a burden upon it. If Google, Inc. is asked only to produce all the files in the accounts, an
employee can do that easily. Requiring Google, Inc. to search the materials to determine what
content is relevant would add to their burden.

26.  With regard to the online accounts being searched, [ request that the Court
authorize law enforcement agents to seize only those items identified in Part Two of Attachment
B, from what is produced by Google, Inc. pursuant to the search warrant. In reviewing these
items. [ will treat them in the same way as if | were searching a file cabinet for certain
documents. [tems will be scanned quickly to determine if they are relevant to my search. If they
are, they will be read. If [ determine that they are not relevant, I will put them aside without
reading them in full. This method is similar to what a law enforcement officer would do in the

search of a filing cabinet or a seized computer.
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27.  Under 18 U.S.C. § 2703(b)(1)(A). notice to the customer or subscriber is not
required when the government obtains the contents of electronic communications using a search
warrant.

28. Under 18 U.S.C. §§ 2711(3) and 3127, this Court has the authority to issue this
warrant directing Google. Inc., even though it is not located in this district, because the Court has
jurisdiction over the offense being investigated.

29. | also ask that the warrant direct Google, Inc. to produce records and other
information pertaining to the aforementioned accounts. The government may obtain such records
cither by filing a motion under 18 U.S.C. § 2703(d). or by means of a search warrant under
§ 2703(c)(1)(A). Since | need- a search warrant to obtain the electronic communications anyway,
[ am proceeding in the request for records by search warrant as well. The facts set forth .abovc to
show probable cause also constitute specific and articulable facts, showing that there are
reasonable grounds to believe that the records and other information sought are relevant and
material to an ongoing criminal investigation, as required by 18 U.S.C. § 2703(d).

CONCLUSION

30.  There is thus probable cause to believe that the aforementioned online accounts,
as described in Attachment A, contain evidence, contraband, fruits, and instrumentalities of
violations of Title 18, United States Code, Section 2339B (providing, attempting to provide, and
conspiracy to provide material support to a designated foreign terrorist organization), as set forth
in Attachment B. |

31.  Based on the information contained in this Affidavit. the FBI is requesting
authority to search all Google accounts associated with Keonna Thomas’s known IP address

71.23.230.0. Thomas “met” her associates and developed her plans online, both by way of email

14
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communications and social media postings. During discussions with her associates, Thomas
maintained multiple online accounts and discussed with her associates the need to vary their
account use in order to evade government scrutiny. Thus, FBI has probable cause to believe that
evidence related to Thomas's criminal activity may reside on one or multiple Thomas accounts.
Further, the most reliable way to establish Thomas's ownership of undiscovered accounts
possibly containing evidence is by searching for accounts associated with her known IP address.
I would therefore request that the search warrants direct providers to accounts linked to

Thomas’s known IP address. even if the user or channel numes are not specified.

artin McDonald
Special Agent,
Federal Bureau of Investigation

SWORN TO AND
SUBSCRIBED
BEFORE ME THIS

w
f? day of A'(?‘“ I 2015

oo Lt

HONORABLE RICHARD A. LLORET
UNITED STATES MAGISTRATE JUDGE
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UNITED STATES OF AMERICA

IN THE UNITED STATES DISTRICT COURT '
FOR THE EASTERN DISTRICT OF PENNSYLVANIA S

V. CRIMINAL NO. 15-171
KEONNA THOMAS,
a/k/a “Fatayat Al Khilafah,”
a/k/a “YoungLioness”

NOTICE OF CLASSIFIED EX PARTE ORDER

THIS MATTER is before the Court on an ex parte, in camera submission by the

Government in the above-captioned matter, filed on November 13, 2015 (Docket No. 31). The

Court hereby provides notice that on this date, the |, - day of M—)ﬁ\@?‘

v
20135, it entered a classified, ex parte order through the Classified Information Security Officer.

BY THE COURT:

e —

HONORABLEWICHAEL M. BAYLSON
Judge, United States District Court
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REDACTED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA
CRIMINAL NUMBER 15-171-1

~ FILED UNDER SEAL

KEONNA THOMAS

SEALING ORDER

AND NOW, this day of , 2016, upon consideration of the
Defendant’s Reply to the Government’s Motion in Opposition to a Bill of Particulars, it is

ORDERED that said reply is FILED UNDER SEAL.

BY THE COURT:

THE HONORABLE MICHAEL M. BAYLSON
Senior United States District Court Judge
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA
V. : CRIMINAL NUMBER 15-171-1

KEONNA THOMAS : FILED UNDER SEAL
ORDER
AND NOW, this day of 2016, upon consideration of the

Defendant Keonna Thomas’s Motion for a Bill of Particulars, and the Government’s response
thereto, it is ORDERED that the Government file a Bill of Particulars, as set forth in

Defendant’s Motion, and serve a copy of same on counsel for Keonna Thomas within days.

BY THE COURT:

THE HONORABLE MICHAEL M. BAYLSON
Senior United States District Court Judge
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA
UNITED STATES OF AMERICA
¥: : CRIMINAL NUMBER 15-171-1

KEONNA THOMAS - FILED UNDER SEAL

REPLY IN SUPPORT OF DEFENDANT’S
MOTION FOR A BILL OF PARTICULARS

DISCUSSION
Without A Bill Of Particulars, Ms. Thomas Cannot
Adequately Prepare A Defense To The Government’s Non-
Specific Allegations.

Ms. Thomas still requires clarity as to the nature of the allegations against her because the
Complaint, Indictment, and discovery fail to elucidate what the Government means when it
accuses Ms. Thomas of attempting to provide herself as personnel to ISIL. Applying 18 U.S.C. §
2339B(h)’s specific definition of “personnel” in this context, Ms. Thomas must know what the
Government believes constituted her attempt “to work under [ISIL’s] direction or control, or to
organize, manage, supervise, or otherwise direct the operation of that organization” between
August 2013 and March 2015. Without this information, Ms. Thomas cannot adequately prepare
a meaningful defense, nor can she plead this case as a bar to double jeopardy, since the
Government could, hypothetically, file a subsequent indictment with the same charge during the
same dates in question, but with different conduct in mind. Accordingly, a bill of particulars is
necessary.

The Government claims that its discovery to date is sufficient to facilitate Ms. Thomas’s

understanding of the nature of the allegations against her, but this is not true. See Motion in
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Opposition, Pacer Entry 43 at 6. Taken as a whole, the Government’s discovery can be divided
into two categories: (1) online communications between Ms. Thomas and her three alleged co-
conspirators in which they discuss Ms. Thomas’s marital status and the possibility of her moving
to Syria, interspersed with esoteric exchanges concerning “jihad” and Islamic martyrdom, and
(2) content from her telephone, home computer, and social media -accounts that, at worst,
suggests that she had a fascination with radical Islamic literature and teachings. What’s missing
is any concrete information detailing how Ms. Thomas attempted to offer herself to ISIL as
“personnel” under § 2339B(h)’s restrictive definition — unless, of course, it is the Government’s
theory that Ms. Thomas’s alleged marriage to an ISIL fighter and alleged travel plans to Syria
alone exposed her to criminal liability.

But this does not seem to be the case, particularly given the Government’s vague
assertion in its Opposition that “[t]he Indictment, Complaint Affidavit, and discovery, taken
together, outline conduct beyond attempted marriage and a desire to move.” See Motion in
Opposition, Pacer Entry 43 at 10, note 2. Ms. Thomas can only assume that this statement
alludes to excerpts of certain online communications - - she exchanged with a
purported ISIL fighter, alleged co-conspirator number 2 (CC#2), which took place in February
2015. In one of the exchanges that the Government frequently references (see, e.g., Motion in

Opposition, Pacer Entry 43 at 3),

(attached hereto as Ex. A).

Ms. Thomas then answered, “[A] girl can only
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wish,” to which CC#2 promised, “I can make that wish come true.” Id.

Based on this and other similar exchanges, it remains unclear whether Ms. Thomas and
CC#2 actually discussed the possibility of Ms. Thomas’s participation in ISIL operations, or
whether they were just flirting with one another. Regardless, if the Government actually believes
or intends to prove that Ms. Thomas planned on managing, directing, or even participating in any
suicide bombings or other ISIL-sponsored terror attacks, it must say so. Otherwise, Ms. Thomas
is left guessing as to the full extent of the allegations against her, limiting her ability to prepare
for trial.

Further, the Government cannot credibly reply upon United States v. Pugh, 2015 WL
9450598 (E.D.N.Y. Dec. 21, 2015) in support of its Motion in Opposition because Pugh is
absolutely distinguishable from Ms. Thomas’s situation. In Pugh, the defendant was also charged
with attempting to provide himself as personnel to ISIL, and he moved for a bill of particulars
seeking clarity on the “material support and resources that he attempted to provide” the
organization. /d at *27. In denying the defendant’s motion, the court explained that “Pugh has
not demonstrated that he is unable to determine the nature of the charges leveled against him,” an
entirely reasonable decision given that the defendant was a former member of the U.S. Air Force
who “received training in the installation and maintenance of aircraft engine, navigation, and
weapons systems,” and later worked as a private military contractor in Iraq. Id. at *1. Pugh not
only “expressed his desire to travel to the Mid-dle East to fight Jihad,” but he also purchased a
one-way ticket from Cairo, Egypt, to Istanbul, Turkey, in January 2015. Id Upon arriving in
Istanbul on January 10, Pugh was seized by Turkish officials, denied entry, returned to Cairo,
and detained by Egyptian officials that same day. /d. Shortly thereafter, Pugh returned to JFK

Airport, and told an undercover agent that he “had traveled to Turkey in an attempt to join ISIL,”
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explaining that he had “gained experience working with airplanes during his service in the U.S.
Air Force.” Id. at *2.

Thus, because Pugh possessed specialized weapons and aerospace training, purchased
and executed a one-way ticket to Istanbul, and allegedly bragged about his military expertise to
an undercover agent, it is no surprise that the court denied his request for a bill of particulars.
Indeed, given Pugh’s background alone, the Govennnen‘;’s specific theory underlying his
indictment seems obvious: Pugh attempted to travel to Syria in order to “organize, manage,
supervise, or otherwise direct” ISIL’s weapons and aerospace operations. 18 U.S.C. § 2339B(h).

In contrast, Ms. Thomas is a far less sophisticated actor than Pugh, a mother of two from
North Philadelphia with no high school diploma, specialized training, military expertise, or
experience in the Middle East. Rather than purchasing and effectuating a one-way ticket to
Istanbul, Ms. Thomas purchased a round-trip ticket to Spain and never e\}en made it to the
airport. Accordingly, the Government’s theory as to how Ms. Thomas attempted to provide
herself to ISIL as “personnel” is far from obvious, especially since the discovery to date is
devoid of any concrete plans by Ms. Thomas to participate in, manage, supervise, or otherwise
direct any ISIL activities. The only discernible allegation supported by the discovery is Ms.
Thomas’s desire to marry an ISIL fighter and travel to Syria. If this is the extent of the
Government’s allegations, then so be it, but the Government must make that clear. Trial
preparation issues aside, Ms. Thomas’s double jeopardy concerns are serious and cannot be
assuaged simply by the fact that the indictment is limited to a specific date range. Again,
“personnel” can encompass a myriad of activities, anything from participating in suicide attacks
to managing social media accounts. Therefore, the Government must clarify its allegations

against Ms. Thomas and articulate the particulars underlying its belief that Ms. Thomas
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attempted to provide herself to ISIL as “personnel,” pursuant to § 2339B(h)’s specific definition.
WHEREFORE, Keonna Thomas respectfully requests that the Court order the
Government to issue the Bill of Particulars sought for all of the above stated reasons, the reasons

stated in her initial motion, and any other reason that this Court deems just.

Respectﬁllly subxmtted, ,

/s/ Kathleen M Gaufhan
KATHLEEN M. GAUGHAN
Assistant Federal Defender

/s/ Eliz L. Toplin
ELIZABETH L. TOPLIN
Assistant Chief, Trial Unit
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Exhibit A
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CERTIFICATE OF SERVICE

I, Kathleen M. Gaughan, Assistant Federal Defender, Federal Community Defender
Office for the Eastern District of Pennsylvahia, hereby certify that I have filed under seal and
served a copy of the Defendant’s Motion for a Bill of Particulars Pursuant to Rule 7(t) of the
Federal Rules of Criminal Procedure thereof, upon Jennifer A. Williams, Assistant United States
Attorney, United States Attorney’s Office, Suite 1250, 615 Chestnut Street, Philadelphia,

Pennsylvania 19106.

P T

/s/ Kathleen M. Gaughan
KATHLEEN M. GAUGHAN
Assistant Federal Defender

DATE: April 19,2016
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UNITED STATES OF AMERICA
F“—ED CRIMINAL NUMBER 15-171-1

IN THE UNITED STATES DISTRICT COURT ' L%g
FOR THE EASTERN DISTRICT OF PENNSYLVANIA ;

Y. T
APR 25 206 _ FILED UNDER SEAL
KUNZ Crerk
KEONNA THOMAS -~ s

SEALING ORDER

AND NOW, this M’ day of 5‘470‘4—1/ , 2016, upon consideration of the

Defendant’s Reply to the Government’s Motion in Opposition to a Bill of Particulars, it is

ORDERED that said reply is FILED UNDER SEAL.

BY THE COURT:

[N

i ]
THE HONORABLE MICHAEL M. BAYLSON
Senior United States District Court Judge




Case 2:15-cr-00171-MMB Document 102-6 Filed 04/03/17 Page 1 of 1
Case 2:15-cr-00171-MMB Document 62 Filed 06/30/16 Page 1 of 1

M % IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA
CRIMINAL NUMBER 15-171-1
LS
FILED UNDER SEAL ,
File
KEONNA THOMAS !
Ui 30 735
SEALING ORDER Lt oo
il ; \‘-{ i .i_""(:
ALY
36 e
AND NOW, this \JO" day of , 2016, upon consideration of

the Defendant’s Motion for Notice and Discovery of Surveillance Used in the Government’s

Investigation of the Defendant, it is ORDERED that said motion is FILED UNDER SEAL.

BY THE COURT:

o

NOR@LE MICHAEL M. BAYLSON
Semor nited States District Court Judge
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M"‘)&

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

'UNITED STATES OF AMERICA
v. : CRIMINAL NO. - 15-171
KEONNA THOMAS, . - FILED UNDER SEAL
a/k/a “Fatayat Al Khilafah,” F ; b e ey
a/k/a “YoungLioness” : e
U130 255
ke v T i
ORDER G RLE
. 3 09 M S S
AND NOW, this day of , 2016, upon

consideration of the Govemnment's Unopposed Motion for Extension of Time to Respond to
Motion, it is ORDEREb AND DECREED that the government's motion is GRANTED. The
‘govemnment’s response to Defendant’s Motion for Notice and Discovery of Sﬁrvei]la.nce Used in
the Government’s Investigation of the Defendant shall be filed and served no later than July 19,
2016. |

IT IS FURTHER ORDERED that the government’s Motion, this Order, and the

accompanying docket papers, shall be FILED UNDER SEAL.

" BY THE COURT:

o

HONORAB CHAEL M. BAYLSON
Judge, United Sates District Court

el fo.
-Wm/)dum
Topba, Fad D .
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M\J\QD IN THE UNITED STATES DISTRICT COURT I) 0

FOR THE EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA
V. : CRIMINAL NO. 15-171
KEONNATHOMAS, : FILED UNDER SEAL
A FILED
JUL 25 2016
SEALING ORDER g;cwgﬂl g

AND NOW, this 222 day of M , 2016, upon

consideration of the Government’s Response in Opposition to Defendant’s Motion for Notice and
Discovery of Surveillance Used in the Government’s Investigation of the Defendant, it is hereby

ORDERED that said Response is FILED UNDER SEAL.

BY THE COURT:

HONORAB ICHAEL M. BAYLSON
Jydge, United States District Court



