
IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF'PENNSYLVANIA

UNITED STATES OF AMERICA

CRIMINAL NO. 15.171

KEONNA THOMAS,
alW a "F atayat Al Khilafah,"
a/k/a "Younglioness"

NOTICE OF UNSEALED FILINGS

In accordance with the Court's Order dated March 7,2017, the government has

redacted and is hereby publicly filing the attached documents previously filed under seal in this

case.

LOUIS D. LAPPEN
ACTING UNITED STATES ATTORNEY

v

Assistant
ARBITTIER WILLIAMS
nited States Attorney

PAUL CASEY
Trial Attorney
Counterterrorism Section
U.S. Department of Justice
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CERTIFICATE OF SERVICE

I certify that a copy of the Government's Notice of Unsealed Filings was served

by e-mail on the following counsel:

Counsel for Defendant:
Kathleen M. Gaughan, Esquire
Elizabeth L. Toplin, Esquire
Defender Association Of Philadelphia
Federal Court Division
The Curtis Center Building
601 Walnut Street, Suite 540 West
Independence Square West
Philadelphia, PA 19106

Counsel for Movant:
Paul Safier, Esq.
Levine Sullivan Koch & Schulz, LLP
1760 Market Street, Suite 1001

Philadelphia, PA 19103

Assistant
ARBITTIER WILLIAMS
nited States Attorney

Date: Apr|l3,2017
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,lntl 116. I lrlrl*ra-l &irtr t}r!r

UNrrro Sretes Dsrruc'r Counr
for thc

Ealcm Dkrrh of PaasYlvanil REDACTED
tn thc Merr of tb Sordr of ,

t!'*fi,rt*tr*t tc Pqat,b. ,fl(Lj
-a*$*Fr,,t at-d*.s,

PA

C'eNo. r€.31t-H-l
)
)
)
)
)
)

SEARCN AND SEIZURE IVARRANT

To: Any anl5aiad lelfl cnfo.cGmsf, otflc€t

An appliaior by a ftdcral tnv crfoficcl :trt olficcr or d itlo.nsy for lllc go\tmmcrrl rc$ldstsrb searh

"f rtrc rirbG,ig pcrson or pnryny krarcd il rlx Eadt'n l)iflrict of Peslrylveib

fttr-ili tb Ft,.d.tfir*rlrTqFto'r,rEt'tt rroJftrfr'r<rrhf

'P ra md! ft. y dr.E t d h Altd rsrl A'

I lind thr ftc rffdn l{iL or rry rr.cordcd rrflhmy, e{eblhh pmbllc cnlJ3! to s.ddr ard siz3 llE pcrr(n o( p.ofclty

rlgcrfral aborc. and rh gEh lsaatt will renul tlla46'icrlra tM tb rra1ttrt1i"'r '/itn#
Soc AIdIlt r B

YOU ARE COiIUAI{DED !o cxecuc lbh rYrranl od or bl}ft.c .-. . 

---(db.ry.J 
tt a$t

d in rhc Oayrinr OOO !.m. to il}fi p.sL O d aly lislc h lhc day or niglrt bccusc good caus lB bc.tl scablidtcd-

tJhll€rs &lqrcd rEdcc b anlsizcd bchy. yos mus th! ! cop! of fie wanllt and o ryiF fn tlu 9.otrfly lrtcr! b ftc
Pljrssr fioo ufoin or fma rfu* punisc*. thc poprty rve dcn, or lc.yc lhe cop, rrd rEGciPa al rlE PhGc $t!Ec lhc

pryrtywuubr.
The olfrtr crccuiog |hL rvrr i. or ar olfrcr jresol dllftg thc c*cctfirxr of drc warftnrh mrlsl prcFrc ot imuual'

as rqdrrd by hu ml Furplly telur thb rl,'rdlu sd iottnB, to lh &ly megislrds.

O plrs|r r !o tS U.s.c. l S toxbl I frod tlral irmrcdiu m$lkuioo nuy haw at dtsre r!3ult lincd io 18 USC.

i 2?6 (cr.csfl &r &lry of EhU d rlthdl't fic olllccr cs.cubE tlds mnau to &by rFticc lo 0E Dctrul who, or wh
pmpcnn will be su:rN q tcirrd r.r.* 18 {'r.ryi* r'{,

O for--dnF(,rr,,'.,4E.r'ro, O u ll,$e frB juslifyit& tlrc laer spcrili: dalc of

Datc nrd tilr irscd: 4a'rli-i-?9- trrlg,

tb.uabL Elzrboh T. H.yCily rd tdc: Prtudpl{aPA
l*dnalt*
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Ao9, attt.I UltlS.rnd l.i^r.BEd(ltE ll

Rlrl
Cryy of werrant and hrtr ory kn with:f G lrd lhE rv tad crccrdcd:Cas6 No.:

lnvcnory uudc in r pscrcof:

lnvcdo.f uf lE F!0arry dcd llrl ol[r of oy pcr{s) sc&crl:

I dcclar urdcr praelty of p:rjry ilu thk invrrlory it carcl anl wc rc0racd ilong sith thc qigird rvfirc b lhc
dcsisntcd julf.

f-riralQa qf,crl riEl mr

tuladd*

[rcs:
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ATTACHMENTA

Phco lo bc rcerctcd

Tlrc rcidcnce locucd {
' houss, wi0t lhc nrmbcr

PA lsr

' dfD.cd lo $o udl of tb hornc'c crtcrin
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,TTTACIIMENT B

Itcps to bc Sch.d

l. All rccodg rclstlng to viololiors of lt U.S.C. $ 23398

suppod to o dsiytatcd fotiSn tcrm.ist orgonizelion). ilEludinS:

u Any rcconls or infomrotion, in rvhusrrcr fonrl rckrling lo llils nrxl ony olJrcr

tcrmriu oryurhation or grouP.

b. Rccords md inforuruion rulai4 io ilrc usc of Foccbook, Tnittcr, or any ohcr

onlinc frcility.

c. Rccords of notncs, oddrcrss, tclcphorc nurnbcs' e-nmil uftlrcsscs' llsts' nloiling

llslr, lppgitilnr.il book$ diariei, logf lcdCcrq [oteboots, mailing arxt strippir1g rccods' od

crrrypicr tcys"

d. Finarciol rccords ard infsmnrio+ inclrding brn not limikrl to bont sd li[ElEial

rcconh ncgdidcd and non<rcgoriorcd chccks, rnoncy ordcrs, ch. and rccords rcgrding my

burk amrms or safctY dcPcit boxrs.

2. Cokndors buh in rwillcrr fonrr anlc clcctroaic form.

3. All infoonadon rclating to lmvel. polcnlhl htrcl. re'ordr abour truvc'l ot

gcoSrdpi.lc u6 orxsi& of Philadclf,rin uxl my 0d oll map6 anr.vor tlocunrcnts rlnMng

gcog;ephic leslims.

,1. Any lockc{ cloat, drarvcr, liliry catrimt, suitre' biefcssr.', salb or bckbor

rvhich may otoin ony of thc oborc itcfi& Autlstizcd officcrs of tlrc Unitct Stntcs arc funhcl

7

r 4'l-ler', 7-r,v;Q,,oq b
tfroi&

'lo
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arthorizd to opsr arxl search ard rsrrrc, if ncccrsory, ony sah or othcr loclrcd leccsElc of

comparmcot. as sfinc or 8ll of thc ilcrls dcsrribcd abovt rnay h maintaimd thctrlin

Arfhorizal olllccrs of tlE UBitcd SLltcs 8Ic futthcr outluizcd O o n and ssarch orry loc&Gd

looms, slorcno(In$ or o tcf stoFgc arEc. as somc oI dl fic items dcscrib.dl oborrc may bc

nuintaincrl tlprpin. Ard aullrodzcl otl'ts;]s of llE Unitql Statcs on: authorizcll to usc tlrc

servicrs of loclsrniflq urtro ruy nol mcssarily bc fuhral larv cnforenrcnt offrcCrs. in ordcr O

popctly opor md scardt atry slfc or orlu hcled reccpclc or co'rPatmcnt oil thc P.Glllisc+ or

offrhc prcmis:r ifneccssary, for thc purpo.sc olottaining any iterrn dcsctibcd in this search

$mrrant, providcrl that such locksrniths opsiote un&r dircction, contml orxl supcrvisk n ofony

authizql offrccr of tb Unitcd Sulcs.

5. Any ard all cofiiFdcrs or (oraEc nulia rvlrich may havc bccn rscrl os a mcans lo

colru lit 6c violatiqrs dcsi$ $ove or rvtfoh mry coluain evidencc' fruiq and

ingruncilntitics ofsokl vbluions. For ury cunprer or torugc mcdium wlw scizm is

orhcnvise quhorizcd by this rmraru, ald ony comprter or stomgc mcdiunr that contains or in

wtridr is stonJ rc@rds or intormation that is olhnvisc callcd for by thh $trranl (hereinofrcr,

'COMPU[ER), tlE follorving ienrs ruy ako be scizgl:

!L qridcrm of who rsc4 orvncd. c cml,ollcd thc COMPUTER rt tlp titttc

0n rhings dcscrib.d in $is rvrrrars urcrc c'reatc4 cditcd, or dclrre4 such os logs. rcgi$ry ctudcs'

contiguration lilcg mved ug:mms atd pos$turls, deumunu blorvsing hlstory. uscr profilc*

crmil. snail cmtml+ "clEl,' in$ant ltrcs$ging logg' ttlEtograpls, and concrpondencc;

b. cvkfuircc of soll$arc thal rvould allorv ulrqs to conttd thc COMPUTER"

srrch r vinscr'l'mjan luscq urd other fqms of ndiciotts slh'nre' as ntll os cv&lem of thc

prcsorcc or ab*:noc of srxurity so0rmrc dcsiBncd lo dctecl rmlicious sollrrtn:;

3
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c. cvi&rnac of thc lact of such maliciors solhvnrc;

d. evidsr isdicstitlg horv ond rvhcn thc comPulcs rvas aocessed or uscd to

ddcrminc thc chmrological context of comptcr rccsq usq and evcnls rcliling ro crimc under

int cstiBilion and to rhc cotrpttlct uscri

c. cticLtusc idicating thc srrnputcr uscr's sltrlc ol'rniul as it n:krtcs o thc

crimc undcr invcstigation;

f. cvidcre of lhc alrehm b thc COMPUTER of ohcr loro6c dcviccs or

simihr collaincrs for elcdronic cvidcntr;

g. cvidcncc. of countct'fon:rh progranu (orxl assoc&ued dnla) thal arc

dcsigncd r eliruinate dda fmni thc COMPLTIER;

h. cvidcrrcc of thc tinlcr ftc COMPUTER sros uscd;

i. poss*u&, cncrypliqr keF. d olhcr acccs dcvis that may bc

ncccslty lostss &c COMPUIEII;

j, fumtcilltion ard nroruok that msy bc ncccssuy lo scers ltc

COMPUTER or to corrhrt a forcnsb orunination of tlrc COMI'UIIiR;

k. nronls of c infonnation oboul tntfirct ttrotocol addrcsscs u*d by tbe

COMPUTER;

t. rtcords of or inforrnukn abour th€ COMP(IER's lncnu aivity'

ircltding lirowll logr. cachcs, brorvser hisory ond cookic+ 'tooknrorked" or'favoritc" rwb

prgcs, scordr tcrms fhn ftn: udr r.ntcrul inlo any lnEnrt scarch crgirrc. and rctuds of uscr'

t1'pul reb rddrcsscsl

6. conrcxtual infomntion ncecssary to undcrsland thc cvidcncc describcd in this

4

ottaclnmnt.
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?. Rorlcrs, modcflr& ard ncrsort equiprsrt urcal lo co Et ecnprrcrr to tlt

l crnel.

As rscd rbovq tho tcrns "record;" lrl "information ' includcs all forms ofctearion or

$orage: includit1g ony form ofcompuler oI clcf{mnic nolagp (such as hotd dislts or othct mcdiq

lhat crn sildc d a),; ony hurdmfub tornr (src{r u lwiting); any nrrrhalricul form (such r priuing

or typirg); &d ony photographic form (srch os microlilm, mic.rolichc. pring. slides' ttcgilil'Es'

vidcotrpca mtion piaurc3 or phuocopics)

Thc tctm -conrprtc" includcs oll tyrcs of clcctronic, mognctic. optial, clectrehcmir:ot

m alrcr high sfrccd daa proccssing &Yices pctfonning lo'ticol, orithmcth, or storogc functiolrr

imluding dcstop comtrtters, nolebook trnPutcr3, tnobilo Ctonec tftlB& sercr compolcts' otd

rdwqt hordsorc.

Th tcrm "sorage rrcdium" irrcldcs my physkol ot{r"'ct upon whidt comprter &to can

bc recordcd Etamplcs irrcludc trnrd disk* RAM, Iloppy dlskr' lhh rncrnory, CD'ROMs, md

othcr rnogmtic or oilical lodio.

5
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.r0r, (L!f- lxnrs.-d:rls.i.rrcw l

Uun'eo StalES Dts'mtcr CouRr
for tbs

EdEm l)btrkt of Fcrxsyl vanir

ln thc M{rtsr of llr Scrrgh of
(tut rlba,ib. ,le F*lrra & ,ro!lti,
oW*;rrsby*d&at

I
)
)
)
)
)

Cas! No.

hbrGthr .t.od{cd rBl lbc
ldtorhg Tsllcr !cco!aa:. eruhbb^h. SElSrblI&i nld
. i-i rrid rf rcceili-nrolvh3 te

lP rdd[t.r 7lJ.I2JGo

lY. j4,-a-3

SEARCH AND SEIZURE WARRANT

'hr: Aay anlrriarl lorv urfomcrnqrl omrrr

An cplicatin by a fcdcnl law cnfoscnrtrt olfrccrrr:n attonrqy for thc govcronurt rcqrrgs fic scordr
of ilrc folloritE p.rsdt or Fecny hcrtcd h thc Er{e$Pi{ 'rqpFfftE$,rtri.
tt*tifr * paa e Jatitu tb pryq o * avc*drldlv&&*tt

Tttr lGr rcEorrB eKHbfrfAI @rlllrl{Ifc. rrd rny rod rU lcGollttr ]dvlry lo lP ddrcrr
Tllt $Oq r. iorc nrll,l drtc]Ocd h AlllctoHl rL

Thc pcon a propcrty to bc $uctc4 dcscrfrcd {bow. b bslisncd lo coocral ,ilrrdi rrqrrD t**ib b
fvq\rD e't r&O:

Scc Aall.lt il &

I n$d lH lhc ilfidovi(s! a my rcodd tssiumy. cstabli$ pSablc ctrusc to scaldr 0 d rcizo tlrc psson rr
Fopcrty.

YOU ARE CO IMANIIF.D lo crrr:r{E this rmrrant tn rr hr'frur: 20t5
ld ,. .Jajrd tl &tr)

E ot en, titr in ths &y or night os I find rmmtb ceus lu bcco
cdablisld.

lhlcs d.f1,rd icie b arlclacd hcfor, 1u ust giw l copy of tlc surrlrr alrt r rcccipr fc thc prop:rry &r o thc
pcr! f.oo $lEor a eoe rfuc ftnLcr ttc prrty sa t m. a lFye rhc cagy sd ltrsil c 6a phEB lbs tc pt6rg
$"s trlcn

flt ofibrr .scqfilS llb rvrd. c a olfrtr ptlr.ll driE fu mruio.r of tlr nrma. r g pry a brtrcy
as E$trd b, t t Ed pqab rtiu! rhi wrrsr lad hvfiu.r, ro thttd $rtr nh;isrlc Jul3c

llquat c Eidch T. I lcr

ru4il, rhc faos jrst iryhrg, ilr &c of

E in rru aryri* 5:lt0 anu to l0 p.nr.

(rE/c)

E t f,O Ot ir..Ao uifrerin rsy brl o advsrr. !i'eh tiric,d i! lt U.s.C. ,2?O'(sccDa fa 4hy
ofrhll-rdalEizEltc ofiqrtrEnirg tf'rrrrrd r&hTnalrco drpsrrut.rln:u-r{u.-6ogrrty;riEtE.-4du'--
*rzsJ (c*d tk Wqtute brcl) E f* 

--4"1. 
(rbt k, .z.off,l tDl

Duc ud tinr: isgrcd:
!19*at

lhnorrbh Eliatdh T.City onrl lltc

,'r

c

)

tlrc hur

,&&
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,t0rt aka. ,r.otts..d-ri.r.tU-d@ 2)

A.tn?.

C'q4t otv'ttwu ntl inYinqlcl vith.Drle (Jal tbtl! nwt",tt aam dql:C,e No.:

lat wy,E.lci, pa*e{:

hnortuy ottlc poPatY ,a*cn oul tuuc {oY Prot(s) sctul:

l&rlacmLrpdty$prjtlythtthirintlltt*yEca'ra*tlfrl|cd6,,f'rulBddo{xwlthtfuotigfutl
Y.n a lo Itr.*rsprrldJuke

l''|t d,E.eldrlrk

Dac
f-r.lrdrr &'t,iats',t
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ATTACHMEIITA

I.I)CATION TO BE SF,\RCH E&

Twitllr *coug5r

r @Khihli*tAl;

o @qiiddrdlitc;

o any urd dt murs rc olvint to lP addrEsE 7l-23210.q'

gorcd !t FrErdscs mtlollcd by Trvitter. 1355 Mrrlct Strect' Suito 9{D' San Frandro'
o{ 9{103.
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Prrt Onc:

ATTACIIMENT II

rtEMS TO BE SEIZED:

GO BE PROVTDED BY T}VITTER)

All,rrotsarrdcrxnmunications.rccords,fik*bss'r'inforrnation'irrulrrrlinglltoEcitsnr3tltot
i.r[ U"- a"U.t U.rt sr: slill uvuilabh lo'frviltrf, or ltrvc brrn prcsr:rvcd pursuuU kr u Nqlrcsl

nU" ,"U"t 18 U.S'C. S 2?03(f). rJacd fiorn trnc 2ol3 $rough tl*k Fr:s!+ includlq'

^.TlEcuglBofallPogsuxlconuuunktiomassrriatqlwirhrlr:afongrrcrulmrlocoriiiir.luoingsord ot prc-wed opics of pocrs orxl qmmrniouior ssl o ul
i., if*'t"co,trt1t* torro'.nO,testinorion "tdicss 

osso"lrted with cadt poei ad

",,,*l.ul".l*"&tearuttirncntrvlrichs.achtvassc'lu'trrrrllhcsizrarrdlcngthofc,ach:

B.AllrccodsorortrcrinfoorrarhnrcgEdingrhcklcnrillcarioflofthcGrounB'oinclu&
i"fi 

-"r"q 
pt f*t addrcss, rclcp$oc nrml.'' ana orncr idcntifu:s, rccor& of sc'rsion

iir* J'iri,ri",.., rtrc darc on iut iOr.toAr rEtounl nas scalad, t1' lngh of scwicc'

ii;'iyt"r;;* uritizc4 rhc lP adlrrJs uscd lo tc8isrer thc arlcutru' log'in lP

.aa& asoara Mrh serdon rftnes md .hes. Bloutt s|!tus, liernslirt ofisil
J6fr p-ril"d during rcgiorur'roru m{hod! of cmnl.ctins, lot fi1s, ,nd mcsls.td

sotrrcr: of lnynr.rrl (including orty crcdit nr trrrnk nccormt nunrhcrs):

c. All rccor& or atrcr informahn snncd u ony rint by on irxlivk nl using 0rPrrtr.$
i*ha'",C .ddr.o books, contEl utd bulty lists, c{lcntor (ho' pLttrts ad lilcsi ad

D. All rcalnls pnaining to corunrnications bct$t'cn thc sforcmcrrtkxrcd co|trts ofll any

p"r"* t g;titu tlrc-accouruq incldhrg conracu wirh sqprr scrvios urd rcconlr of
acliorB la&cn'

, {o pra
-'-=-----
oVle,

Prrl Truo: lTEtttS TO BE SEIZED:

u,rl F'q:J
,o f-rH(.cdrrfl

(ro BE EXECUTED BY LAW nNFORCEITIENTAGEITTS)

r\ll informarion ond datl dscribcirl oborl El c{rt.ritute fruiB' cvi'larcc'

All ovailablc log lilcs shorving datr:s, timcs uxl lP a&ln:sscs for acccss 1o thrsc octounts.

onUor instrurncntoliths of violntions or ellclnPl3 ro violatc l8 U.S.C. S 23l9ll
erpron o l dcsignatcd forcign tcoorlu organi:zotion), .rlong with any cvittutcc thu
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Rccords rc&airg lo u,ho scalc4 rsc4 c cumuicrtcd with thc accorns dcscribcd
rbo,,c, idtding rccor& rbol thcir ilcntidcr aad uttrrcebous.
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.{rr$ ixd'. l:,Ot:iasrdsiir.. ltlrr

UNn'dp Srares Dtsrusr CouRr
6r tc

[.!dcm DHrbt of Pcnnsykath

lu rl*' Matr of lhc Scerth of
tdtlf lltzllt * p+ttt re ,'r rr-rAt
a t d,lrc ,rr,d,,bf w dl &Ytq

tr6rrrf hr rsr&lcd rll llic
ao[oshB FrccbooL raco[r!5" !

. Frqrl^lxlLhh :

. rlllftlJ:

. t&l*rd

. ary ard !I racoolr tltofuhG ro
lPsHrt r,l.I,.l![o

E.\qFr4'L

SEARCH AND SEIZURE WARRAI{T

'lir: Aly rutlxxiarrl tnv snt'ocrtxnt Jflirr

Ar rgplkrtln by a Gdcrd hw ofatcrrtrt olllc.r c m alanrcy fc thc gor€mml ttqlsls tc rcarch

of rhc folhwtrg Jr.no c pqcrry locarcit ia tlr EqllGPlE*EG@dtrob
tilr!,ib b Ft'Evffi. *.FrF tv &r 6. rit.l*n dEt rtuld'dh)i

Frctlot *tomE FTllFl.AIXUh&l .t$Al.l rltltlt g. rert lry .nd .! ectorlrlt nsh{tr1r. lP
ld.t! Tlrlallq r. otb fully derihd h llhtrcu ,L

Tlrc pcrson a ppcrtl. ro Us sEarind dls"ribc l storrc, t bcliwd lo rntxrrll ltdrar6. b ptnro*rilg rlc

t *rr,' b,.rnt'al4:
S.r Aai!3fu.r| &

I find rhar drc olfihui(s} or ary lrrlrrlrrl tstinury, r,<aHish pobal c crrrc lo s.arch arrl $ize thc pcrro o.
Ixoglfry.

YOU AIfE COUMANDED ro $ir.r'rnc dtb rvrrll on or bsfm: iDril I0. 2015
(aloi*,l,lJUr&!4

E u my rinc iu rhc day or niglu as I lird lwonoblc canso hor bccn
€lSHEd.

Uoflrs &bDr{ dio. L rrbiasd bdon lur anr EiE r coB of dE $ alt rd ! rsclior fr th pqrny e}co o ric
prnn lrom ston or ioor ntrrc frnisca ihc nroacny ws tdcq c lcrw rhc cqy erd rtcliF ar ihc phcs nhge 6c pofay
uas Cca-

1tc olllcsr crccuing lhis wanu. c ae olfrcrr Ftscfl dtrfuB lh. crcsuist of lhs $Errrt tnrs prsFc ur irrtuory
rlt rq{ntd by hs rd ffi.t ntur ,ft qlr|fl rd Lvcdry lo thtcd ${6 !,|*klrrc Jud8r

)
)
)
)
I
)

Casc I\tt

13 io rhc daytitrD 5ll0 o.$L lo l0 p.oL

llmrblc Eltdcth T. llcy
(twt

E t furt Orr t uooOt. rdilitrrb. rnry hrrt sr! lvqrdr.rdt lLad h Is U.S.C., !m5 (crGGF 6r dRhy
of ual). ud rttori! &dn.tr cr. iE rtlr rzrrr:o &E, nd.! b lb. Fr.n sho, a
nrinl rr&.rtras ryFa VAt t'or) EU ,gf ha krc;6,alrt/ mt

E urril, rhc Grlrjusri rDcci dec of

lloc ad tim iscrcd: -l .Lh ,rrcryt

tlqsabh Eli:robs$ f'.

urtocc prqcty, nO b ta.ttd (

City rxd g:re:

J:.}d

thr: lurr

Frr*ltin
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$ rt'd.,,. I fi, d d $ar $'or- fu. I

Idun
Clqy dttdl@il od lrrrzt rorlL, lfllfuDatc a ul thx ttd/rru,l erc€d:d.C'ots r\4..'

lnwlr,orym.h idl}:Prscrrc of:

hre*df {rlE pwrytyt&n rrlxlaglrltc {aypemn(s)*M

I dcdoe o*r pnhy olFtl*ttlkt,t!b bw,tt! b corer anl vE rd,n al durtv h tb ulgptd
ur'I.eu ro rb i.,tlg,r,tcdi,argE

fJllcdlos.fl<trlrni d

Prt*de*ldrb

Mc.
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ATfACHMET{TA

LOCATTON TO BE SEI\RCH ED:
I

Fa&*accounts

. hts,'atJrlKhlbtrr;

e al&ifah3;

o al.kilith.9;

o any ard all muus eirlviry o lP ddrcrs 7123.IXL0;

Jolcd ot prontsc! cdmllcd bi FdoL. 160l Wilbl RoA Modo Pod:, 96 94625

:
i

I

I

I

I

I

;
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ATTAC}IIIIENT II

PrrtOrc ITEMSTOBESEIZEDT
(TO BE PROVTDED tlY FACEIIOOK)

All Frds ild commrnicaloftt,ittcods, tiht, h8!, or infoflralirm, irrchdirg rlre iEns Ud
lurw bs'!u dctctut but src slill dvoihblc lo l;.rcetooli, tr lnw hccrt prtsrrvcd prrnru to o

rcqrrl td unb lt U.S.C. S 2703(tI ducl fiun Jrmc 2Ol3 lhtugh thc prcscru, imldhg

A, The oonLrrts of dl poeti otd corununkatioas seiucd rvilh rlrc afortnrcruioncd
ccount$ imhding st@ or 6rrwd colicr oI po{s un.l commu[icaliors $t{ 1rr afil
from thc occor.u s, thc slcc ontl dt:liotfur ossor:iacd rvith eooh psi ond
cornrrunicaiort thc de and lirnc d rvhich crch trrst td communhalion $Ias scoL .nd
thc sizc arxl lorqttol'urch post und unrnnrnis:rliorr:

R. All ns:ords r othrr infqnnation Etilding thc ithrfi lrcotion of thc rcoun$, o itrclu.b
fidl nanrc. ph:asical sddrcss. ldcplrom nuabcrs aad rxhct idcntificr+ rccodr ofscsefrn
timcs ond dumrions, tlp dalc on shich codr c{urlt rv03 crBtc4 thc lmgrh of scrvicc,
thc tyFs of 6crvi:c utilla{, thc lP addess usctl to ,rgistcr the ccount, log-h lP
addrcsses ossociaed rviih scssion times ard datca. rco{tnt galus. alrc rr irc c{L1it
addrcascs povklul dutry rcd$rdioo, mcthods of conmcting log lilcs, ond rucans rd
sourcc of poynrcnl (inchrding ony crtrlit or lnrnk r*eount n tnbcfi);

All rrro<ds or othcr infonnatioo sorcd 0l uU, thm try sn irrdividual rsing 0r eccorlrt+
ilxluliry ad&ess booki couo rnd hddy ligs. colqrhr &lo, pic{urcr ard filc* ood

C

D All rr.,conk g:rtsinirrg tb comnrrmicalions bctsrccn thc lfourrcntioocd ccourrs and my
lusn rcgtding thc octorms, incltding corrtrcts Mlh $pporr scrvi<xs ord rccords of
ucliorls Ukcn. .

a++c-ptrg.lo yatrt&.,

"^J 
*"Tr.r"3 $e*u&

lhrt Two: lTEitlS TO DE SEIZED:
(nO BE E,(ECUTED IIY I.AIV ENFORCEMENT AGENTS)

Al1 infonnalion oM &b describql abote hat corsitrlc l'nrits, cvktrru
ard/or ingnlmtditfos of viohtfrxrs s atlcnrfls ro viotatc lS U.S.C. S 23398 Giwiding
mstc.inl an;r;Drt lo o dcsignaril forcign tcrori{ olgonizotion), nlong rvitlr eny cvidancr: thot
rvould trrxl to dprv thc lnr: kLntities of thc persoos conunirting this offm*s.

All ovoilablc log lilcs drosirrg dotqs. thrrr and lP cklnsscs for occcss lo lhcsc acEomls.
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l

REq&sdadnBlonlE
rborq, idudus Ecotdt Sdt[

ucd, orcomrunicucd uith thc mnts &ihcd
idsrilfurd ulstatous

I

I
I
t

I
I

i
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l{'t7t-rl
AFFIDAVIT IN SUPPOIIT OF

AN APPLIC{TION FORSEARCH WARRANTS

I, Martin Mctlorakt bciog lirsl duly storq txrcby &+ose otxl stalc u follorvs

lnlrod uctlon

l. I uutc thisallidavit in uplnrt ol'applicuions under Itulc 4l of tlrc l"&ml Rtdcs

of Crimimt Prrqlurc for sarmnr to scnn:h:

a, Thc rcsidcncr: locoled ol P/\.

ircluling ony and all conrprtrs, hard drircs. orxl ckrrronic slomge dcviccs

!'oflroitEd rlrrcfur;

b. Thc following accounts, associarql whh thc following oalinc failitir::

' l'@:

. FatayalAlKhihfah:

o al.kilirh.i;

o d.kili$-9;

o r\ny ard all atrounts socirlrrl nxolving to lP aldrcss 7l212il{I&

iii.'&ill$r:

r @KNtafahAh

o @&ajidah{lifcl

. Any ud all nccr:unts rrsolving ro lP addrcss 7l -?3.230,0.

,teml llmkrftuu.l

2. I nm a Spcr:ial Agent rvith thc l.irhral llursau of lnvt:stigation (-FBl') rvirhin rhc

rrrning of lith I t. UEitcd Staltx C'ode. Slrtion 3052 otul m srh I un at olliccr of mc Unircd

Statrs rsho is auhorizcrl to i !'csligirtc l $rs of thc Unitcd Statrs ald trr cxr\ule rmrrants issed

urrler thc aulority of th Uuitr{ Stotcs I hovc bccn cmJrloycrl as an lilll Spcinl Agenr sincc
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Nowmbcr 2010. t arn cuncntly assignod o Counrcr-Tcnorisu Squad CTI oftltc FBI's

Fhihetphis Diyisidr. ud I Nsh National Scqrsily mdlers. I hsvc Porticipaled in tlrs cxc.Uion

of rumcmus scarch urd arrcc rtrrurts dr.ring my cuccr to &lc. I lave also bccn inrc]vurl in

inr6ipliors of outncrilrs typcs of offctEes agritd 0E thik$ Stotes' incloding crimes of

tcnDri{[ such 6 rnsrcrial srpporr of fon:ign lcrnris rxgnniatknrs. arrd o]rr viohlk rB s sc{

hnh in lt U.S.C. ! 2331, a sq.

3. 'llrc 6ctr in Ois smdavil conc froo tny pusonsl obccrvatirns, my tmining rnd

csrpcriorce, srbpooracd rccorrdB, ard infornalion oHeincd frun othcr agcns ond rvitncsscs. This

allidwir is bciry suhniucd for thc limitrxl prrpc of oHaining surch rwrnnts. h dc nol

conteh cwry flrr lorrru to tlrc Unital Statcs &rr thb rnaucr.

AoollceHo lrw

.1. fitlc I t, Unitcrl Stalcs Codc, Scdlrn 23198 ("Povidiqg mstcriol smd c

rcsoorcca to dcsigntcd foreign tcnoris or3oizuins) poufrlcs tlra , "[wlhocs knowinsly

provides motcrial oppon 6 rcsourcs to I fordgn tcrqisl orgmization, or attcnrpa or corrpircs

to do so, sboll bc llncrl r$xhr thls tille or imprisonqt not nu€ thon l5 yearq or hoth."

5. hrsurnt lo Fcdcral Rulc of Crimiml Pmccdurc { I CScadr md Scizrrc} "o

nqilrotc jdgc - in on irrvcsigltior of dmlcnic lcnaism or intcrmtioml tcrtorisr - with

lufifiity i[ Ey districr in rvhich rcriviths rcldcd to thc tcrroriln may hano eumd hos

outhodty to isstrc a srer"nl for a pqlon or propcrty within or ordsidc rhat disrict." FqI. IL

Crin. P. 41(bX3). As scr foilh bclor% activitics rtlotcd to intcnutional tcrodsm occuntd within

fic Edrm Di{rict of Porrsylvonia. 'ltcrcfoc, an Eagcrn Disria of l,cntrsylvania lnagiltra c

has ruthority o issur: oll rclatcd scorch rmrrants.

2
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Tcchnical Tcrag

6. llusrd on my training ond cxpsiencq I rsc the folloMry lethnicd lcrms to

corty rlc follorving mcuings:

a. lP Addn:ss: 'l'hc lntcfllet l'tolocol addrcss (or simdy "lP arH$ss") is o

uniqu: uunrric *Unrs usrl by ururprrtcs ur thc htlcnwl. AD llt :xftlrrrs looks likc I scrics of

fou numbcrrs, eadr in thc raugc &255, slTlorulcd by Pcriqb (c.8", 12156'97.17t). E$cry

cofirpu(l dlldllrl to thc lnlcrnr musl h! cdgncd nn IP od&css so thol lr cfllct lralft snrt frut

ord dircclcrt lo thal comFdcr ttrny ba diru,tal propcrly ftom il]s souttt: lo is dcstinltion. Most

lnl€m,r $wicc Frvidc{s crnrtrul o rarqc of lP a lrcs:s Sonr: cuqrurcrs hare dd'lc-{fid ir.

b4-lcrm-tP flfitn?ssE . wlrilc other rnmpulc$ ltcw dym$lc-dut is, frcquantly cbongal--lP

adrcss:s

b. !ggne!: The lnterncl is a global nctworl of computcrs md ottrr

c{sgronic dcviccs thu communir:otc with cadr olhcr. Drp to fic gnrcturu of thc lnr rEL

corurcctiotrs bLtr$cn d€vicca on lhe lnlcfilel ollen cre garc and intcrrutilnal bonlrr, cven

rvlrrr thc dcviccs conrmrnicntilE Mth rx:h otlrrr orc in thc fl$nc Edc.

c. S@gC!9C|U!E: A sromtc mcdium is nny physical obln upon rvlridr

conrprtcr dalo con bc rtcodrxl. Etampts incltdc hanl disLs, RAM, lloppy rli*+ ndr merrory,

CDROMq md odrr r4nctic or opticol nudio.

Stracmc{rl of Prohsblo Ceurc

7. Basrrl or my tmioing afil cxpriqEc md tlx! fads as sl.t forth in thk ollirhviq

tlrcrc is proboblc cau$c lo bclicvc th cvitlcucc, contrabon{ fruitq ard insrurrntalitLs of
, o*&rifllh {<, e.oot*, e6orrpr.4,r1-'lo - ,

violiuiors of Tith tt, Unitcd Sbt:s Codc. g 2339D (providing maicridls+firr or nhces t; a Wo're

in thc folbwing hcrtbm, fi./|.

3

rlcsigrnted foruign
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o. Thc rcsi&ncc localcd 8t , PA

including any and dl comprcrq hatd &irts, &td clcctfih slorage deviccs

contsincd thqein;

b, Thc follorving online facilltie+ rcgsding thc folloling usmnmcr, uscr lDr

rrtl egPrnts:

i. Faccbook:

e l:aa),slSlKlrilafoh;

. al.kifah.3:

. d.kifalLq

. Aoy ard all ccounrs nsolviug o lP qldnss ? 12}2Xr.q srxl

iii. Il{ilE
o @KhihfahAll

. . @oajidaMlife;

o Aoy ard all accormts nsolving o lP addrcss 7123.230.0.

8. Thc Flll is conlucting aur irrvrxligUion frru*rl r,ru thc usc of thc lntcmrjt by Al

@rhrmlierl urrcrisr ofll othr tcrmrist gttups lo pnmotc violcnl jihad. I aln signed o

this invcsrigBliorr ild hw bcr.n invr:sigtting this divity sirrc July of 2013. Orrr rhc corl:c of

this inwsiEditsr, tlE FBI lEs idorlifid qecific indMdurls rvfio usc dcoonh cotmmi{iors

aDd socbl nduortfuE rrcbsilrs to radicalize. r€cruil and psovide tnatcial $rppqt b drcc txtro

dcsirc to Frricipotr: in violant jihorl urd $ppqt thc tcrflrisl gr€up tho ldsmic Stuc of traq ad

al- Shom (ISSI in yiolatioo of l8 US.C- I 23308.

4
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A. Ttc lshulc Shte of lna eld d$hso (ISIS)

9. (h Ocobcr 15, 2md thctfidbd$a Squryof tu &dgrtdcd dQtthh taq(Aq}

tlsr hnr,nr c Jon'n d Tawlid wa'dJilu4 c o ForrignTcnuir orgEird.n undcr Scciirm 219 of thc

lmmigarion snd Nalioality Act, und as a Spccially [hsigutd Globol Tcmoris undcr scdim

l(b) otlireurtiw OnLt l3Zl4.

10. orr May 15. 2014, lhc Secrelory of Sbte onErd.d iB AQI dcsignariors o add rh:

dis 'lslstb $uc of lroq srd thc Lcwr" (lSlL) a its Fimlry rarc. 'ftc Scauary also rlbd

arHirirxral alicrcs to thc lisring including "tE tslamic Slotc oftraq ond nl-Shom. ond -thc

lshric Sruc of trag lnd Sfh' (SISI

I I . As I consequcncc ut rlsc tbportnrcnt ol Srslc dLsignotions, thcrc is o prohibition

qpins tmwingly Foviding or attonping c corqriring to Jrrovidg rnolcrisl rtppo.t q
n:rouruls to, 6 enEnghg in tnnscriom rvitt lStS.

12. orr or ful Augul 19.201a, EB chinrd rcspomibility fc rhc vidct[rpcd

bchcadng of an Arrdrnn akl sorts. ort or about Sctrqnbfi 9, 2014, ISIS chirncd

rcspoodbility for thc vifurspcd tEhcading of urorler A,erisgr aid rvortcr. on or abou

scflcmbcr 13, 201{, lsls clairred rcsponitilily for thc vkhoraptd bclrcading oda Brirish.ld

nodq. oo or obout o6ob." 3, ml{, lslS claimcd rcsporuitrility for thc vidcdopcd bchding

of arflhcr Bdridl aid rwrter. on or lbout Fcbnrary 3, a)l5, lsls rclcascd o virlco of a cqturql

Jodanian Air Forcc Pih bcirry bunrcd olive in u tlgc. on or obort l;ebnrory ls,2ol5, lsls

rel*t r vidco of thc bchcading of 2l C'optic Clidrtiruls in Libyo- On or abou &bilry 2{,

20 I 5. lsls hb,opl,Gd rpproxinratcty z0- t 0o AlsriEn clrtrlftus located in Nml..an sFial

ilrftdiry mor, srocrl and chiHrcn

t

Case 2:15-cr-00171-MMB   Document 102-1   Filed 04/03/17   Page 22 of 52



B. tse9lgIleoEs!4&irorurlA-KUurrhJ.-rcsHbru!
JA

13. Kconna Tbnus lirst conrc to tle ottcrttion of rc FBI in thc Summcrof2013,

bascd on lrcr prdilic onlie pooirgs crprtssing support for violcnt jihul.

14. lnvesigaion has confinncd tlur lGqmo'ltoms. a/Ua *Fat yal Al Khihfot1"

r€&bs d P& whidr is o horc morc fully

dcscribcd in Au*hrncat A.

a. In Fcbnnry 20 I 5, Kconna Tlmus suhnittcd an spplietiqr hr o Unitcd

Slirtr-:s lbisFrrt, lisling lrr honrc arftlrrs.s as . PA

b. Docuner s prodncd by or ldenrct Sc"rvicc Pmvkhr rcvcal thu inumt

scrt icc is provilcd to Kconna'lhonns. d PA ,0d tlul

hcr account is ossociotcd with lP sl&csr 7123.230.0, as tr:ll os Mth Erious mlim uourc

tsi€ usenurr "Foto].at Al Khilshh."

c. Ovcr rhc coursc of this inrrcsigotion, tp nddrcs ? 1.9.230.0 has ncvcr

bccn fourd o n:solw anlnvhcrc ahcr than to rhc arldrrss

. 15, Public rc(utls sear.cltcs ond survcilhrro irxlicatc Od Kconna 'Itroms rcsidts

rvith ooly I fcw pcoplq all ofrrtronr olc clocc footily, irsluding tso yourg childrur-

C. Urc of OoliFgC.gqrmletbr Frdlltkr bv tGonae Thourr. J}/r.Fetrvat Ll Ktf,afrh..tc prryftlc Motcrirl Suooort to of ISIS

16. As sst forrh bcl6v, tlrcrc is proboblc carrc to bcliqw t(orm Thorn6, iltla

'Fatayot Al Khihfah" is rsing orxUor Ins utcrl 'hviucr arul Ftr:hnt to cmrrcst arl

comrunicdc with orlEr lsls supporrcls, as $ellos ro provi& mdcrlsl $pport for lstS in 0rc

6
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form of rccnriting fundmisilt$ cncouroging manydoru and meliing plans to trawl ovcscas in

odcr p:rsonally o artricvc mmynlom fa ISIS.

l. Trrlttcr sccourts

o. @f,!!tsfdat

17. Twittcr accouu @KhilsfohAl ttu ossignrrl o o l'wiltrr subuibcr Mth th:

rsenrlm "Fotayat Al Khilafsh."

18. ln lttpors !o ! grard jury subpornq Twiilcr Foduccd rccfrdr wcoling thot thc

@Khilafafu\l aceonl u,as Nocidcd rvith lP o&lers 71.23230.O rvhich as sct fonh aborc

nrolurl o Kcorna Thomoq . PA. 'fwitcr accsril @KhihfahAt b

m hgcr ooive.

19. Barwr Augnsl2013 ond Dccsnbcr 2014, Tnirtcr accouu @Khilaf$Al

hrEetcd rcForcdly h $pport of lsli ord iB mission of violcncq irrclrding orcsoges furdioting

a @r to cruragc ord rdricrE madydour for ISIS. 'l'hc gorrcrnrmnt has hal an opputlnity O

sse rcsc Twittcr pds bccausc thcy *trc podcd in s nuntrr thar allorwd thc publiq to vicrv

them:

a. On Augnr I 4. 20 I 3, @Khitafdu\l posrcd on Trviuer rlre following

garcficnl: *Wc lolE to dh for Allah rhc $uy yo lore to lirc fs *raytsotr lsotonl."

b. On or obout Augrsl lE. 2013, @KhilaIohAl rc-pstqJ on Twincr s

f,$ograph of a youtg male child ntaring fircann mogrjm porchcs and canrorr{lqc glic, sirh

rhc foltoMry ca6ion: 'ACr yorsclw.s, stib this yourg unn ic hokling magozinrs for ilrc

lslamh aon, rvlu ore 1,oer doirg for ir? [tSlS.'

c. otr s obout Ocrobcr I, 2013. @KhihfalrAl pcred on Trvincr a

plntogr{ph of fonncr al-Qa'ida in tlrc Arabian Pcninsulu lcodrt Anrrar Al Awtaki aimirg on

7
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AK-17, wilh illc fdlorving caption: 'My bclorul drikh Rahimohullah [Alhtr hvc mcrcy on

hinr l.'

d &r or aboul Octobcr 16, 201!. @KhilafdrAl pocic{ on T*iucr o piaunl

of u.s. curwy' with tb following capios; "us lhllor mrca doulcd by Ku*mit mrionals to

thc tsls hotlrtrs;" arl 'Allslu Akbil ttlcl is grurlll srryporr rhc Muslims by givirE s.da{ah

td'adryl.'

c. On or abour thccmbcr 9, 20t3. @KhilsfohAl p6cd on Twirrcr rhc

tollorving sarcurcnt: 't)unently liscning 2 virtucs of narryn by shcikh Al Mujdrid [violcnt

jihodi nghlcrl turvil Al Anhki (RH)..t

f. On or rbour Ettccmbc, I {. 20 I 3. @ftilahhAl re-pocrcd on TMrrcr fu
lbllowiag sntenrcnr by snofier'lMlrcr user; "'Happincss is thc doy of my nrartyrdcn' - shoth

Khalid d Husiron-

g On or about Deccmbcr 23. 2013, @KhilalirhAl n:-pctcd on 
.lki 

cr o

vidn olxrg with tert &rvisirE rhol ftc vidco corstitutes *o 
rncasoBc to flo,*rirm in thc utg

fronr a Rritidr bmthcr rvirlr #lSlS #Mujahirhcn fsyrin-.' .l}c 
virlco is tirlcd, .A mcssogc fiun a

mujdri4" ad ir ccomponied by rhc folrowing des€riprion: -rsrs mujahir gilrs som edvicc,

Rayat al Taruhccd. Offrciol Mcdrs of rhc mujahidcen-

lu On or obout January l, 20lrl. @KhilafahAl lnst,:d on Twiltcr thc

forrorving rtat.'ncnt: "r scc rvhy th mujarridccn [violcntjihadi tigrrrcrs] Sacritrce Duaye [rifton
carthl for AlJriroh [0E oltcrli&] ilrcn:.s m comporisoo.-

': . *virtuer of Morryrs" is rmwn.ro bc arecrurc by Arrnr Ar Awlarii, arairauc orrirrc.duringrv$ich hc dcscribcs rhc spiriuor n:rnnk o bc airrincd ril;rl *dging in ,loil,r'iit*urd dv,g g a-!-ryny. rrrnong orhcr .nir*r, erdlri c*sscs a;;B-lhfu fiffirril jffiil*rutv." orc hdd in 0i! high*t ETfit bv AJt+' &{ 
lhcrcforc rrroi fulsiog in *orcii;iru'anadying e a nrorryr is ftc mog rightcous irortr Ur"r u U,stim ;-;k" "

t
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i. On or aboor Janrurry I , 20 I {, @KfiilafnhAl rc.postcd on Trvirer rhc

folhwiq samnr by amrhcr Twiucr ,sr: 'Than wlry nol comc to thc porh orjiH udft{r ts

morc rcwnrding tlnn any olher *ts lhar rrc can do. tl'! sbour rimc rm op bcing conards,"

j. Or or obour Janrory, 3, 2014, @Khilafafu\l poetcd orr Twiuer fte

followi.g rurorrc'r: -orty rhing fnr jcarous of is ntrn r sr lhc snirrs of srrrhudoa lrmnyrsl.'

lc Oo or nboul Jonuary I 5, 20 I {, @KhilofohAl posred an Trvirrcr a

photograflr rvirh rhc foflowing rcrt: 'By rhc rod of rhc Kmbo [a shnirc in Mcccal r tnvc

sucr.'ctlctl.' ncconryenyiry rhis phologmnh @lKldlafdr^l postd Ulc fdlowing sarcmcnr: "t
rwnt thsc lo bc my last nods,"

I orr or nbout rsuary 30, ml4, @KlrilsfahAl rc{ostcd oo Trviucr a

plrolograg of 
". 

individral corrying or AK{7 rscaporr with thc follo*ing Gfr: .Sponeor 
a

Mujdrid [viotor jihadi frghrer!." Accompanying rh Crorog]apL @tGitafafr,At rc+o*sd rlrc

follorrirg srrtcornr by onohcr'twitter u*r; "Did yor knorv... For as ritthos tr00 yo. car

ptovUc a fMulhid wilb his btdc rEessirics for I rmothlF

nr. On or lbout Fcbnrry 23, 2{114. @KhilahhAl rc-paed ofl Trviucr thc

lolloniog sacmml by rm$crTwi*cr ,ser: 'tl's o ajce.b [mirurrorsr wrrcn u sce so catbd

jiHis spcariog a$inq sisrcrs rvr. m!&c r{ijn [rrarrr] 4 jihad as if rcnrahs sarubo [ass*isbs

of th prodrx Muhammull ntw fough ti s$llillah [in rhe rvly of God.,,

n On or abour Mordt % all4, @KhikfaftAl post€d on TwiUer u irugc

crxrtdniry rho fotlorving phrosc: 'KEEP cAuvt suppoRT rsLAMIc srATE rRAe AND

sllA M." Accomponying rhis posr. @KhihfdrAr poocd rhc folhwiog sron.nrcnr: -suppdr

duwh [Nfcniog to lStSl.'

9
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o. On or about Morch 19.2014, @KhilofahAl rc-postcd on'fMttr rhc

following sratcrnurl by rolhcr Tu,itlcr ucr: "lnrogirrc rcceiving glad tidi4p of Janmh

tporadfusl .... Como to Jihad urd meybc this will bco rcolity."

p. Or or abour Mrch 23, 201{, @l(hihfohAl rc-poslcd olr TwilEr thc

fnllolig oucn*nt hy atx hrr'l\vittor rsu; 'll'yru long lrr l/msnyrlom dror bc orlrm ki]d !o

orphans. Putrops mc &y yuu will lrnrrc som bchird."

q. On or abour Apil 10, 2014, @KhilofohAl posiled on ftviucr r[c followirg

storctncnl follonrrl by imagcs of a stull, llamel and a guu* 'l ncrad o pcmancnl vaeotion th

c-l orly mcrm onc tlrirq.' ln rcqrasc. anorh.r usErof 't'lvirbr 
Fr$cd rhc fdloruiry ndffl.ne

"i:ti$hadi [rrartyrdoml.-

r. On or abour Apil 27, 2014, @KhihfohAl pocrcd on Twiucr rlrc folhwing

srrrcflHu rLEqrditts hcr hisrory of bcing &letcd fiua Faccbook *l uould prcfc ttle drolrldo

[rwtyrdom] of hfng in thc bodics of grcrn birds2 but r;B stnhae tFaccb@k martynroml nE',s

5ou &ing sonr.rhing dBhr lol.-

s. On or abon Junc I 3. 20 I 4, @Khilafolr/\l pocd on Trviucr rhc fdhwirg

sraEmml: 'For evcry violcot *tlm thcrc.s a vi cd rcactior."

l. Or or abourJuE 23. 20t.t, @KhihfahAl petcd on Twittcr 0E follouing

stslctlrcnr: -whn you'rc a mujahid [violorr jihadi lighied your &oft bccones o urcdding.

flllorAlAya [plcaoncs in paartisr:.1.]

u (}t or aboor Scpumbcr 24. 2014, @Khihlit /\l podcd oo Twiucr thc

folloving satmrcnt: 'thlnlr [o r:all ro lslsnl & jilnd gs harxl ard hand..

t . -Baicd 
on my expcdancc ond cxpcrtisq [u AIIiont knoN,s thst s gr€tr bird is an rstanrb

synbol of mmyrdorn

t0
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v. on or rbont Octobcr 9, 201{, @Khilsfofu\l postcd on Twittcr thc

lbllowing stdcmcnt: *For u to dh os o Mrslim is a grtat bhsing."

rv. Oa q abor{ Oqobcr 10, 2011, @Khihfs}tAl pctcd oo l'Mtlcr the

following sraremeor: "Mry Alldr 'lb Ala [Godj girr vicrory ro lhc Muj tvkScot jiHi frghleGl

& drstmy thc kulhr& rnuublipr:n [hlftlcls & hyln:ritsl ArurL"

s. olr or obdtt l{owobcr I t. 20 I 4. @KhihfahAl rcaoacd on Twim rlrc

follouing odvhc frorn ltulrcr'freiltcr lEcr about cornnnmkuion sltriay: "tmpons[: To all

,ldsn&Stotc supporlers Sl.op using Kik rc+*ngtx n rvtulso[rp 't'ry cholsccure nnd cryptocat

ittsrcad.'

y. Oo of sbqn lhccrnber 4 20t{, @Khihfeh/\t rc-Fdsl or Trriug a

y'nrogaph of o snoll melc child rvirh an AK-47 assaulr ritlc aourd his ncd conoining rhc

folbrtp racmorr: 'And if I use in shan futacr spiol, I rmtrldn'r be plcoscd dll I bcq*
soldicrof drc lslamie Statc."

20. Thc profile pagc associatcd wirh rrviucr qxounr @Ithilarhruu hur dirpraycd an

irugc ofcbrds ard rhc tcxt: "Fly rvirh nre As o glocu trinl.' As set foflh &ovc. @Khilolbhnl

also t$racd Bboul tlp dcsirc for marrylrhor in &c fonn *of bcirry in rhc bodics of grtco bid3'

b. @Slaiidrh{llle

2 I . ln rcsponsc to a gratd jury "urpocna, Twittcr ossociucd eumt @SojtHraFfc

wfuh lP od&Bs ?1.2330.4 rvfiich s scr fonh sboe nsolvcd to Kconna Thonus. .

Prq,. ln odditiotL rhc prolilc pbturcs csocislc{ rvith Twiltcr @rrrt

@ajirtdr{lifc orc kmr*m to bc aseciotcd rvith Kconnr Thomas.

il
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22. ns rrccnlly as f,k embct 2014. Twirlcr account @Sosjidoh4liE cornmunicolo.l

wifi a kmrrn orqsas lSlS liglrer obol hcr dcsirc to ratrl and emdc the oucntion of larv

cnforccrncrl.

a Gr or out Dcci€orbcr 1 Zll.l. the lightcr po6tcd a pddic rnta o Twiucr

rcuorrnt @lhajirbh{lifr; sutirg: 'i urritrrl ud mrv going through trainirrg. hbllorv un this

accornl u il I get my phonc." 'l willcr @unt @Sujidoh{lifc rcspondcd with thc prblic trvect,

"l'm so hoppy for u" tn rcsporsq thc lSlS fightc sort o mcssogc to Trvittcr murt

@Sojfuhlfllifc *uir4; "You luvc no idca thc blcssing is it is ro bc irr Raqqo [a chy in Syria]." to

rvhich 'l'wiuer sccumt @Saajid*4lifc nspordcd, "alhunduinoh Rsbil Alonccn [ltan&s bc ro

tu].'
b. Gt or obort [Lrccnrhcr 2, a)l4. Trvirtcr occount @Sojidah4lifc rcccivcd o

iublic tntcr ftom rhis trghcr dsling. "driHlar of rhc syrianc ir thc frlure gmatim mujohidin

[vioLrrt jilndi lighlcrsl. Wob6h'11*y hve Darvlo [lSlS].'

c. otr or nbqrt Dcccrnbcr 2, 20l,l, Tryiucr accouat @;qiirl Clifc recciwtl o

publh t$tct fionr th'E liBhrcr, grritrg, 'lnrst ru; u havcn'l sccns ilythint ycr. U nsst ro bc herc

to slc it."

I Frcrbak eccounlr

23. lnvetigUion hos urrovered at leg thrcc Faccbook acs:ourc thal atryry lo

bclorg to tle samc -hhtafdl Al Khilafoh' rvlro srbscribcs to thc aforcmcnliqred 'fwittc

accounls, itEluding: (o) Fd[!,al.AlKhilafah; (b) ol.kilbh.3; and (c) allifah.g. Tlrcsr ccqms

mt ody usc similc uscnumc* bur lll arc idafilicd by Frccbook c bchngirg lo o srhccribcr

nonrcd 'F'uaya Al lQihhlr" thcy trecc bncl to tlr sonrc srSccribcr hornc uEn:s. md in sqnc

t2
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insrrtes rhcy harc bccn idcntificd to conrgin simitor pro-lSlS conrcnt rcvcaling dr intcnt to

ravcl orurrcal cva& gorurncnt sauhy. ad oon/ish orsryrdom for tSlS.

21, For cxamdri from Dcccrnbcr 2013 _ Jmuory 2014, onc Faccbool account

bclo$ging o $tscribcr 'Forayor Al Khilo&b- cxchongcd a scrics of mcssagcs wio o*orhcr

l'a:cbooh usrr ntp i.tcntili*l hin*clf as a -rnu]rhid lvblcnr jihflli tightcrl,. aod ryh, is km,*
lo bc a smElia+ascd vidcd jihsdi lighr!.r origilEly f.om Minnrsota. Thc govcnururr tus rrod

an opportunity to scc thcsc t:occbook po,' bccousc thcy r+trc purrrccd to thc Bowmmcnr b,
!'ccbot in rcsporsc to orhcr tarvful scardr *arrants. ln tlx:c nlcs*tBcs, Frcboo& uq:r

'Fataril Al Khilsffi" discus.rcd rrcr jcarorsy of rhc fighcr's *arus as a viorcnt jihari nghrcr, rEr

dcsirr o rravel overss, ailr hcr.tcsiar to crtdc row cnforccotcnt trccausc sh hos ,mo,es 
to

nulc":

o On or obour Moy 25, 2014, !.ccbook uscr -Fatoyal At Khilafah. senr a

mcsqgc to rlrc lighrcr $!ling: -l rE..d lo d o qucstion how is thc sirurfrn for thc mujojircur

[cmigraltsJ rhcr!.' tn ,.sponsc, the tighrcr rc+onH, "Jihsr is hard but you atrmys nccd cot(

[poticrrc or cndururcc] and to bc lirm."

h On or obout lhceorbct t?,2013, Facetoo! uscr..F!1n),al Al Khilofstr"

scnt o n*ssrBc b rhis riSr cr advising tlt* slE $ourd bc .hbrc to trovrr I crorH bc gurrng sorac

moncy soo['

c. On or obour thccmbcr t3,2013. Faccbook us:r..Frlnyar Al Khilatbh-

ssrl I ,cssage lo ris fighrcr advising fial ard rhar sr* rdsn[rEdr .o rcavc rhc rod or.kufr tnon-

bcliorcrsl"'hl outioring thd {slpca&ing hc'c lor Frcctookr abour .xdoin rhirqs is not . . .

sisc.'

l3
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d. Gr or obout Dctcmbcr t7,201J, l:rcbook l;rccboo& uscr.Fatayrl Al

KNlafeh' senr a nrcssagc lo lhis light{r odvisr'og 'r haw nrovcs to makc so I wi[ bc spording

less tinr on hcn: . . . ."

c. Gr or a$out Dcccmbcr 31, 20t3. Farbook uscr "Fatafar Al Khilafah.

ser a mcssagc to lhk nghl"" fllvisinB ll* d,. fccb .tlxrni urnrfonabh to spok fir*ly. on

Palu[ bccarsc "T}cy don't moaitor it.-

f. Or or Sort ,oru8ry 8, 2014. l;qffi rscr -l,hra).al A1 Khihfsh. scnt a

nrssage o rhis rightc'r udvising tha shc is "jcaro.s.' bcco,sc hcr rssaiatc b .urilling like a

Mu$tid""

e O,' c ob,,l Jarusry I l, 2014, ].xr:boot ,ur .Faraya Al Khihfah. scnr o

rucssogc to this rightcr advising rhat shc is tryiog *to *ratch rvhat r poei 

'r:rc 
arso giving my

situatim od ryrrat t *ao. io do it'' mt good lo draw dtq{ioo ro }ourssrr.- F-sECboOk ffifl
FataplAtKhiloliilr furrlrcr cxfllircd rlut somc pcoph tvho .try 

to rnakc rmrrcs- arc

qtslrcful h:causc ttry pur -rhcir s.{f dlt thqe...

!. Frhvrt A (hibfrh

25. Foccbook Eccorrrt Foraylr.AlKhihfoh is ldcnrifrcd on Faebodr as belorging ro a

nslcdb':r rEE Gd 'F,r8rrr At Khiralirh (A! Kifdr).' '[* gowmmcnr has hod an opportunity ro

sr soap of ric Frttodr pods by Fdryau\lKhihlirh hue rhcy rvctr: nradc p$licly

vicnublc,

26. On or sb*,t Dc.crnbct J I , 20 I 3, Facebool omunr FaraprJUKhih.h pocd lh.
imosc ofclouq dolg rviah tbc rert .Hy with mc As o ts ccn bird- (rvhicl is atso rlisphp{ by

Twirtcr rcorou @Khirofoh,\u. This Jrcting carsed anorrrr Foccbook uscr !o rc$ord: -rn rhc

pmorirc<l land, rvtrerc our rnission is tojoin tlu caramu of nronyrs. May A dr choos: rq

l4
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umcrl"' Fceb@k account Hotoylt.AlKhilohh tcspondal rvith on Amic phrasc sprcssing

aSIECAEI|L

n. On or obour Augua 24, 2014. Focctml uscr .Fala].!t Al Khilofah- pocrcd on

l.'occbook ttc folbrvhg sarenru: "ycs im manicd o tc gcdrad [iihdl."

n. flr Faafir&, pagc tor dE l'ilhra.AlKhilofah reormr lus prblicty di$a1,cd

numeroG sotogruphs ofpeoplc rvho appeor ao bc urcmcn on battlclictds anocd rvilh AK-*?

runpon* c+tioncd rvith rhc trxt: *Sr4porring 
rhc FiglUcs in rhc Battkficld..

h rl}ifsbJ

D, l.'accboo&, amurt "ollilirh,3" is irkorilicd by Frccboo&. as bclooging ro a

subecribcr mned 'fataFl Al KhilafalL"

30. ln rcsporuc lo o gnnd jrry slbpourq frcc,boot produccd rccords ,r$calir4 rlnt

tlp al.kifah-l assqnt is associad wirh lp sddrcss 71.23:30.o rvhich is rlp sune lp addrcss

uscd by Trvirtrr rccount @KhilahhAl, lp ffl&oss ?1.23.230.0 rslvc! ro Kaxrna Tlromas,

PA.

e c@!r2

31. r"acboorr accorlrr 'ar.kihh.gr' is idcfltifrcd by Faccboorr as bdonging to a

sub6cribc namcd 'Farapr Al Khilahb.'

32. ln mqrn*: to u grard jury s$pocnq Fuccbook pmduced rccords rcvealing fui
ut.kifalu9 is associatcd with plnnc nunbcr A folhnr-up grard jury $oDoc,ra to

tlrc dcphom coryany (SFint) rqcaled rlraf phoe numbct: is gsocistcd tvirh

. PA, rvhich is thc somc lorf mmc ard homc

addnrs asiarcd wirh tP d&cas 7l .2i.23{t.e rrvirrr ac.onrr @Khilafsh.r\1, and Fm*oo&

mrntathifoh.3.

t5
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33. Thc al.kifalr.g ljapcbook *court nol ooly drons o similor accqu, mnc std

us:nrurc as thc aforcmenlimcd 'lvitter ond F'occhook rccotsBr hil ils FGbo& pge irclu&s

sirnilar postiqgs, frisrds and lbllolrlcr3 For eomplc. thc al.trili*r-9 b'acc'bok pagc has'lilcd'

thc Fs€eboo& pogc mrncd "Wc at oll tsluric Strlc of kq & Shjsn - lSlS.' ln addilim. tltc

al.kilirh.g l.'cr:hn} prolilc pugu has disTlnFrl llui l!'!il: -l drlrl't lrusl nunls, I tnal :rlions.

Kcep cdm ard nory o Saloli Jihadi [nronbcr of thc Sihli Muslim npvcnicd ctpoudlry violot

jilndl.'

3. Olhcr Accourl, BdopElne to Kconns Tbom$. lrkih sFrlivsl
Al KhIIEfnh.' ond/or rtsolrinc lo IP Addnrs 71.23.2:t0.0

34. Basod on lhc inhmration contoinql in thb Amdavit, 0p FBI is llqrstins

lulprily !o scsrch oll Twitter anl Faccbook eccounts associatcd with Kcorm Thorns's lnown

lP drcss 7123230.0. Tlrcoras lncr" tsr asmisrcr aill .lcvckrycd lrcr plars oolinc, both by

rvay of crlnil corununications and sochl rredia poatqs" hring discussiom rvith lu
usociaca, Ttmac maintaincd multiplc qrlinc accqlus ard dircltssed with hcr eciacs ttrc

rrccd to vay drcir rcount re in ordct to evadc govcmrEnt scnsiny. 'l'hur, FBt hes Fbdrlc

ral.,r to bdiqrc lhrl widcncc rchted to Thmus's etimiual rctivity may rrsidc oo or or

multiplc Thomr rcounts Furthr, fic m6t rclioblc uay to cstabliCr Tlrermds orvncrlrip of

rudiscottrcd occountl poasibly contoining er,&he is by scarching for uunc associacd with

hx knorm lP oddrcss. I rrcukl threforc ruals ilut &c s:urh rwsronc dirrcl provklers to

uourls lintcd to 'llronas's knorvn IP ddrcss, crcn if lhc uscr or chsuu:l norns arc ru

sprxificd.

r6
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D, t tt-I[lpErc Purchrr. ofTlc&clt to Trevd OvGt!c.3

15. ln lttntry 20 I 5, Kconna llrclnss s$tuillcd an opplhation for a Unied Succ

Passport. Prior m this'ltonos lsl mvct bcforc pmrsd o Unitcd Statcs Pus+oil ln thir

Plsepst rypticaliorllltouas lislcd hcr honr ul&css c . PA.

36, On or ubout Mardr 26. 2015, Krulu'l'lrrnras pun:huul aidirrc tickcts to lly on

Maldl 29, 2Ol5 (thN: &ys larcr), firm Philablphil lnrcroariourl Airpo+ ro BocdorE, Spoirt

rctuming o ttlc thitcd $acs oo April 15. 201 5.

37. hr carly 2015, lSlS publishrxl an ulvicc munturl rlcsigncd ro hclp individuuls

gtadc ddcctior rvhcn troueling to Syia urd Ir4 in mlcr o join lSlS. Srcpby-ccp lravcl

insmcliorts conlaincd tlstin alvisu arh rmvclr,.rs o prdusc rormsrrip ri*as o popuh

vBrim woB, lpccificdly suggcsring sparq 0nd to lruruftasc o rictc{ to their rtn8t dcsindim

olEc ovct$6.

3t. Thc lsls manral llrnlLT fldviscs tn*rcrs to usc v:'i.xrs sccurc qnmunicatiqr

mthod+ s,ch os clmr scurq rvhich Kconno Thomas lras rccomnrar&d to lrcr ssmietc$

lhdtgrouod ehul Faccbook

39. Futbook is o comJnoy locarcd ar 160l Willorv Road, Mcnlo pad(, CA *O2S.

40' Faccbok orvns md qcrarcs tr rrls,mss mid rctrvortirg nrcbcitc of thc sarc

norE thg con bc occcsscd ot tupr'/srvrv.faccboot.com. Foccboolr oltows iu rscrs o ccrHirh

rcouns with Foceboolr, and wcrs can lttcrr usc lhcir ecomts lo Cuc rwiltcn rutv:,

photogr+hri vidcm' srd orhrr iofornalion rvift orhcr Fcchool usus. ad mEtirru wio th.

g6c.El p$lic.

41. F*cboo& s&s uscrr ro providc bdc conua arxt pcsonal i&difyi4 infomurfon

to Facctoo&, citl*r doring rhc rcgirrdioo Focr:ss or tlErcrllcr. 'llris information rmy include

t7
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lhc uscr's full snc, binh dae, gedcr, uueg e-moil cldrrsscq Faccboor pssuords, Faccboot

surily qucstioos anl onsrucrs (for pcNord rctricul)' physicd r*ln:ss (irrludirg city, $,.rc,

ord zip co&). rdgrlplrc nunrhcrs' scrcor nancs. rvcbeitr:+ arxr othcr pcsond irrcnririr'n.

l'r4book olso assigns a usct klcntificatior nrmbcr to cadr a;courl

12. F'rn:boo& re:rs nny join or or nrorc gmups or rcturu*s to rxmnq,rt arl irur,r*r

rvith othcr rscrs rtrro urc mcnrh:rs of thc sarrrc gmlp oa nqrwrt. Facobook asdgns a group

id€ntiricofim Ermbcr ro clch grup. A Faccboor ,scr cu nlso co rccr dircctty rvith i*rivrdrnl

Fascbook *scrs by s:rdiq cach uscr a 'Frkrrd Rcqucs.' Ifthc rccipionr ofo "Frio'| Rqu€s-

urrryts drc rcq,cs, thcn thc trrro users rvifl bcqne 'Focctoot Fricnds.' fq F,,pccs of
Faccbook ad can crdrogc cornmrnicuim or vbw infomrorion about cadr qhcr. Eeh

l:aq$ool ,sr's uount incrudes a ris of rho uscrrs "Faccboorr Friods- ord a "Nc*s Fcul,.

whid' highlish. infomrarion abour rhc rscr's'Frrnd*" srch as pmrirc chargc* u,coroing

urcilq Erl bidhda)rs.

43' F*ttoor rescs can setect dirfcnnr tcvrds of prirrcy for rhc conrmunfu:otions and

infonmtim rssrcintcrt rvitrr drcrr Faceboo& accouars. Ry udjusing rrrcsc privra euingr, r
l;rcbmk uscr con mnrtc informarioo awikrbh onty o himscrf or hcrscrtl to porricurar Faccbook

lEcr\ of ro dryorc rvith acccss to thc tnunrcq imhrdirE pcoprc wrro orc nor Foccbook rscrs. A

FsccSook tE.. can lho crruc 'tisrs'of Feboo& fricnds to faciritarc rhc Epcicarion of rhcsc

pivry suinga Faccbook accouns orso irchdc uhcr actotmt scuings thnt .ocrs qn sdjBr lo

otrtrol for cxanple tb types of rutilicaiors rhcy rcccivc fronr Freboolc

4. F'rcboot uscs crn crcatc pmlitcs tlut includc pftotogrrds, lists of prrsorul

intrrts+ ord ohr infonnation. Fcbok ,sers can lrsu posl t.arus- w&tcs abou rhcir

ntscabqrs anl adions, os urcll as links ro vido, plnlogrughs, oniclcs, il.| olxr iurns
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Case 2:15-cr-00171-MMB   Document 102-1   Filed 04/03/17   Page 35 of 52



availablc cbss{E E on rhc tnrcmc{. Fs.cbool u*rs en olso posr informdior obou upcomiq

'c'rrus." such as sid occasions. by tising thc cvr:nt's rirm, locaioq rro+ std grrcsl rist- tn

ditim' F*$oot ussta can 'chec& in' to parrhurs rocations or add thcir gmgraprric hcarims

lo rhdr Fsccbook pos&' rhreby ruwatirg rtrir gcographb rocsrior,, at porricurar ddcs ond

tir*s' A Frticurff rrcr's pmlih prgc abo irchdcr o "ws[," rvhich is a sFrcc wrr,r: rlrc uscr

ad hb or hcr'Fxrboorr Friends' anr po* ru-'""gcs, dla.thcntx ild rints thar will ryprrry
bc visi& o uryonc nfro carl visw thc u*r.s pm6h.

45. Faccboot a otvs us:rs to uplmd fltotos od vidcos. tt olso lmvides rsc.rs rlr
obility to 'teg" (i.c" rabcr) uhcr Frebot uscrs in r froto or vidco. vhco a rer ir roggEd in a

photo or video, hc or shc rcccivcs o rmtifrcatirn of thc ug ad a rint to scc thc ptrto or vidco.

For Faceboo&'s Fnpoecq fic pho* a,, vids associdcd with a uscr,s rermr rvi, i*ru& art

pl. os 8!d vrdcoc uprqdcd by rhet rser rhsl hyc mt bccn detcrcd, 0s qrclr c a,, phorc ard
vidcos rploadcrl by ony uscr thu hovc tlnt rscr t4gcrl in ttron

'r5' r"rrcetot uscrs carr rxchnge pirarc mcsoges on Faccboot wirh orhcr *scr:,

ne mcsogcs' wticlr are simihr to c-nrail mcss4c+ arc scnt to thc rcciplrrfs -tnbox. on

Faccboot. rvrrich orso ores copics of messagps rert by thc rccipknt" as rwrt as o$cr
infonnaion I'mboorr ,rcrr on arso port cu,"ur on rhc Focctoot prrotihs ofuhr usrs q
oo t*ir orvn pofiks; $rch cdmmrs arc rnriolly assaiorcd wirt a ryccifie pocring c itcm on

tlrc profilc rn udditiol Frcbor hos o ctot fca,rc that aroqr rscrs o sesrd ud rcccilrc itrdsd

,ocssagcs tluough rdok rhcsc crra communicoriq* arc srorcd in rhe cfut hisory for tb
roql l.'accbool olso hes o Vidco Calling fcalure. arxl tltlnugh l..occbook docr nor recod thc

olls themg:lrts, il docs kccp rrconls of rhc datc of rnh call.

l9
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47, lf o Foccbodr uscr doca nol nu lo inrcracl rvilh amrhcr rtscr on Fqccbool, th.

tirn uscr can 'Uc3' rc srord us:r ftDm sccing his or lu accouu.

48. l'occboolt hs a "likc' fcature thot dh,rw usc.r: to girrc poeitive fecdhac* or

corrrccl lo psaiculor pagcs. Faccbook nsss can '!ite' Facebook poAr or up&les, es ncll rs

s'c\ngrs or cortuu on thirdlmrry (r:a., non-l"acctx*) rwbsitcs. l.raccbook us!.ts can also

bcconrc 'lims'of particulm Faccbook pogca

.19. Focctoo& has I scadr function tlut cnaHcs iB uscrs to scardr Faccbook for

kcnwds, ussmrncq or pogcq dnong othcr things

50. Eadr Faccbool account llss an rcrivity log; which b a lis of thc uscr's poss md

uhcr Faccbo& rcfivitier frorn thc imcption of tb munt to thc FGleat- Ttc odieiry log

includcs sorics orxl drlos tlrat thc uscr tras bcro tagsgl in, s rvcll as coudions rrodc rlmryh

$c aclur& srch os "liting' a Forebok pogc or dding somcorc as o frind rhe uivity hg is

visiHc b thc usr but carurct bc vicrul by pcoplc rvtru viit 0rr: usrr's Foccbok pogc.

51. Frebook Notes is a bloggiry Gaturu availsh lo Frccboo&, ussf onl ir cnablcs

uscn to rwitc aod pd mtcr or pcrsond rvr:b lqp ("blogs), or to imp tlEir Hogs from orlrcr

srviccs, such as Xangs, Lirc.tournal, and Dlogga,

n. fl.c Fncctook Gins fcatuc olhure .strs to sqrd vidual .Bills" to rhir fri:nds rhar

appcar as ic,** oo tlrc rcipirnt's polile pgt:. GiIb rct morrcy to pmlasq srd o persordiat

nusogc can be attrchcd to rmh gill, l'accbooh rscs can also scrd rnch otlru.pokcs," rvNch

an: fn* ard siraply rcsdt ir a rrrdfrcdion to tho recipicnt that lrc or str has bctn "poL€d" by rlu!

ssrdcr,

53. l'acr$ol llso has o Martcrple ftaturc. rvtfr:lr alhts rs: b p6t fitc

classifcd als. uscrs cm post itcnrs for slc, horring, joh+ ond orlrcr itcrm on rlrc Mortctplacc.
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t4. ln sHitiqr to thc ap,plioliqr dcsEribcd uhor.c, Faccbook etso povidcs its uscrs

with rtcss o thousards of othcr applicatkxs on rhc Foccbook ptruforsu wlm o Feboo& rccr

:DccsEc3 o. uacs ooc of ttEse epplicatfr,[$ en upd.lc sbou thnl lhe uscr's ass or rsc of th
qflication may appcor on the user's protih pcgc.

55. Sornc l:oebook prcs arc allilidcrl rvith gruqre ol.rsr:rs. rolhcr dun onc

individrnl ,scr. Menbcship in rlrc group is nroriorcd and rcgutacd by rhc rdminisrraror o.

lud of thc grup' rvtro can invitc rcu, rmmbcrs ord rcirr or occcpr rcquccs by nsc$ b srtcr.

Fmcboot can idcntify dl uscrs rvtr,o aru c*rcnlly Ggis..fiid to a Jnrricular gmup ald con

ilcntify thc admiois.t' qxr/or c*oror of thc gruup. Faccbook , ,.c. Orc rr',,, goru+ conrd

Info" to dcscrih thc ca{acr inform$qr fc the gro,p's erruor andror adminigruor, rs ntrr r a

PDF of rhc cuncnr uorrs of rhc grcup pmtib pogc,

56, Faccboot uscs th: tcm -Ncoprid- lo rlcscribc cn erpsrdcd viav ofo girrcn raer

potile 'ttc "Ncopirr" for o girur ,scr tsr incl.dc thc forhrving inknnaico frun thc ,scr's

pmlik: prolik conract information; Novs Fmt infomarioq gd.. updareq llnkr o vidco*

I*robBrEdB. sticlcs, ad odEr ilexrti Notcs Wall postirtssl fricrd liss, irtluding rhc friods.

Facrbook ,scr ideuifrcuion 
'unbcrs; 

gmups ond narto*s of rvhich thc rer is a rmnbcr,

irludtrg tlrc golrps' Febook glotp idsorifrcatian nudcrsi futurc and Fa cvcn puirgs;

niru!'fricnf, nq,E{rs co'rc,B: Binq potcq tagr; and iaformariot obout thc uscr,s rcs
ad urc of Freboo& applbotiors

57 Evcry device tlrt comccls to lhc lntcmct must uso an lp addrcss. Tlrcrcforq Ip

addrrss orul log inlirmuion wr hclp to idmlify rvhich comprtcrs or orhr dcvfr:cs ncrc rscd o
ecss th lntcnct o ury givtn darc. Faccto\ rctains lp logs for cadl uscrnarc ffid lp

addrcsr. Thcsc logs nuy conrain infonnation aboot rhc seriqr rokcn by fic uscrnamc or lp

2t
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uddre an Fffiboo&, imhdLg infovrnatioo ohout thc typc of uion rhc &te anl limc of dr:

autiorr and thc uscrmmc ond lP addrcss arsockrEl wilb fio dbIL Fc ocrny'c, if u uscr viclE

a Faccboot prolilc, rhar rscr's tP log nurld rcIhu rlp frt tlru rhc tgcr vicnc<l thc prolilc, anl

nould drorv utcn and fom rvhat lP addn:ss thc rscr rlkt so.

5& sbLial rr:arrorr.in8, povi&*. ri&c t'cr$o.k typicrly nrain uuirirrur infomurbn

abour thcir rE," accourE, qEh oJ infonrErioo aburr rht kngh of scwicc (irrldirg slo,r dde),

rhc typcs of $wicc utilianl, arxl tlrc meam [nl nrrc of ory poynrcrus associucd wirh rre

scrvice (incl*ling aay crcdit card or bonri account numbcr). tn mme cascs. Fcebook uscrs my
g'n,n,oricolc di*dty Mlh F'arrboorr about issrs rurating to thcir rco.nts, srh os rcchnicd

pmblcms. tiuirry irquiricg or comphins fmm orhcr rse* socior rrt*odiing povidcn rikc

t'accbook tpically a'rain rcconrs ahour nrdr conununicuirr', irEhdiB rffirb of cqruas

bql*sr uE us.r ond ,rc provi&r's srpporr serviccs, c uefl as rccords ofrny ocrions ratcn by

thc prov lcr or rscr as u rcqrlt of thc cqnmurL:odons.

59' Your orfsrt is ornrc thar miar nctuo*ing such as thc ,e of Faccbo\ is an

iruwir4ly ccnrm' rvay for pcrsors to comnnmfrl0c yfir amr i3 lilarEr orvarc lhar

Faccboor ,rc., ollcn ,re thc Facebook mc.sogi* and po.riry functioru to pmvidc orrc o'rhcr
altcnote coarr infonnaiq srrrr as Eddilhur !'!ccbor accountq cfl.ir acconms, droE
Mnbcrs' rd/or dhcr ociar mtrvo*ing cuuacr informak[ an ordcr ro conrimr ard fac irerc

thcir couururirrkros Fitacty.

6{I Thc*fore, lhc conprtcrs of h'ocsbod< erc lilcry to contain a[ thc ru.tcrial

dcscribrd aborrc, indudng sto*,r crccrronic wrm.nicaio," and infannuior corrcming

subscribers afil rhcir usc of Faccbor*, smh as *ou* m:ss infonnatior; trao.action

informstioq and otlg occount infonnation,

7't
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Bldrrroud ebout Tivlltcr

6 L '[wit!cr, a brsincss locned at I 355 Morlcr Srrtu, Suite 9(F, Sm

F'rancisco, CA 9{ 103. ownr onrl opcrag u fire-cccss sncht-rcturerting rwteitc of

thc sam,,: nanrs lhat can bc acescd ol hlbt/AsryrvJwillcr.@rn. TwilEr alhws dt
lBr lo surlc rlEir oNrr prolilc pago, whirJr cun inclu& u slrort biogrophn o plxrlo uf

tlmdws and lmrioo hrfonaatioo. TrvillLT alsg p€rmiB uscrs cn:stc and nad l4G

dwarlcr mc$igcs calbd .'fwcgs," .nd lo rurlrid thcir..t\r,EdC' to lndividub

whoru thcy nppmrc. llcsc Gatun"s arc r&=rihd in morc dctail bclorv.

6?. Upor ctcarirrg o'lMllcc re..n., a Trvillcr .*cr musl crratc a rniqrrc Twfucr

ucrnur gd m accouru passwwrl, ord rhc rrcr nuy also sclcct u dirfqtot mfiE of 20

chrscr$s or fcwr b idcntify hir or lrr Twiuer occouou 'flrc 'lwiucr uscr may arso clrangc rhis

ussnanc, psssuord ard mmc without hving o opor a mrv Trvittcr accornt.

61. Twilrcr d.s uscrs ro pmv c bosic kbuiry ord contet infommioq cirh'&ning

rh rcgisruior prrc or dsrallcr. This infomdiou rnay irrludc thc uscrri furr rmrc, ernail

addrcssel ptry:dcal odrcrs (including ciry, narc, od zip codcl duc of binh, gendcr, ho*etorvn,

mrpetior ond otrrcr persooal kfunriliers. For coch uscr, Twiucr lrEy ruain informdio lboor

tle datc md tinrc u rvlri:lr tt'c rmr's protilc rvar qcaro4 rhc d".c ond limc d rvftHr ths accqrnt

var crc"ld ad thc lP rddrcss at rlrc tirs ofsign<p. Dccarsc crnry dcvhc th., courcus o thc

lnrcner m,fl usc m rrr ddrtss, rp od&css infinnai<rn cur rrrp ro i&nrifr wfiidr cdrp. c"' or

nhcr &viccs rterc uscd to ecss a givca 'twittcr s.org .

U. A Trvificr tscr can polt I pcrsoral plnfograph or imagc (ako Lrprm ar an

'tvd,') ro hir or hcr prolilq and on olso changc rhc pmlilc boclgmurd c lhcrne for his r hcr

23
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rEcflmt pegc. ln addiri6. Trvi$cr uscrs can pd 'bios' of t60 clnrr{cr or fc$er to lhcir prDtilc

p08cs.

65. Twittcr ds kr'cps rP rogs for cocl uscr. Thcsc rogr eontohr infonnntion abou tho

uscr's logirE lo Trvirrr lrcluding for cach occess, rhc lp add.ss acdgrEd b lb user ard te
dalc nanp al lhc timc lhc us.r occcssrJ trls or hcr prulilc.

66. As disusscd nbow, Twirbr usrs cotr use thcir Trvittcr *"ours to po6a -Turccrs-

of l4o charders or fcnrcr. Erdr Tn..r incturhr r rirncsanrp rhat displsF wlrcn rhc.t.rvccr rms

rrGstcd ro Twirhr, TMucr uqrs ca' lrso 'fav.rite"..rr.-trwct.'. or rcpty to thc T*trrs of otlr
ucrs. rn additirn rvhcn r Tnrcr iucrdcs a 'r'wiucr .scnnnr, oflar prcccrrcd by rrr @ ds&
Twill.r deiglErcs rhat Trycct o 'n*nrion' ofrh idcnrificd uscr. tn thc ..corr:a. 

ub for codr

mount, Twitrcr pnovidcs rc rer rvirh a rirr ofuhcr,sers rvrn ha,c rayfiircd or ,otrEercd trE

usrr's orm Trvccts' as *c as a lisr of a[ Tstcts rha incldc fte uscr's rscnranc (ie, a [u of
all 'incnlitns" uul "rcplies. for tlrat rsrrrurmr:;.

67 ' 'fwittcr reos can iod*b phorogr.phs or imagcs in trr:ir Tn'cus Emh rrvitter

or=ourl oko is pmvidcd a rscr gallcry rrrat inchdcs in,gcs tlut ilr: u*.r hs sturtrt o.r Trviu&T,

imhding irugcs upbdcd by orhcr scwiccs

68. 'rMrtcr,*rs can also opl to irrrrdo raation rrota in rhcir'ttrreetr urrich rvilr

rutral llp .ocn' lmrioru or thc timc thcy posr eh 't*rcr, This -T\Er wilh Locdior-

frnoior is olr by dcfEut, so'r'rvificr us!,rs mus opt in ro rhc scrviq:. tn additfrm, Twirrcr rscrs

tmy &luc ilnir pas locction a;.u.

69. wh.n 'rwi*cr uscrs rvurt to Jrrs a'r*ttt ilru irrrudcs E rir* ro s *rb.ilg rhsy

can ,sc Twirrcr'r li* scwicc, which corvcrr3 lhc longcr rvcbcitc lint into a $oncncd lint fiol

bcgins rsirh hun://rco. This lirrt srvici mqo.rcs horv mony dnrcs o lint hc bc.cn clidrcd.

24
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70. A Twincr ucr can 'follorlf orkr -twincr 
uscrs, rvlrich nr:ars slkribirry to

lho$ usln 'l'u!ds and sire updacs Each urcr pmlih pogc includcr o li* o( rhc pcoph rvho arc

follorviog lhat uscr (i.e, tlr uscr's -folbrrcrs" lia) rxl a lisr of pcoplc rvlnm thal rrscr follows

(ie.. thc uscr's 'blhwing" lidl Twiltas rscrs caD 
.tnfoltorC' uses rvfiom thcy pruviody

litlosul. ad thuy caa aln uljust tfu privu:y ulrirrgs rbr tlu:ir pnrlilc s, tlur x:ir'l'$u:rs on,

visibh mly to thc pcople rvhonr 0rcy appovq ralts thsn lo rlE public (rvhidr b rhe A:&ult

' scllitrgr. A Trvincr uscr can also gro0p oth$ Trviucr uslrs into 'ligs' rhat dilDlay or ilrc righr

sirfu of thc user's home pegc on Trvi(rr. 1\itrcr also providcs uscrs rvith o lig of -who ro

lbllorv." rvhitr irclrdes o fcrv rccrxrnrsnhtkxu of rrvittcr acsrunB lhal lhc .nr mry fild

inrcrcglrE. bosed m rhc typcs ol'accorars rlfl thc rEsr is olrrady lbllowing and rvho rlrcc

pcoflc folhrv,

7L ln addition to pocting Trveu+ o Twittcr usct can atso s d Dirco Mcssagcs

(DMs) ro or of his a lrcr folloners. 'lbcsc nmgcs o,c lypically visiblc only ro lhc ssder od

thc rcdpicil, and bdh rh scndcr ard $c rccil*ru havc rhc ponar ro dchrc rc nsssge fiom thc

inboxcs of buh ,scrs. Ar of Jon,ory 201| 'l wilrcr di$laycd onry rho la,r rfit DMs 6r a

pdicrhs user, bur oldcr DMs arc lrorcd on Trvittct,s &taSasc

n- Twitter uscrs can conrigurc thc sadogr hr thcir Twittcr amorrrs in rruncrous

rmys. Por cxamph, a TMttcr uscr can conligurc his or hr Trvilrer accounr ro scnd updatss to rtc

us:r's nrcbilc phonc and thc user can nlso sct up u 'sletp tirnc' during rvfikdr Tlvilrcr updatcs

will rtd bc sE lo lhc usr's phoc.

73. Trviter inchdcs a scarch frnaim tlra cnoHcs iu uscrs to sclrch sll pHic

'r\ols for Lcy*ords, rscnurnr:s, or subjltl. onrong orlrcr hiogs. A Trvittcr rnr nury srre up to

25 post semher
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74. Twincr uscrs can conret thcir Twittsr rcolnts ro thir&porty uttsitcs ald

applicatioos, which moy grmt tlEsc trtbiitcs arxl applicatioos ace€s to thc us€r3' Frblic 'fwiltEr

protilcs.

75. lf a TwiUcr uscr docs mt rra lo ideract with urothcr uscr on T$'iltai, lhc lirlt

wrr can "bloct" thc grcld uscr lrun tirllo*.irry his or h,r rrccourrt,

76. In some cosea Twlu6 uscrs mry cornmunicate dirc.cilJl rvith 
.I-wittcr 

abott issrs

rclariry o thcir accounr, $ch 0s rcctnical proucns or contdaiars" social{Errorling provklcrs

likc Tviuv typically rctain rcconds about such conmurrications. including r€cords ofconrscrs

bct*.co lhc urcr lrd thc provi&r's s4porr scrviccs, c r..ll as rccords of ury aaias ratcn by

thc povllcr or uscr as a ..srlt of thc qnmuniccirms. 'frvittcr may also sspcnd a parir:uk u*r
for kuching Trvittcr's lcrms of scrrricc, dwing ufridr tinrc rhc 'rryirtcr nscr rvilt bc pevcnrcd

fiun uirry Trvifier's scrvics.

n. Yqr affunt is u*arc thot saial nqryo*iq5 o,ch rs thc rsc of Twitrcr, is an

incrwingly common uruy for pcrsoos to ooerutticatc. yqrr alliurr b frurhcr arvarc that

'l\incr us:n ollcn ,se thc 'r'Mltcr nrcssaging out poding fuocrions to pmvi& onc ouhcr

altrrmfvc conEa informatior, such os uuitional rrvitter occountt c-mail accounq plrorc

nunbss, auuor olbcr $cial rldwutinE cq ocl informdbn in or&r lo continrrc urd faciliruc

their csunnbstions pitatcly.

78. Thcrchrp, thc comFrcrs of TrvilLr rrt likcly to contsin oll drc rnatcrial rlcscribcl

abote ircluling sorul clcqronh conmunkuiors orrd infonnation conccflrint subccribcrs ofit

thcir usc of rwittcr, srrh os occourd mccss infqrnation. tnlstion information. ud uhcr

occqnt ilformotion.

26

Case 2:15-cr-00171-MMB   Document 102-1   Filed 04/03/17   Page 43 of 52



Conouacrr. Elcclrollc Stonra uad Foreirrlc Anllvdr

D. As dcscribcd abow ud in Attaduuu B. tbis agplication scds Froissim o

scarch for rccods thg mighr bc found at: PA 0hc

-pcmks.} in uttatcwr form tlrcy arc foud. Onc fonn in sfiidt rhc rccods might bc fcxmd is

rlal3 gonrl ou a rrmprtcr's hId rlrive or olltcr elcdrutic slorqgc rnulira bcsarn: r,r rnninqrs

rulovaot und inorlpubry etcctronic connrunicatiqrs hovc tccn i&alilicd during thc crusc of

this irncsigufrm wiich rcsolw to lP addcss ?l.2330.0, asiorrxt rvith Kcarn ltonus,

PA Thug tlp srnont opplicd for rvouH outhorizc lhc

sciarc of dcgrqic sragc modh or, potcolially, ilE copying of dcaronicalty sorcd

infmuatior oll udcr Ruh a I (e[2[B).

80. Prohhlc cottrlu. I arbmit tho if a cornFtrcr or $brotc mcdirm is fourl on tte

prcmiscs, ilE e is Foboblc csu$ lo bclicvc dG.! records rvill bc srorcd on thot compurr or

soragc mcdiun, for ot lc6t thc tollowlng tE s,.ri:

& Brscd on nly LmMcdgc, troiniog, uxl cxpcricncc, I know thot mmprrcr

Iilcs or rcrnrqrts of srch fihs can bc rculvcrtd months or cwn ycars o0cr llry harrc bc<n

dounhoded onto a storagc nrcdiurn, dclctql, or vkrycd via thc lntcrnct. Elcctronic ltlcs

doudoodci to o gomgc mcdiun can bc slorcd for yE6rs !t tittlc or no cost. Evcfl rvhm liks

havr bstrr &lctc4 l]Ey crn bc ttcortrcd rnontls q ]tars latct using forcosic toots. Thb ic so

bccasc rvhn a pcnon *dclctcf a lilc on a conprdcr, thc data containcd in tlr filc doca mt

rtrolly dir4peaC rollrct, tlat rht! rtruirB oo fic slongc mcdium uotil it ir ovenriuan by rsrv

ddr

b. 'ttercforg dclctrxl tile+ or rqur s ofdeletcrl tihs, may residc in frcc

sDscc or shck spscc-{hat ig in spocc or thc *oogc mcdium thnt is not cuncntly bcing usd by

1''
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an dirc fih-for hog pctiods of tinrc bcfore thc, arc ovcnwittcn. ln additioq a comFilcr's

opcratlE sy!ilcgl Eay olso kccp a record of &lacd date in a inmp" or'rccovcry' tib.

c. Wholly qrt fmm uscrAouatal lilcq conrprtcr stcryc ]ndli&-in

Faniculer, comFreG' imcnrl lurd ddw+onain dcctrq&: cvidelrcc of how r conFrer lps

bcin nsrl. rvhd it hor bccn rscd for, and rvho has uscrl it. '[o girr: u l'crv r:samplq his frrctsic

cvidcilcc cut r*e hc fmn of opcrating qdcrn clroligrsdlot!3, lnifacu frsn opcrating ipcm fi
opflketior opcroioo, lilc syscm dan srngurcs, md virtral nrcmory 'srvap' or pqiry lilcs

&mFrler uscr t]?ically do mt cmsc or dclcrc Ns cvidcrrcc. bc.a:ru* q:cchl sotllrarc is

tytiolly rcquircd for that td. Hourcvcr, ir is tcchnically pocsiblc lo dclqc rhb infonrution.

d. Sinilady, Iihs thar havc bcsr viorsl vis Uc lnrcm{r uc lofiictios

sulomotically dorrr oded into a tcnporary lrlcnEl dircclory or -c*hc."

81. Fqetalc cakhtra fu furthcr dc$ribcd in futch&srr B, tlir 4plicoliur scdrs

lurnissior to hcatc rret only comFiler libs tlnt miglrl scnrc c dircr;l cvi(hr of thc crimes

deseibal on thc sartant, h.il sbo for fortnsic clrrroric cvilcrrc thar rsrablishrs how

LurFrlcrs \atc usod, thc prposc of tlrcir usc. who usrl drern, md rvhcn. Thcrc is poboblc

cas. to bclicyc dlar this forensic clccturic evklcrrc *ill bc on any storagc mcdiunr in tlrc

prcmbcs bccasc:

a" Ihta on thc saagc mulium wr provfrle cvi&m: of a filc thot rws oncs

m thc soragc ndiun hl has sirrc bccn dcletcd or alitu[ or of r dellcd portiqr of a frh (srdr

as o FraSraph rhst hos bcar dctsted fioor o rronl gursing fitc). Virtrnl nurnory poging

systssrs cut lcsvc lmcEs of infsrnation on thc Aomgc mcdimt thlt drow nrhU td.r End

FacIFS tn$c rceody Gtive. Wcb bn uEcr+ enrdl pmgoms, and dut progrunr lore

crrrligurdion infornution on th sforugc nrcdium tlul cao revcal infomatbn srrch rs mlinc
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nicknuncs and psslrords. Opraring q6cms csr rccord oddlional infonnlioq sh s thc

allrctlEnt of pcddrcrab, rhc otelrarcru of USB tlash gomtc dcviccs or ohcr extcntol 3lda89

rncdio, ond thc timcc thc compucr rvs in use Coolptltcr Jilc rytcns can rccord iafonnation

ab<lln rhc ddcs filcs srru Grcarcd ond thc sc$Etct in rvfiich fuy trtrc qcatc4 lIho4h lhis

infonrntior Gcl hlrr bc lhlsilicd.

b. As cxplaincd hclcil1 infonnrtioo sored within a corpucr ard oltrr

clccrruric mngc nrcdh may ;mvidc cnrhl ctihncc of the \tho, $tttol, *ty, wlEq ${tcrc,

and horv" of thc criminal condrrl unrhr lnvcaigatior, thus orabling thc Unitcd Stotcs to

c<abli$ arrl prow cach cbnrnt c altcnraively, to c.rchdc t}r inrnccnt fiun fudhcr srlpidoo.

ln my uoinirg ond qpcricncc' informolion slottd within r compulcr or 3torqc utdh (c-g-

rcgi$ry infamdkrq commuaicaions, imagcr md nnvics, tralsriqul infmnarinrt rccords of

slro dtncs ond durstixrs, iil€mcl hisory, ard mti-virus, spy'rmrc. ond nnlmre daccrioa

prugraDs) @r ildicatc wlp has rscd or conlrolkd thc cornprtcr or storogc nrulh. This'uscr

ourihrtio'cvifu is rnabgous lo thc scarch for'indicio of occugoncy" whih cxcnrrirg a

scarsh tantrt al o nsidcncc. 'ftr: cxltEncc or rbccrrc ofonli-virus, spprarc, ond mahmrc

&tcctln pognms may itdicatc rylrtls rhc compuer urds rcnotcly rcccssc4 thur irulpatiry

or cxerlpoiog th conpnlcr ornEr. furthcr, coruprtct erd soagc mcdia activity catr indicab

horv ad r6cn lhc comF{sT or sbragc mcdia nras accesscd or uscd. For cxamde, as dcscribcd

ls€in, conplErs rnically r,nr rrin inforruali$ thll lry cnnq lcr usct:Ecount scssion times

ud &adidc, qryuEr uivity urriatal with uscr murt+ chcuo.ric skrmge rredia rlrrr

cun*:cls{ with fie cqnpucr, aod tlrc lP addrcsscs through rvhidr lhc compurcr r.ccscd

nclnorts ad thc iolemrl. Srrh inlbrm*bn ollorvs inrtcigators to lrlxlssl d thc drlomlosicsl

contcst of compulrr or clcclrqric slomge rncdia acccsq us:. ard cvcrus rduing to lhc ctiEtc
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udef in\digciqL Arldilionally, sornc infornruion aorcd within o coluputrr or clcdrunic

so.qc ,Elh rEy pmvi& cnrial evidcncc relaling ro olc physicnl lcation of othcr cvidcnct

urd rlrc suslut. For cxamplc, irngcs lorcd or o coolputEf ltuy both shorv a panicder lmtim

ard how gsdo.ation informatior incorpororcd into ils lile (hto. Such lilc data tyAicilly also

qrntains hrfonndion iulicating wt*1 tlw filc or ilnngc ru.rs crulrul. ']lrc cr.islcnrx of sr{r ilsgc

liltr, atong with erternal dcvicc conncction logs may olso indicatc tlrc prcsemc of addilkml

clccuonfr: !r6€c tr€dh (c.9. o digiol carcro or ccllular phone with an incorporard cancnl

'Ilrc gsrgraphic and tinc{inc informatim dcsribcrl lu.'n:in nuy cithcr irrctlFtc or €scnlpqlc dlc

dnqrre rscr. Lst, inbnruim storql rvithin o onputsr rnay provi& rclcvurt itlsighl iilo lhc

cqnpuer uscr's stllc of mind s it relncs to thc offensc utdcr invcuiguion For cunPh,

infsmuirn within th cunputct may Micac thc owrcr's nrotiw ond intcnt to cormrit a crinrc

(c.g- itileinct scarclp irdirntine caiminnl phmilg), or consciousrcss of guilt (c.8 , nming e

'wipirg" pmgp n m dcsroy cvidr:no: on lhc conrpucr or passttonl prctrrtiry/crcrypling srch

r"vklcrrc in nn clTort to concrnl it from lnv cnfonmnt;.

c. A pcrsoo rvilh slrf opriarc fsnlilisrity rvith horv D comprtcr rw*s cm.

allcr cramining this fonssic cvidcrp h its pmpct cortcrt. draw corrchsbns aborl how

oxrputcrs wrc usc4 thc Fulnsc of tltir tsc who uscd them, ald whcru

d. Thc prm of ifuiifyiqg ilp c*ld filcs. UGt1 E"istry cdlics. logs, or

ohcr 6rms of forcnsic cvidcncc on o sloroge mcdiurn tlut arc rrccssary lo dnrv an lacuratc

conc.tslm is o dyumic proo:ss. \Vhih it is pcibh to spccify in advancc fic reco.ds to bc

so$hl, comprrlcr cvidcno: is not olrrrlyr dua that can bc mcrcly rcvicrved by a rcvforv tcam and

passcd alorry to inrufiEab.s" Wlrcth:r daIa slord m a @Uu&r is cvidcocc may dcpcnd m

uhcr ilfornution *orcd on ftc comFtlc{ ord tlrc qrplication of lirrcrvlcdgc ahout hon' o
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compdcr bdtsvrs llErcfor€, cq cxfuol information ncccssory lo undcrstsrd dhcr cvi&ncc

also hlls rvithin thc scopc ofthc rvarrant"

c. Futhcr, in luding cvirl,errcc of horv a comFrler nras usd thc prpocc oI

irs nsc' uto tEql ir, ard rvtco, snctirncs it b rrcry o cst$listr thot a particular IhiDg L nol

pn*fl|otr a sl(rrgc ruxliurn. I.ir cxunpki thc prgsctrcc or !b6cnr:c of qruntcr-forcnsh

Fo8rrtrE or arli.r,inrs prqnns (ard associucd data) rmy bc n:tcnanr to cgeblidriE rhc rsc/s

iucnt.

8Z Necesity ofscizhty or cophtg cntift coutputers or slnnqe uediu ln rnod cases.

a thorurgh srorch ofa prcmiscs fc infonrution rftu might bc gorcd on (oragc muth oflar

ttquins the sciarrc of ftc $ysical stca8s medh ord lucr olr+ito revicrr csrsinc ryith lhE

ryarrlnr. ln licu of rcmovilg uuogc rnc-dia fmm thc pemkcs. it is somrrtincs piblc to nrakc

ar inugc copy ofstoragc nrcdia. Gcncrolly spcaking imaging is tlrc toking ofa conrflac

clcc{roflic picrun: ofrhc colirput€f's &to, inctuding all hiddcn sccrors urxl dc&xcd tihs. EitlEr

sciarc or inagiog is ollcu rcry to orsllc thc eurory ond cmrplct^nc<r of &u rwrtcd

m rhc stragc mcdiq ond to prcvcnt rhc loas of rle doro citlrcr fmnr occklenol or irrcntiorol

dcstnctim. lfis is tnrc bccouse of thc foltorviag

o- Thc timc rc$tirtd for on craninoim. As mtcd abovc, rct dl cyilre tolcs

tlrc fom of dmmenrs and lihs fta can bc carily vicntd on sitc. Anolyzing widcncc of hmv a

comporr has bccn uscd, rvlrat il has bcco usd fm, aul wb has uscd it rcquircs cotEidcrabh

lhrc, od uti4 fid mch time on paniscs cqrH bc unrcconaHa As c*phincd aborrc,

tc.ursc rhc rwrrutt calls tor forcnsic elcamnh ctrkbrcq ir is cxcecdingly li}cly rlu ir rvill hc

ncccsary to tlDloughly cxaminc storagc tDcdis to ohEin cvidorce, Storago mulia can slorE !
targc volrxrrc of infornration Rcvbwing thal irrtonnation lirr things rhsr,ribcrl in du rvarat can
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|akc$Efksofmor[hs'dcpordiryonrhcvplurrrcof&u{orqt'ondrvouldbcimJrclicolad

invasitt to alternP omite'

b'Tcdficalrcquircmcns'ComFrcrscarrbccorrfigurcdinscvualdifrcrc'tr

rvays, fcalurfuE o vE frlty of diifcrcnt oFsting syscms, qplicslion son\rar€. otd conligurorions.

'ltcctbn:. ssrchir8 thon sourctinrcs rcquinx torrls or krrrrvlu.lgc llrnt rnighl lEr bc pnsct{ on

1rc *:aclr sire. Thc vas aray ofconrputcr hadnrarc und sollnnre avaihblc rra&cr il dilftcult to

knorv bcforc a scarth what tools or knorvlcdgc will bc rcquircd to onalyzc tlrc sysiton otd iB d1l!

or thc Prcrnires. Howerrv, bting lhc uorogc nrcdh off*itc and n:vioving it in u controllcd

crvimnmcnt wilt oltow iu cianination wittr tlu propr lools ard knorvledtc.

c. Varicty of forms of clcaruric nredia Rccordr sought udcr lhis wamnt

could bc srored in r mriety of *orogo rrcdh fcmos thot may rcquire olf-sitc rcvir:wing with

spccializcd forensic ools.

t3. Ntttllre of uoninalrbrr. Ihscd oo thc forcgoing anr! coruistcot rvith Ruh

4l(cX2XBL drc rvarrant I mr applying hr tould pcttnit sciziq; imging or cnhnvisc copyirg

slongc rncdi! Unt rcasonably oppcar to conhin sorm or all of thc wklcltc dcscribcd in drc

warrant, and nurld outhorizc r lotcr rcview of thc mcdia or infoonarion colrsidcnt with thc

worutl. Thc lelcr rcvierv may rcquirc techniqrr* lnclrrling but not limitcrt to cornputer.assisrcd

scars of thc cotire mrdiuru that rnight E(posc many ports of a hard drirc to human inspcaion in

onlcr to &erminc $ficlhcr h is cvidcncc dcsctibcd by tlt tnnant.

8,1. Bccausc scvcnl peoplc sharc tlrc prcmiscs as a n:sirlqrce. it is po""r'Ue that the

pmrnbcs rvill contain srorogo mcdio that sr€ Fedomirrilly usul, md pcrlupc ouncd, by pcrom

who orc mt srqrdcd ola crimq lf it is nondltclcss dctcrmined ilrat thot il is pssiblc thqt thc
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thiry dcacribcd in thir $a nt could bc lirurd on any of tllosc comp.Icts fi $fia99 mcdi!, fu

nzruu applkxl fc $T nrkl pcrrnit tle scianrc ord rcvi6 of tlnsc itanrs as ntll-

l*ell Dircurslso Rcelnllne Onlinc Accounrs

85. Undcr 18 U.S.C' 0 27(R(g), a tarv cofuccnuu offic.t fu mt bsvt l,o be pEscnl

for cithr thc srtl,icc fi rl\q:utidl of thc $urrsttl lt b srlll-lcicnt fm us to scrtt: it by fis or b1'

rnail rpqr Fecbook and T$itlct ("ftc Povidcrs"I urtridt hos old opcr.tc 6c ffionttu tbt uc

ttr stjr-t of thcsc scorch rvrrrsrts. I rcqrcsr tha thc Provi&tt bc Bquircd to ptodBc tltc

charuic conolrnir:otiors ard othcr infomElid kkoliliod in Arlochnrcnt A rnd Pur orc of

Attaclmrnt B hcrcro. Bccursc tlc Prcvirhrs arc not lnuc of thc focs of thir irnrraigatiol thir

eurploycs are not in o positiqr o searclr tor rchwurt cvidsrcc. ln additiorr rcquirirg tle

Pmvid:r lo pcrfofln thc scarrtcs nould bc r hrdcn upon tlrcm. tf thc Pmvirhrs arc !6tcd b do

is pm&cc aU thc lilcs in thc muntl an cmplqrcc car do tlnt casily. Rcquid$ thc Provltts lo

scarch thc nalcrisls to dctcrrnirc rvfint corncm ir rcbvnnt soukt add to thcir burderr.

86. Wirh rcgod to thc onlinc accordr bcing scddrc4 I rcqrBt thil tlE Cqrr

auhoria hw cnforccmc lgcnts to sci:e mly rcc itcns i&ntillcd in Pan Trvo of Atrelilstt

B, frun what is prodrccd lry tlrc Pmvirlrrs Firsunt to thc scsrch rvanenu. In rcvicrving tle

ilcnt, 1 rvill trstt UEm in thc mmr: rmy as if I rvcrc scarching a filc cabirct for ccrtain

docrn*nts. ltcns rvill bc scamcd quictb. to dctcmirc if thcy orc rckrnu !o my scsolL lf tlEy

arc, the, qrill bc nid. ltl ddctrnirc 0tot thcy dG not rclctant, I will put tficrn askic wirhor

rcadig tlrcm in fu[. Thb medod is similar to ufiA a lorv enforcenrcr[ olficcr nurld do in ttc

scarch of o liling cobina or a sciz.cd comptcr.
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t7. Undcr l8 U.S.C. $ 2703(bXlXA), nrxicc lo rhc ctslorrcr or nrbccribcr is not

nquircd whcn thc gorrrnment obrains thc r:onlcnts of clcctruric communl iqrs usiag a soch

rvdTGL

88- Urdcr lS U.S.C. $$ 27t l(3) ild 3127. fiis Couri has lhc adhodty to issrrc tbis

lwrr dircclin8 thc Pmvidcrs, ct'qn drcuglr llry arc urt lotnltxl in lhis dirlrh!, bcsaur thc

Corn bus juridiairn owr thc offcrrsc bcing int cdigtcd.

S9. I ako ask thal thc rv t l dirccl lho Provi&R lo produo: rccords ud ofur

iufomodon pcrlaining. lo lhc oforcmcntiorcd ac{ounts. Tlrc govcrnnrc$t mly oblain grh rccorls

cithrr by liling n motion urder I 8 U.S.C. | 27{B(d), or by mcans of a scoch tmront undcr

! 2ru3(cX I XAI Sirrc I nccd a scudr Mnant to oblain lhc o&xtolrh communicruirxu onpray.

I on proecding in thc rtqrst fo n-ads by *arch wananr as rwll. 'lhc fes sct fonh obove o

show Fobobtc causc also consrilurc spccilic ad sticrlabb f*ts, showing tht thcre orc

rcosmable gouuds lo bclbvc lhat rhs rcconb uxl uhr informotioo soqlr arc rcbv:urt ard

ndcrisl to @ oogoiry criminal invssiguior, r rcquirul by lt US.C. 5 270{d}
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coNcl.tsloN

m. 'Ihcrc is tlus probobh caug: to bclicrrc tlul ftc ofocmcnlioncd prnisr'r and

orlin: accountr, os &:scribcd in Attachmant A, contain cvi&nse, contrabeud. fruits, ond

irurmncrualiths of violatiors of Tith lt, Unitcd Strtcs Cods, Sr'r.rion 23398 (pr,ovidirrg

$PFrrl lo

tl.{n.

a dcsigrxrtul forcign tcnorist sr:l fonh hr r\ttaclurcnt D.

n Mcl
Sprrio3 Agcnt,
l"c'rlerol Bureau of lnvestigation

, a|k 
^?11j,.,oJ co* it<?1,2c r)

SWOIINTOAND
SUBSCRIBEI)
BEFORE ME THIS

- _+Ld / - d.r*of ts)l.L/v-L 2ot5._-

H ELlzAB T. ]lliY
IJNITF.D STATES MACISTRA'IE JUDGE
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409! (Rci'- 11,09) S.irch {lt, Sei2trc lvurnttl

Uuneo Srnres Drsrnrcr Counr

REDACTED
In Ihc Mattc'r of the Search ol'

I lrriel\' i.sat'ih' E llt,l,per|]' k, ht seli,1chi,IJ

or ilantifi tht poson h-v tane aul *hlres)

)
)
)
)
)
)

Casc No. 1q -4t1
lnfornrllon Bssocfuled rvith thc
followirrg Google. lnc. Iccourls:
. AlmuhrjirS.l@gmril.comi
. KThoma5298{@gmril.comi !nd
. ltty ond qll sccounls rcsolvilg lo

lP sddrcss 71.23.2J0.0

SEARCH AND SEIZURE WARRANT

'Ii): Any authoriz-ed larv entbrcement ttfiicer

An application by a lederal larv enl'orcemenl officer or an ottomey for the government requesls the search

of thc lollorving person or property localed in the Ea{etDisEbLeE$glllf@b
li.lt ilv the peBoD or .lcrc ht thc prolxnl' ro bc sc.rrchr.l aul gh1P itt loetlitt )i

Google lnc. rrccounts AlmuhrJlrE l@gmlil.com; KThomos29E{@gmail.comi rld ony ond !ll accounls resolvlnB
(o lP:rddre$ 71.21.230.0, [s nlore fully described ln Atlochmcnt A.

'fhe person or property to be searched. described above. is believed to cooceal lt.leni1y ttu pcn"a t &scrihc tlc
,'/..ot'cr , k, h. tei:c,lt:

Scc Alhchmerl B.

I lind rhat rhe nrlidavit(s), or any recordcd testimony. establish probable cause to ss.arch and seize the person or

Property,

YOU ARE COMMANDED to exccute tltis warrant on or before Mav l. 2015
IIot to lrccul ll 1 .,-s)

E in the daytirne 6:00 a.m. to l0 p.ur. f at any tinre in the dny or nighl as I find reasonable cause has bren
established.

Unless delryed notice is authorized belorv, you must give a copy ofthe rvarrant and a rcceipt for the propeny taten to the

percon l'rom whom, or liom whose premis€s. the property rvas laken, or leave the copy and reccipt at he place where the propcny

rvas taken.

The ofliccr cxccutirlg this rvarrant, or an ollicer present during lhc exccution oflhe rvaBonl. rnust prepare an invcntory

as rcquircd by law and prooptly retum lhis wnrrant and inventory to United Stalcs Magist-ate Judge

Honorable
(one)

E I find that immediare norificarion may have an adversc result listed in l8 U.s.c. S 2705 (cxcept for dclay
oftritl). irnd outhorize the ollicer€:(ecuting this lvanalr] to delay noticc to thc pcrson rvho. or rvhose propeny, rvill be searchcrl or

scizad kheck the oppropriute bo !- for days (ttot lo erceed J0).

E until. the factsjustifying later speci <late of

Dale and titrte issued: ^l 
n,N,i 3,.t)

JulFe's sigtrttn.e

Honorable Richard A. LloretcCity and state: Lvro.
l'rintd aune uul titlc

for the

l'lastem District of Ponnsylvania
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lOgl tlttr. l:.ngt *tmlt.ukl *t:tt? Illrat/lt ll\ttc :)

Rcl rtt

Dote uul lime wn'rmrl excct lcl: L'o1t1, olrurr'rnn n t inwnnry lalt ttilh:Case No.:

lniiitry nrulc in the prcscnce o!':

lnventory o.f the propcrtv ktken art.l rr.r,rE of attv pcrson(.t) seizad:

I tleckre wuler pettatty olperjury that ris huentory is conecl cutl va returned along with the origitral

wnrrunt lo ire iasignutcdiu.lge.

Er* ut iag oli cer's sigttat urc

t'rirtte.l non e arul ,illa

D.,te
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ATTACHIVIENT A

LOCATTON TO BE SEAIICHED:

Google, Inc. accounts:

o AlmuhajirS4@gmail.com;

. KThomas2984@gmail,com; ond

o Any und all accounts resolving to IP address 71.23.230,0

storcd at premises controlle<l by Google, lnc.. 1600 Amphitheatre Parkway, Mountain View,

Califomia, 9,1043
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B

A,TTACTIMENT B

Pxrt One: ITEIVIS TO BE SEIZBD:
(TO BE PROVIDED tlY GOOGLE, lNC.)

r\ll communications, records, liles, logs, or informalion, including those ilems thal have been

deleted but are still available to Cooglc, or have been prcscrved pursuanl to a rcquest made under

l8 U.S.C. S 2703(f), daterl trorn Junc 2013 through lhe prescnt. including:

A 'l'he contcnts of all communications associaled with the atbremcntioned accounts,

including stored or prescrved copies of communicalions scnt to and from the accounls,

the source and destination associated with each communication, the date and time a(

rvhich cach communicalion rvas senl. and the size and length oleach communicationi

All records or other intbrmation regarding the identilication of the accounts, to include

l'ull nanre, physical address, telephone nutnbers and olher identiliers, records ofsession

tirnes and durations. the dale on rvhich each accounl was crealcd, the lcnglh of sen'ice,

thc typcs of servicc utilized, the IP address used to rcgistr:r the accounl, log-in lP

atldresses associated rvith session times and dates. accounl status, altemalive e-mail
addresses provided during registration, methods ofconnecting, log liles, and means and

source of payment (including any crcdit or bank accounl numbers);

r\ll records or other intbrmation slored al any time by an individual using the accounts,

including address books, contact antl buddy Iists, calendar datq pictures and liles; and

All records pertaining to communications betrveen the aforemcntioned accounts and any

pcrson rcgarding lhe accounts, including contacts rvith supporl services and records of
actions taken.

PartTrvo: ITEMS TO BE SEIZED:
(TO BE EXECUTED BY LAW ENFORCEMENT AGENTS)

All information and data described ubove that conslitute tiuits, evidence, contraband,

and/or instrumentalities olviolations or attemPts to violate l8 U'S'C. $ 23398 (providing'

attempting to pmvide, and conspiracy to providc material support to a designated loreign

renorist oiganizarion), along with any er.idence that would tend to show the true identities of the

persons committing this otlenscs.

All availabtc log tiles showing datcs, times and lP addresses for access to these accounts.

Records relating to who created, used. or communicated rvith the accounts described

above, including records about their identities and whereabouts'

C

D
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tr^ qr7
AFFIDAVIT IN SUPPORT OF

A ICr\TION FOR SEARCH W ItP

I, Manin McDonald. bcing lirst duly srvorn, hcreby dcposc and slate as follorvs:

lntrorluction

I . I nrakc this utlidavit iu support of an applicatiorr undcr Rule 4l of the l;edcral

Rules of Criminal Procedure tbr a warrant lo search Google. lnc., Ibr intbrmation from the

follorving accouns:

. nlmuhajir84@gmail.com;

o Kl'homas2984@gmail.com;and

. Any and all accounls rcsolving to ll, addrcss 71.23.230.0.

Asent llacksround

2. I am a Special Agcnt rvith the l-tdcral Bureau of Invcstigation (..FBI") rvirhin the

rneaning olTitle 18, United States Code, Section 3052, und as such l am an otficer ofthe United

States rvho is authorizcd.to investigatc larvs of thc United States and to execule tvarrants issucd

under the authority ofthe United Statcs. lhave been employed asan FBI Special Agenl since

November 2010. I am currently assigned to Counterjferrorism Squad C[l ofthe FBI's

Philadelphia Division. and [ *ork National Security matters. I have panicipated in the execution

ol'numerous search and arrqst warrants during my career to date. I lrave also been involved in

iuvestigations olnumerous types ofolTenses flgainst the United States. including crimes of

lcrrorism such as material support ollbrcign terrorist organizations, and othcr violalions as set

tbrth in l8 U.S.C. $ 233 l. et seq.

3. Thc thcts in this affiidavil comc from rny personol observations. rny training and

cxperience, subpoenaed records. and information oblained from other agents and rvitnesses. This
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allidavit is bcing submitted tirr the limitcd purposc of obtaining u search rvanant. ltdoes not

contain cvery l'act knorvn to the United States about this matter.

Anplicablc Llrv

4. Title 18, United States Code. Sectiotr 23398 ("Providing material supporl or

rcsourccs to designatcd foreign tcnorist organizations") providcs that, "Irvlhoever knowingly

provides material support or resources to a lbreign lerrorist organization. or attempts or conspires

to do so, shall be tincd under this title or imprisoncd not more than l5 years, or both."

5. Pursuant to Federal Rule ofCriminol Procedure 4l ("Search and Seizure"), "a

magistrate judge - in an investigalion of domestic tcrrorism or inlemational terrorism - rvith

authority in any district in which activities related lo the tenorism may have occuned has

uuahority to issue a warrant for a lrerson or property within or outside that district." Fed. R.

Crim. P. alGX3). As set forth belou activiiies related to inlemational tenorism occurred within

the Eastcm District of Pennsylvania. Thcrcforc, an Eastem District of Pennsylvania magistrate

has authority to issue all related search warranls.

Technicrl Terms

6. Based on my training and experience, I use the following technical terms to

convey the follorving meanings:

a. l$ddresg: The lntemet Protocol address (or simply "lP address") is a

unique numeric xtdress used by computers on the Intemet. An IP address looks like a series of

tbur numbers. each in fie range 0-255, separated by periods (e.g., 121.56.97.178). Every

computer attached to the tnternet must be assiBned an tP address so ihut lnternet traflic sent lrom

and directed ao that computer may be directed properly from its source to its destination. Most

lntemet scrvice providcrs control a range of IP addresses. Some comPuters have static-that is,

z
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long-tcrm-lP artdrcsses, while othcr computcrs have dynamic-lhat is. lrcquently changer!-lP

addresses,

h. Internet: 
-l'hc 

Intcmet is a global netrvork ofcomputcrs and othcr

clectronic devices that cornrnunicate with each other. Due to the structure of the Intemct,

conncctions bctrcccn deviccs on the lntemet oflen cross state antl intemational borders, cven

rvhen the dcvices communicating rvith each other are in tlte same state.

Shtemcnt of Probable Couse

7. The FBI is conducting rn investigation lbcused on the use ofthe lntemet by Al

Qaeda-atliliated tenorists and other tcrmrisl groups to promote violentjihad. I am assignedto

rhis investigation and har.e been investigating this activity since July of20l3. Over the course of

this invcstigation, the FBI hos identilied lpecific individuals rvho use eleclronic communicalions

and social netrvorking websites to radicalize, recruit and provide rnaterial support to the terrorist

group the lslamic State of lraq and thc Levanl (ISIL), in violation of l8 U.S.C. $ 23398.

tl. Based on my training and experience and the facts as set forth in this affidavit,

there is probable cause to believe that cvidence, fruits, and inslrumentalities ofviolations ofTitle

18, Unitcd States Code. $ 21398 (providing, attempting to provide, and conspiracy to provide

material support or resourccs to a designated foreign tenorist organization) will be found at

Google. lnc. on the tbllorving accounts:

. AlmuhajirS4@gmail.com;

. KThomas2984@gmail.com;and

. Any and all accounts associated resolving to lP address 71.23.230.0.

3
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9. On October 15. 2fi1t, tlp United Slates Sectehry of State desitsnal€d alQa'ida in lraq (AQt),

0rn known as Jam'at al Tawtrid ua'al-Jilral, u a Foreign Terori$ Oryanization ('FlO') undcr Section

219 olthe lmmigration and Nationality Act and as a Specially Designated Global Terrorist under

scction I (b) of Executive Ordcr 13224.

10. On May 15.2014, lhe Secretary of Stale amended the designation of al-Qa'ida in

lraq ("AQl") as a Foreign ltrrorist Organization ("FTO") under Section 219 of the lmmigration

irnd Nationality Act and as a Specially Designaled Global Tenorist entily under section l(b) of

Exccutivc Order 13224 to add the alias lslamic State of Iraq and the Levant ("ISIL') as its

primary name. The Secretary also added the following aliases to the lSlL listing: the Islamic

State of lraq and al-Sham ("lSlS"), the Islarnic Stite of lraq and Syria ("lSlS"), ad-Darvla al-

lslamiyya fi al-'haq rva-sh-Sham. Daesh, Darvla al lslamiya, and Al-Furqan Establishment for

Media Production. Although the group has never called itself "Al-Qaeda in lraq (AQI)," this

name has frequently been used to describe it through is history. '[o date. ISIL remains a

designated FTO.

I I . As a consequence of these Department of State designations. there is a prohibition

against knorvingly providing. or atlcmpling or conspiring to Provide' material support or

resources to, or engaging in lransactions with ISIL.

12. On or about August 19,2014. ISIL claimed responsibility for the videotaped

bcheading olan American aid rvorker. On or about September 9,2014. ISIL claimed

rcsponsibility for the videotaped beheuding of another American aid rvorkcr. On or aboua

September 13,2014, ISIL claimed responsibility tbr the videotaped beheading ofa British aid

worker. On or about October 3,2014. ISILclaimed responsibility tbr the videolaped beheading

4

r\. The lslnmic Stntc of lr o rnd thc Lcvrnt (ISIL)
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ol'anothcr llritish aid uorkcr. on or irbout Fcbruary 3,2015, IslL rclcascd a vidco ofa captured

Jordanian r\ir Force Pilot being bumed alive in a cage. On or abour February 15, 2015, ISIL

rcleased a vidco ofrhc beheading ol'21 coptic christians in Libya. on or about February 24,

2015, lslL kidnapped approximatcly 70-100 Assyriarr christians located in Northeast syria,

including mcn, rvomen, and childrcn.

B. Kconnu Thomas. a/kh 'F:t t Al Khilt{:rh," a/lc/a "Youns Lioness"

13. Keonna Thomas ti*t came to the a[cntion of the FBt in thc summer of 201],

basetl on her public online postings expressing support lor violent jihad. The FBI has since

identilied many postings and comnrunications by'fhomas. on multiple onlinc sitcs and facilities,

and unrler various aliases including -Farayat Al Khilafah,'and ..younglioness.,'

14. Prior to her incarceration on or about April 3, 20'15, investigation confirmcd that

Keonna Thontas resided at Documenrs produced by an

Intcrnet Scrvice Providcr revcal that inlemct servicc rvas provided to Keonna Thomas, ar i

. and that her account was associated rvith Ip address

7r.23.230.0.

15. Over the course of this investigation. IP address 7l .23.230.0 has never been tbund

lo resolrr anyrvherc other than to thc address

C. Use of Online Communica tion Facilities bv Keonna ThomEs to
Provide Material Sunoort to of ISIL

16. There is probabre cause to believe Keonna Thomas has used mulriple online

accounts to connect and communicate rvith other [SlL supporters, as well as to provide marerial

support lbr lsll. in the tbrm of recruiting, l'undraising. encouraging martyrdom. and making

plans to travel orerceas in order pcrsonally to fight with and achieve martyrdom for lsll-.

)
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17. ()n April 3, 2015. Kconna Thomas was chargcd in ir Crirninal Complainl with

knorvingly attcnrpting to provide material support und resourccs, as defined by l8 U.S.C. Section

2339A(b), to a designated foreign terrorisl organization, to rvit: ISIL, in violation ot'Title 18,

United States Code Section 23398. On April 9,2015. thc Complaint was upheld in a

prcliminary hearing beflore a U.S. Mtgislrate Judge.

18. The Atlidavit attached to the Complaint alleges in relevant part as follorvs:

a. On or about August 18, 2013, KEONNA THOMAS, a/k/a "Fatayat Al
Khilufah," a/Ua "YoungLiones," rc-posted on Twitter a photograph of a
young male child rvearing lirearm magazine pouches and camoullage attire.
rvith the fo owing caption: "Ask yourselves, rvhile this young man is holding
magazines for thc [slamic state, what are you doing for it? #lSlS."

b. On or about October 16,2013. KEONNA THOMAS. aVa -Fatayat Al
Khilalhh," a/k/a "YoungLioness," posted on Twitter a picture of U.S.
Currency, rvith the lbllorving captions; "US Dollar notes donated by Kuwait
nationals to thc ISIS brothersl" and "Allahu Akbar [God is grcar]!! Supporr
the Muslims by giving sadaqah [charity]."

c. On or about December 12,2013, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah," a/k/a "Younglioness," sent an electronic communication to a
known Somalia-based violent jihadi fighter originally from Minncsora (Co-
Conspirator (CC) # I ), who identilied himself in his electronic
communications as a "mujahid [violent jihadi tighter]." ln this message,
TLIOMAS stated that she should be "able to travel I should be ge(ing some
money soon."

d. On or about December 13,2013, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah," a/k/a "Younglioness." sent an electronic communication to CC# I
advising that she "plan[ned] to leave the land ofkufr [non-believers]," but
cautioning rhal'[slpeaking here [online] about certain things is not. . . rvise."

e. On or about Decenrber I7, 2013, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah," a/Ua "Younglioness." sent an electronic communication to CC#l
advising, "l have moves to make so I will be spending less time on here . . . ."

l'. On or about Deccmber 17. 2013, KEONNA THOMAS. ar'k/a "Fatayat Al
Khilalhh," :y'k/a "YoungLioness," re-posted on Twitter the following
statement by another Twitter user; "'Happiness is the day of my martyrdom'
- Sheikh Khalid al llusainan."

g. On or about December 23, 201 3, KEONNA THOMAS, afl</a "Fatayat Al

6
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Khiluf'ah," a/Ua "YoungLioncss," re-postcd on '[rvitter a video along rvith
tcxt advising that the video constitutes "a nlcssage to #muslims in the west
l'rom a British brother rvith #lSlS #lvlujahideen [violcnt jihadi tighter]
#Syria." 'lhe vidco is titlcd, "A message frorn a mujahid." and is
accompanied by lhe following description: "ISIS nrujahid gives somc advicc.
Rayat a[ Tarvheed. Official Media olthe mujahidecn."

h. On or about January l. 2014, KEONNA TIIOMAS, a/k/a "Fatayat Al
Khilallh," a/k/a "YoungLioness," posted on Twitter the tbllowing statcnrent:
"l sce rvhy the mujuhidcen [violentjihadi fighters] Sacrifice Dunya flife on
eaahl lbr Akhirah [the atlcrlife] there's no comparison."

i. On or about January 4. 2014, KEONNA THOMAS, a/l/a "Fatayat Al
Khilafah." a/k/a "YoungLioncss," posted on Twitter the following statcment:
"Only thing I'm jcalous olis rvhen I see the smiles of shuhadaa [martyrs]."

j. On or about Januury 15. 2014, KEONNA THOMAS, a/k/a "Fatayat Al
Khilalilh," a/k/a "Younglioness," posted on Trvitter the following statement:
"l want thcse to bc my lasl words." Accompanying this statement was a
photograph ofthe following text: "By thc Lord olthe Kaaba [o shrine in
Meccal I have succeeded.'

lc On or about January 30, 2014, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah," a/k/a "YoungLioncss," re-postcd on Trvitter a photograph ofan
individual carrying an AK-17 weapon, with the following text: "Sponsor a
Mujahid [violent jihadi tighter]." Accompanying the photograph, THOMAS
re-posted the tbllowing statement by another Twitter user; "Did you know...
For as little as $ 100 you can provide a #Mujahid with his basic necessities tbr
I month?"

l. On or about April 10,2014, KEONNA TflONlAS, a/k/a "Falayat Al
Khilatah." a/k/a "YoungLioness," posted on Twitter the following statement,
followed by images of a skull. t'lames, and a gun: "l need a permanent
vacalion that can only mean one thing" ln response, another user ofTwitler
posted the follorving statement: "istishhaadi [martyrdom]."

m. On or about April 27,2014, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafalr," a/k/a "YoungLioness," posted on Twitter the following statement:
''l would prefer the shahada [martyrdom] ofbeing in the bodies ofgreen
birds." Based on my experience and expertise, this is a reference to the belief
that the souls of martyrs arc lreld in the hearts ofgreen birds.

n. On or about June 23, 2014, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah." a/k/a "YoungLioness," posted on Twitter the following statement:
"When you're a mujahid [violentjihadi fighter] your death becomes a
wedding. #HoorAlAyn [pleasures in paradise]."

o. On or about October 10, 2014. KEONNA THOMAS. ay'kla "Fatayat Al

7
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Khilafah." a/Ua "YouugLioness," posted on 'frvittcr the tbllowing statement:
"tulay Allah'l-a Ala [Godl give victory ro the Muj [violenr jihadi fighrersl &
dcstroy the kulTar & munabliqeen [infidels & hypocritesj Ameen."

p. On or about Deccmber 2, 20 14, KEONNA 'tl{OMAS, a/k/a "Fatayar Al
Khilafah." a/Ua "YoungLioness," postcd on Trvittcr the following statement:
"llwe truly knew the rcalities . . . rve all would be rushing to join our brothers
in the liont lines pray ALLAII accept us as shuhada [martyrsl."

q. On or about December 2,2014, a known overseas ISIL fighrer (CC#2) scnt an
clcctronic communication to KEONNA THOMAS. a/k/a "Fatayat Al
Khilalhh," a/k/a "YoungLioness," stating "i arrived and now going through
tmining. Follow on this account until I get rny phone." THOMAS responded
rvith thc elcctronic communication, "l'm so happy for u." CC#2 responded,
"You have no idea the blessing is it is to be in Raqqa [a city in Syria]," to
which THOMAS responded. "alhumduillah Rabil Alameen [Thanks be ro
Godl."

r. On or about Deccmber 2. 2014, CC#Z sent an electronic communication to
KEONNA TIIOMAS, a/k/a "Fatayat Al Khilafah," a/k/a "YoungLioness,"
staling, "childrcn of the syrians is the future generation mujahidin [violent
jihadi tightersl. Walaah They love Dawla flSILl."

s. On orabout Deccmber 2. 2014, CC#2 sent an electronic communication to
KEONNA 'ttlOMAS, uy'k/a "Fatayat Al Khilaflah," ay'l</a "Younglioness,"
stating, "trust me u haven't seens anything yet, U need to be here to see it."

t. On or about December 6, 201 4, KEONNA THOMAS, a/k/a *Fatayat Al
Khilafah." a/k/a "Younglioness," re-posted on Twitter a photograph of a
small male child with an AK-47 assault rifle around his neck, contnining the
following statement: "And if I were in Shaam [greater Syria], I wouldn't be
pleased till I became soldier of the Islamic State."

u. On or about January 30, 2015. KEONNA THOMAS, a/Ua -Fatayat Al
Khilalah," a/k/a "Younglioness." sent an electronic communication to a
radical Islarnic cleric located in Jamaica (CCH3) stating, "i don't want to say

much here . . . . as of now im still here in the states but will be leaving soon."

v. On or about February 4, 2015. KEONNA TFIOMAS. a/k/a "Fatayat Al
Khilathh," a/k/a "YoungLioness," submiued an application for a United States
Passport.

rv. On or about February 14,2015. KEONNA THOMAS. a/Ua "Fatayat Al
Khilafah," a/k/a "Younglioness," sent an clectronic communication to CC#3
stating. "deactivated my twitter till i leave for sham [greater Syria]. . . . don't
want to draw anention o[the kuffar [non-believersl and it mess my plans and
they take my psss port and i get stuck here."

8
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x. On or about !'cbruary 14, 2015. KEONNA THOMI\S. iy'k/a "Fatayat Al
Khitatah," o/k/a "YoungLioncs." sent an eleclronic cornmunication to CC#J
advising that she sought help ltom CCH2 regarding "routes" and her "travel
plan."

y. On or about February 17.2015.CC#2 scnt an clcctronic communication to
KEONNA TfIOMAS, a/Ua "Fatayat Al Khilafah," ay'Uu "YoungLioness,"
stating, "Even my rvilb . . . lf she tumed out atler all these yrs to be a spy I
rvill pcrsonally blorv hcr brains all ovcr the bedroom . . . Even to u ill manied
U and u betraycd me . . . . But if my wife comes and it tums out she was a
spy aller all these yrs . , . I rvill personolly behead her." ln response,
THOMAS stated, "cutting head is more penonal."

z. On or about February 17. 2015, CC#2 scnt an clcctronic communication to
KEONNA 'll lOMAS, a/Ua "Fatayat Al Khilathh," a/k/a "YoungLioness,"
stating, "U probably want to do Istishadee [martyrdom operationsl with me."
ln response, THOMAS stated, "that would be amazing. . . . a girl can only
wish." CCf2 then responded, "l can make that wish come 1rue."

aa ln Fcbruary and lvlarch 2015, KEONNA THOMAS, a/Ua "Fatayat Al
Khilaflah," a/k/a "Younglioness," conducted online research into various .

indirect travel routes to Turkey.

bb. On or about March 23, 2015, KEONNA TIIOMAS, a/k/a "Fatayat Al
Khilat'ah," a/k/a "Younglioness," purchased an electronic visa, in her own
name, tbr travel to Turkey,

cc. Turkey is knorvn to be the most common and most direct transit point for
individuals traveling l'rom localions in Europe rvho are seeking to cnter Syria
and join ISIL. ln addition, an ISIL manual published in early 2015
recommends that ISIL recruits travel to Turkey in order to slip over the border
into neighboring Syria. This manual further advises such ISIL lraveles to
purchase round-trip tickets to popular vacation spots, specifically suggesting
Spain, and to purchase tickets to the final destination once overseas.

dd. On or about March 25, 2015, KEONNA THOMAS, a/k/a "Fatayat Al
Khilalhh," a/k/a "Younglioness," conducted online research into "buses liom
Barcelona to lstanbul."

ee. On or about March 26,2015, KEONNA THOMAS, a/k/a "Fatayat Al
Khilafah," a/k/a "Younglioness," purchased airline tickets to fly on March
29. 2015 (thrce days later), from Philadelphia Intemational Airport. to
Barcelona, Spain, rctuming to the United States on April 15,2015.

E.G oosle Accounts Lin d lo Keonns Thomas

19. lnvestigation has revealed two diflerent Google email accounts linked to Keonna

9
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'l'homius. Onc such accounl (ahnuhajirS4@gmail.com) is linkcd to hcr online alias

comnrunications regarding violentjihad antl lSlL. The other account

(K'l'homas2984@gmail.com) is linked to thc travql arrangcmcnls she ultinrately made in her truc

natne.

r\lmuhaiirS.l @smril.com:I

20. In March 2014, the FBI reccived gmnd jury subpocna returns liom Twitter rvhioh

rcvealed that Kconna Thomas's Trvitter account was associated with email addrcss

almuhajir84@gmail.com, and IP address 71.23.230.0, rvhich, as set forth above, resolved to

Thomas's home.

21. On or about lvlarch 27, 2015, U.S. Magisrrate Elizabeth T. Hey signed a lvamnr

to search the home of Kconna'[tomas. Agents conducting this search recoverer.t a laptop

computer l'rom Thomas's bedroom, on which had been presewed various electronic

communications and programs containing 'nromas's online <liscussions ofher dcsire to achieve

martyrdom on behalfof ISIL. A search olone such program's publicly available directory

revealed that Thomas's online account is associated with email address atmuhajir84@gmail.corn.

b. KThomas2984@smail.com .

22. When agcnts searched thc home ofKeonna Thomas, they recovered from her

person a smart phone containing a Google application accessing email address

kthomas2984@gmail.com. Further analysis of the telephone revcaled that Thomas had used this

gmail address to make travel plans to Spain and Turkey in her real name, as set forth in the

Complaint, including the tbllowing items recovcred from the phone:

a. A receipt for Thomas's airplane ticket lo Barcelona. which was purchased

using cmail addrcss kthomas2984@gmail.com.

l0
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b. 'l-horn:rs's clcclronic visa rpplication, rvhich rvas obtaincd using cmail

address kthomas2984@gmail.com.

lJockuround About Gooqle

23. Coogle lnc. (1600 Amphirheatre Parkway, Mounrain View, Califomia, 94043) is

rn intcmct service providcr that allorvs subscribers to obtain e-msil accounts at thc domain

"gnrail,corn "

24. 'l-he computcrs of Cooglc Inc. ("Google") often conloin l'ruits, instrumentaliries,

and evidence ofcrimcs in which the participanls are subscribers who communicate electronically

rvith one anothen

a. Coogle's computers are likely to contain slored electronic

communications (including retrievcd and unretrievcd e-mail for their subscribers) and

inlbrmation conceming subscribers and their use ofGoogle. Inc.' services. such as account

access intbrmation, e-mail transaction information, and account applicotion information. In my

training and experience, such intbrmalion may rcveal the means, method, participants, and

occasions of committing criminal oclivity. and also can be used to identify an account's user or

users.

b. A subscriber can also store with Google files in addition to e-mails, such

as address books. contact or buddy lists, calendar data, pictures (other lhan ones attached to e-

mails), and other liles. on servers maintained and/or orvned by Coogle. In my training and

cxperience. evidence ofwho was using an e-mail account may be found in such addres books,

contact or buddy lists, c-mail in the uccount. and attachments to e-maits, including pictures and

liles.

c. ln my training and experience, e-mail providers generally ask their
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subscribcrs to provitlc ccrtoin pcrsonal idcntifying int'ormation rvhen rcgistering l'or an e-mail

$ccount. Such intbrmation can include thc subscribcr's lull narne. physical arldress. telephone

numbers and other idcnlifiers, altemativc c-mail addresses. and. tbr paying subscribers, means

and source ofpaymcnt (including any crcdit or blnk accounr numbers). ln my training and

cxperiencc. such inl'ormation may constitute evirlcnce olthe crimcs undcr invcstigation because

the intbrmltion crn be used to identily thc accounl's user or users.

d. ln my truining and cxperiencc, c-mail providcrs typically rctain certain

lronsactional inlbmralion about the creation and use of each account on their systems. This

intbrmation can includc the date on which the account was crcated, the length ofservice, records

oflog-in (i.e.. session) times and durations, the types olservice utilized, tlrc status of ihe account

(including rvhethcr the account is inactivc or closed). the methods used to connect to the account

(such as logging into the account via rhe provider's rvebsite), and other log files that reflecr usage

ol'the account. ln addition, c-mail providcrs often have records of the lP address used to regisrer

lhe account and the lP addrcsses associated rvirh particular logins to the account. Because every

rlevice that connects to the lntemet musl usc an lP address, IP address intbrmation can help to

identifr which computers or other devices rvere used to access the e-mail account.

e. In my truining and cxperiencc, in somc cases, e.mail account users will

communicate directly with an e-mail service provider about issucs relating to the account, such

as technical problems. billing inquiries. or complainls from other users. E-mail providers

rypically retain records about such communicalions, including records olcontacts between the

user and the providcr's support services, as well rccords ofony actions tuken by the provider or

user as a result of the communications In my training and experience. such information may

constitute evidence of the crirncs under invesligation because lhe information can be used to

t2
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idcntily thc uccount's user or uscrs.

Lcg:rl l)iscussion llcearding Online Accounts

25. Undcr 18 U.S.C. :rs 2703(9), a law enlbrcement ollicer does not have to be present

for either the service or execulion of the rvarrant. ll is sufficient for us to serve it by far or by

mail upon Googlc, lnc.. rvhich host and operatc thc flccounls that are the subject ofthese search

rvarrants. I request that Google, [nc. be required to produce the eleclronic communications and

other intbrmation identiticd in Attrchmcnl A and Part One of Attachment B hereto. Because

Coogle, Inc. is not aware ofthe lhcts o[this investigation, their cmployees are not in a position

to scarch lor rclevant cvidencc. ln addition, rcquiring Coogle, Inc. to perform lhe searches rvould

be a burden upon it. Il Googlc. lnc. is asked only to produce all the liles in the accounts, an

employee can do that easily. Rcquiring Google. lnc. to search the materials to detcrmine what

content is relevant rvould add lo their buden.

26.. With regard to thc online accounts bcing searched, I request that the Court

authorize law enlorcement agents to seize only those items identified in Part Trvo of Attachment

Il, l'rom rvhat is producerl by Coogle, Inc. pursuant to the search rvarrant. In reviewing these

items. I will treat them in the same rvay as i[l were searching a file cabinet for certain

documents. Itcms will be scunned qulckly ro <letermine if they are rclcvant to my search. If they

are, they rvill be read. If I dctennine that they are not relevant, I will put them aside rvithout

reading thcm in lull. This mcthod is similBr lo what a law enforcemcnt officer would do in the

search ola filing cabinet or a seized computer'

ll
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77. Undcr I 8 U.S.C. $ 2703(bX I XA). rrctice to lhc cuslomer or subscribcr is not

requircd rvhcn the government obtains the contenls ofelcclronic communications using a search

warranl.

18. Under l8 U.S.C. S$ 271l(3) and 3127. ftis Court has the authority to issue this

rvarrunt dirccting Googlc. Inc., cvcn though it is not locutcd in this district. bccause the Courl has

jurisdiction over the oll'cnse being investigated.

29. I also ask that the rvarrant direct Google, Inc. to producc records and other

inlbrmation pcrtaining to the utilrementioned accounB. The govemment may obtain such records

eithcr by hling a motion under l8 U.S.C. $ 2703(d), or by means ofa search warrant undcr

g 2703(cXl XA). Since t need a se rch warrant lo obtain the electronic communications.anyrvay,

I am proceeding in the rcquest lor reconls by search warant rs well.'fhe focls set lorth abovc to

shorv probable cause also conslilute specil'ic and articulable facts, showing that there are

reasonablc grountls to believe that thc rccords and other inlbrmation sought are relcvant and

rnaterial to an ongoing criminal investigation, as required by l8 U.S.C, $ 2703(d).

CONCLUSION

30. '[here is lhus probable cause to believe that the aforementioned online accounts,

as described in Atlachmcnt A, contain evidence. contraband, fruits, and instrumcntalities of

violations ofTitle 18, United States Code, Section 23398 (providing, auempting to provide. and

conspiracy to provide rnaterial supporl to a designated forcign terrorisl organization), as set forth

in Attachment B.

31. Based rrn the intbrmation conlained in this Allidavit. the FBI is requesting

authority to search all Coogle accounts associaled with Keonna Thomas's known IP address

71.23.230.0.'l'homas"mef'herassocialesanddevelopedhcrplansonline,bothbyrvayofcmail

l4
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comnlunications ilnd social nlcdiil postings. During discussions rvith hcr associates, Tlomas

tnaintained multiple online accottnls and discussed rvilh hcr associatcs the need to vary their

account use in ordcr to cvadc govcrnmcnt scrutiny. 'rhus, FBI has probable cause to beliele that

cvidcnce relate<I lo Thomas's criminal activity may rcside on one or nrultiple Thomas accounts.

Funher, the most rcliablc way to establish rhomas's owncrship ofundiscovcred accounrs

possibly containing evidencc is by searching lbr accounts associare<l with her knorvn tp address.

I uould thcretbre requcst thal the search rvarranB direct providcrs ro accounts linked ro

Thonras's knorvn IP address. even ilthe user or channel names are not specilied.

n McDonald
Special Agent,
Fedcral Bureau of Investigation

SWORN TO AND
SUBSCRIBED
BEFORE ME TIIIS

. ^ ll,,
I I day or A 2015

(

HO RABLE RICHARD A. LLORET
UNITED STATES MAGISTRATE JUDGE

t5
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IN THE UNITED STATES DISTRICT COURT
FOR T}IE EASTERN DISTRICT OF PENNSYLVAMA ji

I]NITED STATES OF AMERICA

KEONNATHOMAS,
a/k/a "Fatayat Al Khilafah,"
a/k/a *Youngl,ioness"

FIL
DEC 2015

ce9.

CRIMINAL NO. 15-171

gsil
sEr.l

NOTICE OF CLASSIFIED EXPIRTEORDER

THIS MATTER is before the Court on 
^i 

ex pdrte, in camera stbmission by the

Govemment in the above-captioned matter, filed on November 13,2015 (Docket No. 3l). The

Court hereby provides notice that on this date, the 0 
+ 

day of
l

2015, it entered a classified. ex parte order tbrough the Classified Information Security Officer.

BY THE COURT:

HONO BLE CHAEL M. BAYLSON
Judge, United States District Court

t,,lftle
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REDACTED
IN TIIE UNITED STATES DISTRICT COURT

FOR THE EASTERI{ DISTRICT OF PENNSYLVANIA

UNITED STATES OT' AMERICA

CRIMINAL M]MBER 15-171-1

FILED UNDER SEAI

KEONNATHOMAS

AND NOW, this day of , 2016, upon consideration of the

Defendant's Reply to the Govemment's Motion in Opposition to a Bill of Particulars, it is

ORDERED tlat said reply is FILED UNDER SEAL.

BY THE COURT:

THE HONORABLE MICEAEL M, BAYLSON
Senior United States District Court Judge

SEALING ORDER

v.
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IN TIIE T]NTTED STATES DISTRICT COURT
FOR TIIE EASTERN DISTRICT OF PEIINSYLVANIA

T]NITED STATES OF AMERICA

CRIMINAL I\TUMBER 15-171.7

KEONNATIIOMAS FILED TJNDERSEAL

ORDER

AND NOW, this day of 2016, upon consideration of the

Defendant Keonna Thomas's Motion for a Bill of Particulars, and the Govemmenl's response

thereto, it is ORDERED that the Government file a Bill of Particulars, as set forth in

Defendant's Motion, and serve a copy of same ou counsel for Keonna Thomas wi&in 

- 
days.

BY TI{E COURT:

TIIE HONORABLE MICHAELM. BAYLSON
Senior United States District Court Judge

v
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IN TIIE LNITED STATES DISTRICT COT,'RT
FOR TIIE EASTERN DISTRICT OF PENNSYLVANIA

TINITED STATES OF,{MERICA

v. CRIMINAL NUMBER 15-171-1

KEONNATHOMAS FILED UNDER SEAL

REPLY IN SUPPORT OF DEFEI\DAIIT'S
MOTION FOR A BILL OF PARTICULARS

DISCUSSION

Without A Bill Of Particulars, Ms. Thomas Cannot
Adequately Prepare A Defense To The Government's Non-
Specific Allegations.

Ms. Thomas still requires clarity as to t}re nature of the allegations against her because the

Complainr, Indictmen! and discovery fail to elucidate what the Govemment means when it

accr.rses Ms. Thomas of attempting to provide herself as personnel to ISIL. Applying 18 U.S.C. $

2339B@)'s specific definition of "persontrel" in this context, Ms. Thomas must know what tie

Government believes constituted her aftempt "to work under [SIL's] direction or control, or to

organize, manage, supereise, or otherwise direct the operaliotr of that organization" between

August 2013 and March 2015. Without this information, Ms. Thomas cannot adequately prepare

a meaningfi defense, nor can she plead rhis case as a bar to double jeopardy, siace the

Govemment could, hypothetically, file a subsequent indictrnent wirh the s,me charge dwing the

same dates in question, but with different conduct in mind. Accordingly, a bill of particulars is

necessary.

The Govemment claims that its discovery to date is suficient to facilitate Ms. Thomas's

rmderstanding of the nature of the allegations against her, but this is not true. See Motion in
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Opposition, Pacer Enrry 43 at 6. Taken as a whole, the Government's discovery can be divided

into two categories: (1) online commrurications between Ms, Thomas and her three alleged co-

corsptators in which they discuss Ms. Thomas's marital status and the possibility of her moving

to Syna, interspersed with esoteric exchanges conceming 'Jihad" and Islamic martyrdom, and

(2) content fiom her telephone, home computel ard social media accounts that, at worst,

suggests that she had a fascination with radical Islamic literature and teachings. What's missing

is any concrete idonnation detailing how Ms. Thomas attempted to offer herself to ISIL as

"personnel" under $ 23398(h)'s restrictive definition - unless, of course, it is the Govemment's

theory tlrat Ms. Thomas's alleged marriage to an ISIL fighter and alleged tavel plans to Syria

arone exposed her to criminal liabiiity.

But this does not seem to be the case, particularly given tle Govemment's vague

assertion in its Opposition that "[t]he lndictrnent, Complaint Affidavit, and discovery taken

together, outline conduct beyond attempted marriage and a desire to move." See Motion in

Opposition, Pacer Entry 43 at 10, note 2. Ms. Thomas can only assume that this statement

alludes to excerpts of cerlain online communications she excbanged with a

purported ISIL fighter, alleged co-conspirator number 2 (CC#z), which took place in February

2015. ID one of the exchanges that the Govemment frequently references (see, e.g., Motion in

Opposition, Pacer Entry 43 at 3\,

(attached hereto as Ex. A).

Ms. Thomas then answered, "[A] girl can only

2
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wish," to which CC#2 promised, "I can make that wish come true." .Id.

Based on this and otler similar exchanges, it remrins unclear whetler Ms. Thomas and

CC#2 actually discussed the possibility of Ms. Thomas's participation in ISIL operations, or

whether tley were just flirting with one another. Regardless, if the Govemment actually believes

or intends to prove that Ms. Thomas planned on managing directing, or even participating in any

suicide bombings or other ISll--sponsored terror attacks, it must say so. Otherwise, Ms. Thomas

is left guessing as to the firll extent of tle allegations against her, limiting her ability to prepare

for trial.

Furtlrer, the Govenunent cannot credibly reply upon United States v. Pugh,2015 WL

9450598 (E.D.N.Y. Dec. 21, 2015) in support of its Motion in Opposition because Prigi is

absolutely distinguishable from Ms. Thomas's situation. In Pzgft, the defendant was also charged

with attempting to provide himself as personnel to ISIL, and he moved for a bill of particulars

seeking clarity on the "material support and resources that he attempted to provide" the

organization. Id. at *27.In denying the defendant's modo& the court explained that "Pugh has

not demonstrated tlat he is unable to determine the natue of the charges leveled against him," an

entirely reasonable decision given that the defendant was a former member of the U.S. Air Force

who "received kaining in the installation and maintenance of aircraft engine, navigatioq and

weapons systems," and later worked as a private military cootractor in Iraq. Id. at *1. Pugh not

only "expressed his desire to tavel to the Middle East to fight Jihad,- but he also purchased a

one-wdy ticket from Cairo, Egypl to Istanbul, Turkey, in January 2015. 1d Upon arriving in

Istanbul on January 10, Pugh was seized by Turkish ofticials, denied 
_entry, 

returned to Cairo,

and detained by Egyptian officials that same day. .Id Shortly thereafter, Pugh retumed to JFK

Atport, and told an undercover agent that he "had traveled to Turkey in an attempt to join ISIL,"

J
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explaining that he had "gained experience working with airplanes during his sewice in the U.S.

Air Force." Id. at *2.

Thus, because Pugh possessed specialized weapons and aerospace training, purchased

and executed a one-way ticket to Istanbul, and allegedly bragged about his miliary expertise to

an undercover agent, it is no surprise that the court denied his request for a bill of particulars.

Indeed" given Pugh's background alone, the Govemment's specific theory underlying his

indictrnent seems obvious: Pugh attempted to travel to Syria in ordq to "organize, manage,

supervise, or otherwise direct'' ISIL's weapons and aerospace operations. 18 U.S.C. $ 23398(h).

In contast, Ms. Thomas is a far less sophisticated actor than Pugh, a mother of two from

North Philadelphia with no higb school diploma, specialized training, military expertise, or

experience in the Middle East. Rathe! than pwchasing and effectuathg a one-\ryay ticket to

Istanbul, Ms. Thomas purchased a round-trip ticket to Spain and never even made it to the

airport. Accordingly, the Govemment's theory as to how Ms. Thomas attempted to provide

herself to ISIL as "personnel" is far tom obvious, especially since the discovery to date is

devoid of any concrete plans by Ms. Thomas to participate in, manage, supervise, or otherwise

direct any ISIL activities. The only discemible aliegation supported by &e discovery is Ms.

Thomas's desire .to marry an ISIL fighter and tavel to Syria- If this is the extent of the

Government's allegations, then so be ig but the Govemment must make that clear. Trial

preparation issues aside, Ms. Thomas's double jeopardy concetns are serious and cannot be

assuaged simply by the fact that the indictnent is limited to a specific date range. Again,

"personnel" can encomp,rss a myriad of activities, anyttring from participating in suicide attacks

to mailaging social media accounts. Therefore, the Govemment must clari$ its allegations

against Ms. Thomas and articulate the particulars underlying its belief that Ms. Thomas

4
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attempted to provide herself to ISIL as 'personnel," pursuant to $ 2339B@)'s specific definitron.

WEEREFORE, Keonna Thomas respectfully requests that the Court order the

Govemment to issue the Bill of Particulars sought for all of the above stated reasons, the reasons

stated in her initial motion, and any other reason that this Court deems just.

/s/ Kathleen ll.
KAT}ILEENM, GAUGHAN
Assistant Federal Defender

ELIZABETH L. TOPLIN
Assistant Chief, Trial Unit

5
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Exhibit A
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CERTIFICA OF SERVICE

I, Kathleen M. Gaughan, Assistant Federal Defender, Federal Community Defender

Office for the Eastem District of Pennsylvani4 hereby certif, that I have filed under seal and

served a copy of the Defendant's Motion for a Bill of Particulars Pursuant to Rule 7(f of the

Federal Rules of Criminal Procedure thereof, upon Jennifer A. Williams, Assistant United States

Attomey, United States Attomey's Office, Suite 1250, 615 Chestnut Steet, Philadelphia,

Psnnsylvania 19106.

/^Xtt * 4 l.y.-

/s/ Kathleen M.
KATHLEENM. GAUGHAN
Assistant Federal Defender

DATE: April 19,2016
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W\u'h
IN TIIE UNITED STATES DISTRJCT COURT

FOR THE EASTERN DISTRICT OF PENNSYLVANIA

IJNITED STATES OF AMERICA

4e

rtuEQ CRIMINAL NUMBER I5.I71.I

s zqts FILED UNDER SEAL

SE LING ORDER

BY TIIE COURT:

THE HON N,ICIIAEL M. BAYLSON
Senior United States District Court Judge

KEONNA THOMAS

ANDNow, *;" J*auy ot Ap'--l-,2Ol6,uponconsiderationofthe

Defendant's Reply to the Govemment's Motion in Opposition to a Bill of Particulars, it is

ORDERXD that said reply is FILED UNDER SEAL.
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IN TIIE UNITED STATES DISTRICT COURT
FOR TIIE EASTERN DISTR.ICT OF PENNSYLVANIA

UNIIED STATESOf AMERICA

CRIMINAL ilIUMBER I5.I7I-I.

FTT T'D UNDER SEAL

KEONNATHOMAS
FiLrS
Ju,i 3 0 2r:6

f,'l3ii.;r : -,-t: tt=tSEALING ORDER

AND Now, rhis J O9 a"y or , 2016, upon conside.ation of

the Defendant's Motioo for Notice and Discovery of Suweillance Used in the Govemment's

Investigation of the Defendant, it is ORDERED that said Dotion is FILED UNDER SEAL.

BY TIIE COURT:

TIIE MICIIAEL M. BAYISON
District Court JudBeSenior nited

/"*
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Case 2:15-cr-00171-MMB Document 64 Filed 06/30/16 Page 1 of 1

IN TIIE UNTIED STATES DISTRICT COURT
FOR TEE EASTERN DISTRIC"I OF PENNSYLVANIA

TJITITED STATES OF AMERICA

CRIMINAL NO. . 15-171

FILEDT]NDERSEALKEOI{NATSOMAS,
aflla "Fatayat Al Khilefah,"
a,/k/a 'YoungLioncss"

ORDER

ANDNow,this 3og aoyor

Fit r.]
JU,t 3 a -i:i

'ci'"'tt;;.1;-.:t,
, 2016, upon

/"^'
consideration of the Govemment's Unopposed Motion for Extension of Time to Rcspond to

Motiou it is ORDERED AND DECREED that the govemment's motion is GRANTED. The

.goveEment's response to Derfendant's Motion for Notire and Dscovery of Suweillance Used in

the Government's lovestigadon ofthe Defendant shall be frled and served no later tban July 19,

20t6.

IT IS FIIRTHER ORDERED tlat tbe govemment's Motion, this Order, and the

accompanying docket papers, shall be FILED UNDER SEAL.

BYTHECOURT:

M. BAYLSON
Judge, United es District Courl

-r^-;Lt,p* h,
4. *rL11rnn-,{usl
t-.rrpl,- , F-dq'
{ g,*/.^,F-.x \.6
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IN TIIE T'hIITED STATFS DISTRICT COI]RT
rORTITN EASTERN DISTRICT OR PE1YNSYLVANIA

T,INTTED STATES OF AMERICA

KEONNATEOMAS,
a/ls/a aFatayat Al Khilafeh,"
e/k/e aYounglioness"

CRIMINALNO. I*I7I

FILED UNDER SEAL

SEALINGORDER

ANDNoqoris /J@ aayof dJ+ ,2ol6,uponUO
consideration ofthe Govemment's Response in Opposition to Defcndant's Motion for Notice and

Discovery of Suweillance Used in the Govemment's Investigation of the Dcfendao! it is hcreby

ORDERED rhar said Response is FILED UNDER SEAL.

BY TFIE COURT:

H CHAEL M. BAYLSON
District Cowt

16

FILED
JUL ,5 2016

flWffi
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